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Financial Component {POF Fiie)

« The Financial Component shall contain documents sequentially arranged as
followss:

1. Duly filled oul Bid Form signed by the Bidder's authorized representative {sample
farm - Form No.1).

2. Duly filled out Schedule of Prices signed by the Bidder's authorized
reprasentative (samgple form - Form No.2).

Note: The forms aftached o the Bidding Documents may be reproduced or
reformatted provided the information required in the original forms and other

requirements like signatures, if applicable, are complied with in the
submitial,
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1. Name and Bescription of the Project

With the continued evalving nature of cybersecurity risks, the Secrelary of Finance has mandaled various agencies
under the Dapatment to establish a cost-effective defensa sirategy that will add s layer of defense for the agencies
lo shield their respective [T systems from potential cybersecurity threats, along with ather possible risks and date
breaches in the digital landscape.

For this Terms of Reference [TOR), it will cover the Insurance Cluster composed of the Bureau of the Treasury
(B7r), Gavernment Service Insurance System (GSI8), Social Security System (SSS), Philippine Deposit lnsurance
Corpgration (POIC).

2. Project Objective and Scope

The propesed Comman Cyber Defense Solution shall reguire the vendor o provide a two {2) year subscnption for
the: provisian of Security Monitoring and Managemanl, Yulnerability Management, Threat Intelligence, and Inciderit
Response. This is primarily focused on the National Institute of Slandards and Technology (NIST) Cybersecurity
Framewark — Identify, Protest, Detect, Respond and Recover.

The Appraved Budget for the Contract {ABC) shall be the upper limit or ceiling for the proposal. and shali cover all project
custs, including. but niot fimited to the following:

« Subscription cost that will be based on the number below:

Agency | Servers DesktopsiLaplops | Total
BTr 150 1450 1600
GSIS 400 4000 2400
588 200 7800 8000
POIC g2 1118 12060

= The project shall include project managemenl, consulting, requirements validation, customization, training,
ntegration, training, production deployment, system integration, change management and otherout-of-pocket
expenses (e.q., ransportation allowance, per diem, etc.);

s The Shared Defense subscription shall commence immediately afier the Phase 1 implementation of the
project.

= Post Go Live support starting from the implementation date; and

o All applicable taxes, service fees and charges (e.g.. fund transfers tees, fareign exchange difference)
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The propased Comman Cyber Defense Sclution for the Insurance Cluster shall be precurad in one lot which
shall consist of sublots per agency. Likewise, this shall be tha basis for awarding per agency.

The pricing shall e uniforim for all agencies in the cluster.

Other Requirements

During procurement, the bidder is required to submit respective proposals for all the agencies concemed.

3. Funcfional and Non-Functional Reguirements

The vendor shall respond te each requirement stated herein. Failure i confanm o any ofthe specifications shaltbe
sufficient grounds for disgqualification,

. Functional Requlrements

1 The service provider shatl prowde a cloud~based SDC far ndnwduai agenc;es thn comnleie

Security Information and Event Management (SIEM) and Security Orchestration,
Automation, and Response (SOARY) solution that allaws far fwo-way integration with the
agencies dala saurces, capture of near real-time lag data, and must perform correlation
between data sources dunng investigation which stwal; alsa be accessdble by the indmdua! i

The service provider shall set up a cluster lavel SOC dashboard 1o have an Integrated and
high level overview of the cluster agencies security posture,

Iy

3. The SOC. through the SIEM, shall detest and monitor lhreals, correlate with threat
intelligence sources, generate alerts, conduct investigation, and escalate lickets 1o the
agenciss o a 24x7 basis, using the Security Operations Center (SOC) platiorm, Inclusive of
the security lools to be provisionad for the agencies.

4. Thees must be a proper onboarding and integralion period between the service provider and
the agencies prior ta full SOC aperation to ensure complsteness of SOC visibiity snd
familiarization with the agencies procasses and netwark behavior,

5. The SOC solution shall have its own ticketing toal for incident ticket generation.

€. The SOC salution, through the SIEM, shall classify security svents basad on the fallowing
risk rating matrix containing the following inforrmation. The repart mathed shall be theu call
andfor e-mail;
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= Impact: Severily of the securily event to critical assets

» Prioritv: Based on the impact and severity

a  Malure of threat

s Potential business impact

s Remediation recommandations
*Response Time: How soon the security incident must be acknowledged by ihe service
provider
| ‘Report Tima: How soon a mefarence numbsey problem ticket must be created by the service
provider and received by ihe agency. The Repont Time is ingluded in the Responsg Time.

7. Manthly monitoring service managsment:

The senvice pravider shall conduct regular meetings with the agencies {T stakeholders to
raview S0C performance and discuss the averali IT securily posture of the agencies,
including fine-tuning of configurations and provision of best practices advice, o aid in
continuous improvement. Regular written reports must also be available o track the status
of cases and the assistances needed. Monthly reporls shafl contain, but not mited 1a0:

o SLA Performance

o Corrglated Events Dvenview

= Cuorrelated Evenis Graph Distribution Qvertime

¢ Correfated Events and Rules Triggered Summary

¢ Summary of Incident Ticket per Use Cases Ingident Management

! 8. The service provider shall ensure flexibiily and scalability of the agencies SQC platiorm and
stiall ingest and progess all evenis sent by the agencies for the SIEM and SOAR
ranvirements including its current and future nzeds.

9. The service provider shall facllitate SOC security briefing at ieast once a month for the

agencies (o present ihe latest Incal and intermational news and updates in Cyber security,

K

1. The servive pro
Endpoint Proleclion / Endpoint Detection and Response {EDRY} licenses required for
supparied endpaints. Supported endpoints refer to Windows encdpoinls, Windows servers,
major Unix and Linux distributions, MacOS, Mabile devices, that is stiil under support or
exiended support by the manufacturer.

n and Response services, including the

s
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2. The solubens provider must he capable ta deploy ihe endpoint technotegy to workstations
and servars, including Windows, Mee, Unix and Linux assets, using the agencias or the
solutions providers deployment fool, and must suppor both physical ang viriusl
gnvironments.

3. For non-supparted systems, other means of manitaring must be per‘ormed such as network
detectxon and re'-‘.pansn fNDR or snmlar] LODI shall be prowded :

4. The solution shall detect and prevent atiacks an-premise, for supported and unsupported
endpoints, including agency deployments in public clouds, if any, such as, bul not imited to
Armazon Web Services (AWS), Azure, Oracle Cloud and Google Cloud,

5. The solution shall be capable to block malicious indicatars of compromise (IGCs) and
behaviors of campromise (BOCs} autamatically with expert review of detections by analysls
1o ensurs there is always human oversight on technalogy.

8. The solution shall allow custom enforcement polisies to neutralize sophisticated malware and
lateral mavement uiilizing “lving off the Iand” techniyues that can potentially svade standard
detections, however, ensuring that these custom policies does nal impede business
operations.

7. Update of Indicators of Compromise (JOC) and watchlist repository, whenever
applicable

. TA22 Prevéntionand Datection,

S e s L.

1 The selulion shall have integration .-.qth lhe SIEM far cenual momtonng and analysm,
including the setup of relevanl dashboards such as but not imited to, attacks, threats,
endpoints at resk

:-: The solution should ufilize sagnature—based andfor signature-less deternan techniques lo
prateet against known and unknown attacks.

3. The solution should have Machine Leaming and Behavioral Pattern Indicator of Attack {IOA)
detecﬂon capability,

4. The aclumn must be able to detect and preveni the IOHUW'“Q
s expioitation behavior using [DAs and no signafures.
* ransomware behavior using Behavior [0A patterns and no signatures.
= file-less mahware using Behavior [OA patlems.
v mahwvare-free radecrafi using Behavior IOA patterns,
BIOS leve! attacks
Privilege Escalation
Exfltration

n a o
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¢ Connecltion ¢ malicious command and conirol destinations

w

The sotution must be able to enrich a detacted event with its own threal intelligence
and not any third-party Intelligence including mapping of the technigue, factic and

! procedure (TTF) agamsl {the MITRE ATI‘&ACK framework

L 1 13 Thm ',"'H_ f,uu ;and Resgoﬁéé'

1. Tha service provider must provide 24)(7 Managed Threal Huntmg Ser\nce supported by'
experienced and veriified analysts or incident responders for the remote response on
endpoim incidentsievents i

2. The service provider must have pre-built ihireat hunting applications and queries

3. The setvice provider must be able to gel context from indicators such as IP's, URL's,
domaing, or hashes using the tools within the platform, including assaciated svents with
unique visibiiity including account creation, login activity, local irewall madification, senvice
madification, sources of remote aperatlons {including scheduled task ¢reations, registry
rhanges WMIC execulion, among others)

4. The solulion shall be able to isolate “at-risk” endpuaints, including the blacking the launching
of suspicious or maficious applications.

& The solution shall allow blackhskmg and whitelisting of hashes manuaﬂy through the solution.

8. The sn!uhon shall provide remote response by administraters, analysts, or incident
responders such as containment, deleling files, killing process among others without the nesd
{or additional 1cois or agenis.

i

The solution shall pmvlda rool cause analysvs of an identified maﬂcsuus acuvuy

1 The sotuflun shaﬂ prawde mdwxdual agency, wab—baaed dashboards for ac(:essmg their
agency infarmation about aleris, atlaeks, irack remedialion on incidents, generate and extracl
reporis which can be presenied near real-fime or over a time period. The agencies must be
able: 1o request customized dashboards and ad-hoc reperts from the service provider.

i 2. The salutipn shall be capable (o support collection of different types of metadata {e.g., logs,
security evenls, network fiows, among others) from data sources and shall include Jog
comprassion and industry standard encryption at rest and in transit to ensure security of
capiured data from disclosure to disintarested parties.

3. The data sources ingested by the sclution shall include at least the events from perimeter
security tools, active directory logs, endpoini protection, and endpoint detection and
response tools, including events from sensors thal may be deployed by the solutions
provider, if needed.

SHARED CYRER DEFENSE SOLUTION 8
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| 4. The maximum agaregate daily data ingestion shall be as follows:
i

Agency Daily EVEI:Il Log Aggregate Size vin Gigabyles {GB)
’_\ BT 17 GB
' Gsis 24 GB
88S 48 GB
~ Poic 15G8

5. The service shali have content packs that are prebuilt coniiguralions for common security
use cases that provide sels of rules, alarms, baselines, views, reports, variables, and
watchlists.

8. The service shall pravide advanced security capabilities, such as User and Entlty
Behavioral Analytics {UEBA). natively within its own platiorm.

i 7. The salution must integrate with the global threat intelligence subscription sendce for data
v anrichment to quickly identify attack paths and past imteractions with known bad actars and
incr..as= threat delectxon accuracy while: reducing response fime.

8. The soluimn must be ahle ta generate and send actionable liems to the automation and
orchesiration togl as well as generate and send alerts to both service provider and agency
analysts and incident responders.

8. Theservce provider shall ensure the avallability of the ingested raw logs twelve (12)
mantihs with comprehensive searchability, The lags, including evidences ef security
incidents, shauld be tamper pronf and made available for legal and requlatory purpases, as
requirad.

The logs bayond the retenlion period shall be archived and given monihly to the agenciss
in an agreed format.

10. The service provider shall ensure that the date ingested from the insurance clusler is
not shared or disclosed to or accessed by parties not mentioned in the coniract unless
explicitly granted permissian by the gluster.

T T

LA Secudty Orchwtrahnn, Au*nmatmn and Response (SOAR) R R - :

1, The solution must be able to intagrate wnth fhe SIEM and fully orchcsu ake secunty
aperations and provide secunty teams with case management. aulomation, and
investigation within a single pane of glass

2. Thesclution must have visibilily into the security operation provided via dashboards, KPls
and customizable reporiing

3. The solution must be able lo suppoert maching driven and analysl led response to remadiate
threats in & consistent and auditable manner

SHARED CYSER DEFENSE SOLUTION 7
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4. The solution must render slerts, cases, query reports, and events Into clustered and
contexivalizes threat storylines with a high degree of visualization

5. The solution must be an open architeciure that allows for sasy connectivity and integrations
to any existing system, bringing them all ingether inta a single, contextual fanguage,
Integration with other solutlons can either ba aut of the box or cusiomized.

6. The selution must be able to accelerate security incident processes by automating or semi
automating workilows

7. The soluton must be include aut of the box ar customizable playbouoks of best
practices to scale operafions, drive consistency in response and meel
compliance requirements. Playbooks deployed shall include at least:
= Phishing errichment and response
o Malware endpoinl response
+ Login Anomalies {multiple failed logins, unusual activily such as lngin

attempts outslde office hours, gt}
Unusual browsing activity
o Web altack profiting and hiacklisting

8. The solution shauld provide pre-set and customizable KPI melsics to manitor threat
response efficacy and tleam performance.

S

give immediate global visibility into where the Agency IT system might be vulnerable to the
latest Intzrnet thraats and how to protect them.

1. The salution provideti must be a cloud based senvige, integralad within the SIEM, that shail

2. It should be able to conlinuowsty identify threats and monitor unexpected shanges in the
network before they tusn into breaches. The solution can be agentless or agent-based if
continuous mankioring Is required on specific systems.

. 3. The sclution should be able to scan sysiems anywhers in the Agency anvironment, from the
same conscle whether the asset is on the perimeter, the Internal network, or cloud
environments (such as Amazan Web Services, Oracle Cloud, Microsoft Azure or Gangle
Cloud] with 1he ability fo create custorn reporis showing each audience just the level ofdetail
it neads 1o ses.

4. The solulion should be abie {o identify and prioritize criical vulnerabilities and risks to enable
ihie agencies 1o prioritize the remsadialion of the highest business risks using irend analysls,
zerg-day and patch impact predictions.

8. The selullon should be able to track vulnerability data across hasts and fime, 1o give a better
understanding of the agencies securily pasture. The reports can be changeed through exisfing
pre-bulit lemplates, without the need io rescan. The reports can be generaied on demand or

SHAREL GYBER DEFENGE SCLUTION B
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scheduled autornalically and then shared with the appropriate recipients onling, iy PDF or
CsY

&. The solulion should be able to automatically gather and analyze security and compliznce
data In a gcalable backend, with provisioning additional capabilities as easy a5 checking a
box.

7. The solution should be able to proactively address polential threais whenever new
vulnerabilities appear, with real-time alerls to notify the agencies immediately, without the
need o schedule scan windows or manage scanning credentials,

8. The solution rmust e able to conduct a confinuous compromise assessmeant, which shall
inciude at the minimum:
= ldentification of the specific vulnerabilities, at risk, and/or compromised assets
= Ewvaluation of scannad assels and dentification of possible vulnerability linkages
ihrough a detalled anglysis of the resulis

i as E on

1. Vulnerability Assessment and Fenetration Testing (VAPT) shall be perfarmed annually on an
agreed schedule and scape with the agencies. The YAPT scope may include network
infrastruciure, applications {e.g., putlic-facing web and mobile applications), Application
Pregramming Interfaces (APls), endpoints, hosts and daiabasas, including member service
systems or kicsks, authenticated and unauihenticated testing, if any and among others.

2. ThesooieiofV.

: Agency
T BT 7E

GEIS 20'Extefal fesolirces, 2 mdblle a00s, 1o B0 1P sduiesses
555 " 25 Exlemaltesouieas, ) moble ans i 1o

3. The service provider shall deliver and maintain 2 vulnerabilily database with relevant sofiware
version upgrades and security policy update recommendatiens, inclusive of changss 1o
2xisting and naw vulnerahility and threat signatures.

4. The service provider shall provide online reporiing and metrics capability:

2 VAPT resulisidata (including risk, remediation status, and data compromised, ff any)
end access to historical test result and trend analysis delivered via the service
provider's portal shall be accessible {o the agencies. This would aisa Include
hiandhoiding with the agencies concemed 1o properly remediate/mitigate
vulnerabilities, findings, and ohservations.
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§. The service provider shall have praedefined felds/templates for the gensralion of ‘repo'rts, such
as, hut not limited to:
e« VAFT Repon (i e., Executive Surnmary, Conclusion for Management Area, and
Specific Action Plans)

= Becurity Prafiling Results (including reports from attomated scanning tools)
» Detalled observations and recommendations

(T

Common Vulnesabilily Scoring System values:

e The service provider shall use CVSS v3.0 or later for risk ranking and prioritizing
sacirity vulnsrabilities.

a  The service provider shall be capable to generale multi-format reports, inciuding
exporting of repost data in PDF, Microsoft Excel, XML, C8V, and HTML.

7. The service provider shall perform Host discovery and Operating System {OS) fingerprinting ‘
functionalities jor the following, but not imited to:

« Windows (all versions)

o Linux and other Unix flavors (all versions)

= Network and securily refaled equipmant, whelher software or hardware-baged
s User profile settings

e Advancad password analysis

B. The service provider shall perform common service discovery and lingerprinting

- functionalifies for the following, whather an-premise or tloud-based:
o Appiicailan servers
« Authenticalion servers
¢ Backdeors and remote access services
« Backup applicationsitools
e Datghase servers
= Active Directory, Lightweight Directory Access Protocol (LDAR)
o [iomain Name Syslems {DNS)
; e Mail servars and Simple Mail Transfer Peotocoels (SMTP)
» Netwark File Syslems {NFS}, Network Basic inputfOutpul System {NeiB8I0S) and
Cumnion Internat File Systems {CIFS)
o Network Time Prolocols (NTR)
s Remoie Procedure Calls
e Rouling pratocols
e Simple Network Moritoring Protocal (SNMVP)
» Telscommunications Network (Telnat), Trivial File Transfer Protocol (TFTP), Securs
Shell {(SSH)
Virtual Frivale Netwark (VPN)
s Weh and mobile z2pplications
=« Webservers
—  SHARED CYBER UEFENSE SOLUTION e
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e« Detect and take down servers iaunching phishing allacks

e Take down of fake applications thal impersonaie legitimate ones from app stores.

o Take immediaie action on the agencies behalf and provide all the conlext la
execute rapid take-down of maliious servers, websties ar social media accounis.

4, The solution shall be capable to detect leaked Personally Identifiable Injormaiion (Plls)
and the agencies information from the deep and dark web, social madia, and nther forms
of instant messaging platforms and provide recommended action plan.

5. The thrzat inteligence solution must ba able to Identify fraudulent social media accounts
lhat are impersonating the agencies and ils executives

8. The solution shall monitor the domains and IF sddresses that have had reputation.

7. The service provider shall consume internal and external threal intelligence Into s threat
i analysis process.

. B. The service provider shall deliver weskly inleligence summary reports on the latest cybar
threals, including delected information on the intenfion to target agencies or other
government industries, rmajor activist campaigns, and indications of activism against the
agencies, financial and health se2clor, and the govemment,

9. The service provider shall provide a special report or notiee o the agencies immediately.
should Where be any information or deteclion of 1argetad allacks against the agencies, the
government or the sectars of the concernad agencies. ‘

B AncldentRespanee -« oo L o L et R ML RS

1. The serdce provider shall review the agencies Incidenl Response Plan (JRP), which
would guide the agensies on the creation. enhancement, and documentation of incident
responsa playbaoks, policies, and guidelines, such as, but not limiled fo:

» Escalation process
e Incident containment process
! o Incident gradication pracess
s Incident recovery process
o Incident identificalion process r‘,‘
e Processflow

2. The service pravider shall act as the Incident Response {IR] Manager and facilitate the
5i% (6) phases of IR, The service provider must be on-call and will conduct the IR
aclivities gnsite, as necessary (1.e.. in cases of breach]. The IRs per agancy shall cover
200 accumulated hours per year. Beyohd the required 20% hours, the agencies shall
shoulder the cost. In case the 200 hours aliotted for IR is not fully or not consumed, it
can be converted to other services, such as training ameng athers, that the provider can
render for information sscurity.

3. The service provider shall conduct an annual, or as needed, IR readiness Iraining o the |
agencies Computer Security Incident Response Teams (CSIRT), including IT security ;
awarensss wainings 1o beth technical and non-technical audiences ol the agencies. The }

SHARED £YBER DEFENSE SDLUTION 1z
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readinass training shall Include best praclices recommendation in isclation, cantainment,
and remediation aciivilies of the securily incideni.

4. The service provider shall conduct an annual, or as needed, incldent response drill or
simulation exergises with ths agencies-CSIRTs to improve detaclion and internal
readiness ifor cyber security incidents. This will include intsrnal and external incident
communications, reduced impact on operation centinuity, reporiing to regulators {e.g,,
NPC, DICT), CSIRT readiness, blue team capability, tabletop exercises, among others,

§. The Service Provider shall map security playbook and runbooks for applicabile security
use cases to gulde cllent an their incident response.

&. The service provider shall deliver technical assistance to the agencies CSIRTs during
emergency {suscessful) breach response.

7. The Service Provider shall have 2 facility o receive client's reported incident (via
authorizad point of contact from client) for incidents nol ¢captured on the monjtoring taol.

8. The service provider shall defiver netwarkifirewaliweb applications breach response.

9. Theservice provider shallidentify, cleanse or cantain malicious code, malware, spyware,
and sysleim-file hacks.

10. The servize provider shall deliver root cause énalysis 1o identify the intrusion vector and
provide mitigating procedures io address network and syslem voinerabilities.

11. The service provider shall identify indicators of compromise and scan the network to
' search for other related infectad systems.

= 12. The service provider shall deliver Insider threat investigation, as needed.

13. The servise pravider shalf deliver employee misconduct invesligations, as needed.

14. The servive provider shall deliver Incident and investigation reports.

15. The service provider shall have a cerfified and recently trained {al least in the past 12
months) in-house cyber securily forens’rcs specialist, to support advanced invesiigation.

16. The service provider shall assist in the following:
+ Incident handling preparation and execuilon
¢ Crisis management
= Hreach communication

» Forensic analysis including preservation of evidence for chain of cusiody
reguirements

= Remediglion

17. The Service Provider shall rate the prioritization and severity of security incidents and
create a service {icket as per agreed Service Level Agreement (SLA).

- ShARED CYSER DERENSE SCOLUTION 132
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Service Level A_gmemenl {(SLA)

1. Acknowladgement SLA - The Acknowledgement SLA Percentage shall be computed
per month basea on the lotal number of missed hours exceeding the Acknowledgement
SLA guaranize of fiiesn {15) minutes per incident

' Service Leve! Targat i Desﬁripﬁon
Acknowledgemant SLA of 15 minutes from the $me
og%, incident is detected by SHEM or from the time the

Clienl provides a proof of compramise (PFOC)
' ncldent report, whichever comes flrst, up to the
creation of service ticket,

2. Incident Response SLA - Time to respond or pravide request from when incidenl or
request is reported based on severity level.

Prionty Level Incident Response Tima Reference

F1 - Galastrophic Within 60 minutes Fram the creation of sarvice lickel
up to trizge. Triage is whea lhe
SOC L2 Incident Responder

P2 - Critigal Within 80 minules communicales with the oifent o

furibier investigate and provide

P3 — Marginat Within 120 minutes recommendation on  fiow g

; - - - - | contain, remediate, and e2cover
P4 . Negligible Within 160 minutes from the securly incident.

Tarmet Respanse Tima % par Monlh
Incident Prinrity tand?2 dand4
»>=80% >=80% Sum of the number of incidents
mewting required Response Time |
: For all days in the month :
SAARED CYBER DEFENGE SCLUTION 4
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Ii. Non-functional Reguiraments

Teataic e miere .+

1. All credentials with the service provider shall be stored in a monitored ceniral
management system. These are leased io the agencies once strong authentication has
been implemented and for the specific task for which it was authorized.

M

- The service provider's solution shall be accessed through a centralized portal, whigh
enforces sesslon limeouts, mandates the use of multi-iactor authentication (MFA), and
provides anomaly detestion far manitering user behavior,

3. The service provider shall maintain togical access controls which are role-based,
inctuding principles of least privilege and segregation of duties.

4. All passwords must have & minimum of fiteen (15) characters. Passwords musl be
changed every ninsty (30) days and cannoi ba the same as the prior hree (3) passwords.
The service provider's system must mask passwords when entered and store passward
files separately from the application system data. Only encrypted hashes of passwords
may be storad and transmitied.

5. All access from the service provider's managed endpeints fo sensitive resources shall
be done via VPN canfigured with MFA. Opporturnistic Transport Layer Security {TLS) is
configurad by default for e-mail. Remate hardware is managed by comprehensive
enterprise management software that sliows for maintenance and access coniral
management,

8. The service provider shalt provide physical and environmental controls at the primary
and sgeondary sttes for this project.

7. The agencies data shall be logically separated by using unigua tegging to ensurs
segregation of data from the other agendles. The agencies should retain as the legal
owoer of the data processed and managed by the service provider.

LN 3z e ; PR S

ol REaRRE

1. The service provider should facilitate =t least once a year Continual Service
Improvement (TSI1) workshop with client for possible improvement of service through
process, people and technology.

2. The service provider should provide security advisories with the olient for the
cybersecurity news and updates like the latest viruses, irojans, worms, or other malisious
Ll
programs.

4. Thesarvice provider shall conduct an annual cyber security maturity assessment {i.e.. peopie,
process, and technology) on each Govemment Agancy based on e NIST or CIS Confrals.

SHARED CYBER DEFENSE SCLUTION ]
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1. The service provider must be a certifiedfauthorized resellar of the brand(s) being offered '

and shall submit a valid, cerdification from the manufacturer(s).

2. The service provider must submit the following certifications:

a. Far Cloud based Security Operations Center (SQOG), that this is hosled ina
provider categarized as @ leader either in the latest Forraster Wave™; Public
Cloud Developrment And infrastructure Platforms report or Gartner Magic
Quadrant for Cloud Infrastructure and Platiorm Sarvices;

b. For Endpoint Detection and Response {EOR), that selution is categorized as a
leader aither in the latest Forrester Wave™ report for Enterprise Detection and
Responss or Gartner Magic Quadrant for Endpoint Protsotion Platforms;

. For Security Informalion and Event Management {SIEM). the solution provided
is categorized as a leader in the latest Forrester Wave™ raport for Securily
Anglylics Platforms or Gariner Magic Quadrant for Securisy Information and
Event Management (SIEM).

3. The service provider must have 24 x 7 x 365 local technology operation center (SOC/NOC
Tacilitiesfinfrastruciure and service), with a peel of at least 20 1T or Information Security
relaled cerified onsitz suppori engineers within Metro Manifa. A fisl of {ha support engineers |
shall be provided with their required qualifications, as stated in ftem D. Persennel
Qualifications / Requirements.

4. The service provider must have sales and technical offices located in lhe Philippines.

The service provider should submit the tist of their salss and techrical offices In the
Philippires, including the complete address and contact details. This is subject for aclual
site visit to the facility.

5. The 80OC can be provided on the cloud or within the premises of the service provider.
Should the Seourily Opsralions Center (SOC) with their SOC analysts be on premise,
thay shauld be housed In a Data Center with TIA-842 Rated 3 Facility Ceriification or
any eguivalent third parly assessmen: indicating the capability of the SOC io provide the
required security, scalability, stability and high performance. The proof of compliance
shall be submiiied.

6. However, if the service provider's SOC will be implemanted through a cloud service
pravider (CSP}), the SOG platform must be guaranteed with at least $9.9% uptime or
availability. The proef of compliance shall likewise be submitted.

7. The service providers SOC Analysts must have at least one or more of the foliowing
certifications: Certified Ethical Hacker {CEH), CyberSes First Respander, Information
Technology Infrastructure Library {(TIL), or any relevant producl certification To the
securily products of the platform offerad by the Service Provider.

8. The service provider must be atleast five (5) years in Security and IGT Industry and must
have more than three (3) years of experience in praviding SOC services. The Sarvice
provider musi have a SOC 2 Type || Attestation Report or 180Q 27001 ceriification for

SHARED CYBER DEFENSE SGLUTICN 16
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b Mangged ICT Services or similar, dong at least in 2021, to ensure controls related to
security, availabllity, processing integrity, confidentiality and privacy are In place.

9. The praspective bidders shall be required during the post qual evaluation to demonstrate
the salien! features ol the propased Shared Cyber Defense solution 2t the Project Sije
or via online,

PECRE SURLI &
0% TN

1, The service prcmdor must have at least Two (2) locat Cenrified Englneer on each of the
following securily tools below:

e SOAR
o SIEM
»  Vylngrahility Management
The certification must be the same with the brand that is being proposed.

The servicg provider must assign a dedicated local S0OC Manager that oversees the
S0C and conducts regular monthly service perfonmance review and reporing to client's
maragement. A monthly service performance report shall be submitted and discussed

by the SOC Manager. it shall contain the following:
! e SLA Periormance
' e Correlated Events Overvien
s Correlated Events Graph Distribution Qver Time
= Corrglated Everts and Rules Triggersd Summary
o Qumman; o. lnudem Tr'ket per Use Cases lncldenl Management

X

3. Theservice provxdel must submit the followmg for all the personnel to be assigned 1o the
cluster, and failure to submil the any of the requirement below is subject for
disqualification.

e Rasume/CV of the Proposed Persannel
o Coampany ID
« Certificate of employment

4. Theg sersdce pravider must have & dedicated 24x7x385 team assigned to the cluster,
composed of at izast:

s 2-Tier 1 analyst who will be responsible for the fallowing tasks:
1. Monilaring via existing SIEMIAnalylics Platform
2. Funnsling of alers {neise elimination)
2. Incident Validation
4. Case Management

SHARED CYBER DEFENSE SOLUTION 17
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T E. Threal Containment (Usng Existng EUR or agreed Process) — with
guidance from L2 and up
8. General Communication
7. Weekly Summary Reports
o f-Tier 2 anatyst who will be responsibie to conduct further analysis and decides
on a strategy for containmeant.
Proactive Searchas/ Threat Hunting
Qualification of incident Friority/Severity
Investigation via SIEM/Analytics Platform and other accessible sources
Rule Tuning
Ad hoc Vulnerabllity Advisory & Research
Threai Containment (Using Existing EDR or agreed process)

yuv

AL

7. Incident Response/Recormmendations
¢ |-Tier 3 senior anzlyst who will be rasponsible lo manage critical incidents. Tier
3 analysts are aiso responsible for actively hunting for threats and assessing the
vulnerability of the business.
1. Manage High Severily Triage
2. Incident Response and Forensics Capabililies
3. Threat Containment (Using Existing EDR or agreed process)
4. Reporting and Post Incident Review
5. Use Case Development
- 8 Threat Searches |
7. New Correlation Ruiss
¢ 1-Tier 4 analyst or the SOC manageér, who will be Ini cherge of strategy, priorities
é and the dirzet management of SOb staft when major sesurily incidents oceur.
The SOC manager will also be responsible for the management of the MSOQ
operations for the agency and cluster.
5. The sarvice pravider =hould ensure that thefe will be ailernate personnel deployed lothe
ld the pnmary.personncl he unavanab!e for whalever T ason 1T icg
e aliawed toraugrient the dedicateg oF
S e.minimun stating teauitements:are mek:
8. Quahﬁcahons !
a  Project Manager:
o hMust ba with the service providers orgamzatlon at least one (1) year beiore the
bid opening
| o Has handled project management for at least twe {2} financial corporations or
should have at least twa {2) successiul project mplementations of at least Php
’ 20M in emount in the last two (2) years,
s Blusl provide a list of projects handled in the lasl & years, indicating the
Project Name, Project Duration {Start date and end-date) and Contact
Parsen with details for verification.
« Must have a valid project management certification
~. TFERFO CVBER DEFENSE SOLUTION : 18
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o SOC Manager/Tier 4 Analyst:

Must be with the service provider's organization one (1) year before the bid
opening

Has performed and managed three (3) engagements within the last five (5) years
comparable 1o the proposed engagement

fust have at least five (D) years active IT securily experience

KMust have at least three (3) years SIEM or system and network administration
experisnce,

Has any two {2} of the following unexpired professional certifications: Cerlified
Information Systems Auditor {CISA). Cerlified Information Security Manager
{CISM), GIAC Securily Essentials (GSEC), GIAC Coniinuous Maonitoring
(GMONY), GIAC Certified Deleclion Analyst {GCDA), GIAC Web Application
Pengtration Tester {EWAPT), GIAC Incident Handier (GCIH), GIAC Cerlified
Forensic Analyst {GCFA), GIAC Certified Intrusicn Analyst (GCIA), Cisco
Cerlified Network Associate {(CCNA), [nformation Technology Infrastructure
Librery {ITIL), Cetliied Eihical Hacker {CEH), Compuler Hacking Forensic
Investigator (CHF1), Cartified Neiwork Defense Architect (CNDA), GyberSec First
Rasponder (CFR), CompTIA Securily+, Cerlified Vulnerability Assessor (CVA),
Offensive Security Cedified Prafessional (OSCP), Cerlified Information System
Security Professional (CIS8P), Gicba!l Information Assurance Cestification
{GIAC) Penetrafion Tester {GPEN), GIAC Exploit Researcher & Advanced
Penetration Tester {(GXPN)}, EC-Council Licensed Penetralion Tesier {LPT)
Waslér, Certified Penetration Tester (CPT), Certiflad Expert Penetration Tester

{CEPT), Certilied Mabile and Web Application Penetration Tesler (CMWAPT], |

CompTlA PenTest+, Certified Payment Card Industry Security Implementer (CPISI).
or other security-relaied cerlifications.

+ Team Lead/Tiar 3 Analyst

Must be with the service provider's organization one (1) year before the bid
cpaning

Hes functioned 2s lead in the performancs of three (3) engagements within the
last five (3) years comparable to the proposed engagement

Must have at least jive (5} years active IT security experience

Must have at least three (3) years SIEM or system and network administration
experience

Has any two (2) of the following unexpired professional certifications: CISA,
CISM, GSEC, GMON, GCDA, GWAPT, GCIH, GCFAa, GCIA, GCNA, ITIL, OEH,
CHFI, CNDA, CFR, GompTIA Securily+ GVA, OSCP, CISSP, GPEN, GXPN, LPT
Master, CPT, CEPT. CMWAPRT, CompTIA PenTest+, GRIS], or other security-
related ceriifications.

~—  SHARED CYHER DEFENSE SQLUTION 19
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s Team iemberTler 2 ar Tier 1 Analyst:

Must be with the service provider's organization one (1) year befaora the bid
aperning

Has perdormed three (3) engagements within the last ive {5) vears comparable
to the proposed engagementi

Must have al least three (3) vears active IT security experience

Must have at least thres (3) years SIEM or system and nelwork adminisiration
sxperience

Has at least one (1) of the following unexpired prafessional cerlifications: CISA,
CISM, GSEC, GMON, GCOA, GWAPT, GCIH, 3CFA, GCIA, CCNA, ITIL, CEH,
CHFL CNDA, CFR, CompTIA Security+ CVA, OSCP, CISSP, GPEN, GXPN, LPT
Master, CPT, CEPT, CMWAPT, CompTlA PenTast+, CPISI, or other securily-
retated certificalions.

SHARZD CYSER DEFENSE a0LUTION 20
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&. Delivery Time/Completion Schedule

The Project must be implemented by phases. Phase 1 - Threal Inlelligence, Security Monitoring and Management
and Incident Response , 120 working days from the issuance of the Nalice to Proceed, Phase 2- Vulnerabliity
Managemenl, 90 working days from the issuance of the Notice o Proceed . Commencement date will be from the
receipt of Notice Ta Proceed (NTP) by the winning bidder. The vendor must therefore provide a project schedule
which shauld oresent the project milestones and deliverables ai ach milestone. License subscriptions will stait

upon implementation.

All deliverables shall bacoma the praperty of the concerned agencies.

—~ 5. Payment Milestone

The Service provider shall be paild upon receipl of iis deliverables, based on lhe submitted Project Schedule and
issuance of the Cerlifcata of Acceptance from the Insurance Cluster. The Service Provider shall be paid based on

the following milestones:

tileslons . Percenlage ofthe |
. _ ' _Total ContractPrice
Yeart: e L
Upan implementation of Threal Intalligence, Security Moniloring & | 18%
fanagament. and Incident Response jor the Insurance Clusler |
- {Phase 1) |
Afler Phase 1 and upon Implemeniation of Vulnerability | 15%
IManggement for the insurance Cluster (Phase 2] | ;
ARer Phase 2 and upon iull implementation of the Shared Defense | 20% |
Solution and Insurance Clusier issuance of Cerificate of ‘
Completioh and Acceptance of the License subscription covering :
the first 12 months {(1st Year) ’
' Year 2: B
. Twao (2) semi-annual paymenis at 25% each 50%
N TOTAL 100%

—_ SHARED (:YBER DEFENSE SOLUTION
—_~ Temms of Reference (inswanca Cluster)
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SHARED CYBER DEFENSE SOLUTION Project

Bureau of the Treasury:

NAME
| Mr. David Andrei P, de Mesa

SIGNATURE

r—
~—~
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Philippine Deposit Insurance Corporation:

NAME

SIGNATURE

Mes. Maria Belinda San Jose

Lol serwe
broden iz
Ine

- (_};9 Dbkl € ot
‘ Gaie

FORLE g
2ETAT -G

SHARED CYGER DEFENSE SOLUTION
Teme of Refetence (Insurance Clusisr)

toned  Anns -0

25




RESPONSES TO BIDDER'S QUERIES AND/OR SUGGESTIONS

DATE

September 11, 2023

PROJECT IDENTIFICATION NO.

ITR-GS-20230725-01 Shared Cyber Defense Salution ior insurance Clusler

PROJECT NAME Twa {2} Years Shared Cyber Defense Solution for the Insurance Cluster
PROPONENT UNITITECHMNICAL | Insurance Cluster
WORKING GROUP
o | PomnoNoE | CORESADICE
NO BIDBING TWG's RESPONSES
DOCUMENTS {raised by BlueVoyant}
1, Noi speclfied in thel Way we raquest for a complete
submilted quaries | ist of domains, social media| _ ) .
accounts and thenumber of VIR | s information will ONLY ke provided to the winming
, A bidder
emails thai will be
_ monitorsd?
2 Nol specified in the | May we request for an asset lis] . . . . .
subm?tz’ed queries | per q ’;Zu; information will ONLY be provided ta thewinning
agzgncv'? ger.
3 Not specified in the | May wa reguest for a 1ist of the ,
submitied queries | Operating This information will GNLY be pravided {o ihe winning
Systems of the endpeints of gzch| bidder
agency?
QUERIES ANDIOR
PORTION OF
) i SUGGESTIONS
e BIDDING N TWG's RESPONSES
- DOCUMENTS
{raised by Cloud 4G}
4] 19 Annexes, Sed Daily Event Log Aggregate Size] ves,
AZ4 In
Gigabytes (GB) includes both
servers andlaptop/desktop?
2. p2i Annexes, Sed Insurance Commission {[C) | I Is nat part of the project anymore., The
B22 mendionad 1 be part VAPT requirament shall be:
scope but noi in oiher scopes?. | st o VAT 1l st e el
s IC pari of he scope af this | e
bid? Agarey - R . S0
=1 7 Extemal ecsimes, 1 W ED I aerfresnd
GEz 20 Exterri s, 2 el Hskh, U S BD P ALD1az5Y
595 25 Exfoomal rawsuioss, 1 nibleeppupta 45010 suhasane
___x.fﬂc 3 Exerialresoiines, 9100010 okkieness _
2. F29. annexes, D.4 | Ti=r i-4 Analysls outside or noﬂ Section D.2 specifies the minlmum number of 7]
part ofotha required pool of &Y personnel with the required technical qualifications)
g:s:uriqreelaid ‘;’Em‘f?ég“‘;igﬁg The service provider must have 2 poolof at least 20 1]
support engineers within Metrd pe:sanpel W'lﬂ'l s;c—cn_ﬂegi lechnical skills who ara pnsitg
Manila? supgpert enginsers within
Metre Manila, »
4 p2d Annexes, seq Are the required personnel like) There wili be at least 5 dedicated personnal assignad
D4 Tler 14 Analysis or Projecy tg the cluster, not per agency as required in the TOR.
Manager be shared across all There will also be a dedicated PM to ba assigned 1o

Ananig L H-1




four fnsurance
members? Qr will shere b

separate & dedicated Tier ’1-13
Analysts & PM for sach of th

four Insutarce Cluster
members?

C!uster[

the cluster who will be responsible for the project
implamentation.

p28, Annexss, C.6

if the semvice providers SOC will
ba implemented through a cloud
aervice provider (CSP). will ihe
Analysts be required to be In-
gouniry or on-premises?

The Analyst should be in- country since they should
be in the same location wherethe SOC of the service
pravider, which is required to be 2 24 x 7 x 365 local
technolagy operation center per Section

.3

Nat speeifiad in the| Cut of the P304M ABC what is’f The total ABG is proportionz! ia the iofalnumber of

submitted querias

the respective budget of each of

the four Insurance Clusteq

membens?

zndpoints per Insurance Cluster member.

~]

Not specified In thel Will Service Provider assume 0

submitied queries

replace any (or all} existing
securily {ools that s required in

gach (or allj Insurapce Cluster
member?

this TOR (SIEM, EDR, Ti, efc.)of

No. The Service Provider shall install theirsoluiien
without replacing the existing security fools of the
insurance Clusters members, In case, there will be
conflict, the replacement of the existingtools will be
subject tc the evaluation of the mamber agancy
during implementation,

Not spscified in thel Can BAC ar the four Insurance]

submitted nqueries

Cluster members share iheif

required in this TOR ({SIEM,EDR,
71, etc.}?

existing security tools that I8 ) 4e gnboardedin the SOC will be provided during

The bidder is a¥pecied 1o provide all required
selutions in the project. Other securily solufions that

the implamentziion of the project.

Not specified In thet Project Manager must be onsite

submitted queries

Tha Project Manager should be-ableto visitany egency|
when required. ‘

a Also With refarence to the
Technical Specification of
the TOR under Personal
Qualificalion/Requiremenis
May wa request for the BAC
te consider "local with hybrid
supporl” This refereace io
the  securily  analysts,

cerfified engineers., 30C
managers, and  proje
managers.

Benafits. IC agencies o ensure
ta rzceive the highest SLA
quality ol service with proactve
contingency in plage thus
pliminating any  polential
disruption andfarrisk(s)

o We alsg like to requast
for the extension of the
submission o Qctober 185,
2023.

he service provider shall be allowed 1o augment the
edicated personnel with fareign support staff from
partners (hybdd) as long as. the minknum staffing}
requlirements are met

The submission and opening of Bids Iz scheduled on
Qctober 13, 2023

Arinex 2




QUERIES AND/OR
ITEM PORTION OF SUGGESTIONS TWG's RESPONSES
NO. BlDDlNG {raised by Crayon Software
DOCUMENTS ExpertsPhilippines Ine.}
1 On Billing and How is the trealment for the Par meraber agency
Payment billing and payment Do we
do ihis separstely per
agency? Or do we bill
{andbank?
2 Dn Payment May we reguest fo have 2 No
Terms separate payment term for
the subscription inslead of
meluding it i the per
milesione schedule? Usual
payment ferma for
substription are upiront and
anpual
3 Bid submission Can we extend the bid The submissicn and opening of Bids is scheduled en
extension submission on October &. October 13, 2023
20237
{TEM PORTION OF Qé’gé{f?sﬁ?é’é‘éﬁ ,
NO. BIDDING TWG's RESPONSES
DOCUMENTS | 1aised by EY Philippines)
1 Not specilled in the | Technical Questions
submitted gueries

SCC

1 Isthere 5 CMDB in place
with all the asset datails,
role and criticality?

1 This information shall @NLY be provided to the

winning bidder. The nan-availability of CNVDB
shall be addressed by ihe member agancy
during the implementation of the praject in thelr
respective agency

2. Do you have any DR
setup for Dala center. If
yes, does it comes under
thescops of monitoring?

A3

. This informaticn shall ONLY be provided 1o the

winning bidder. The proposal of the service
provider will be based on the number &f
endpointswithin the agency’s corporate netwark
regardless of their physical location.

3. Post 1st year, the logs
are to be shared with the
agencies. Please gonfirm
the mode of fransfer and
clarify who will own the
infrastruciure  for the
ransfer of raw logs.

The storage of the raw logs after one (1) year will
be the responsibility ofthe membsr agency. The
mede of transfer shall be discussed during project
implementation with the member agsncy.

4 Average numbsr of
secunity ingidents bandlad
par day.

This mformation shall ONLY beprovided o the
winning bidder.

5 Wil tha licenss of SIEM
bz owned byyou?

The ficenses for the SIEM and SOAR soluligns
shall be subscribed per agency during thetérm o
the coniract.

ke
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B. Is there a requirernentito
store all logs locally?

[o)]

No, there is no requirement to stare the logs locally.

7. What are the Legacy
assets that are inscopa?

=~

This information shal ONLY be provided to ihg
winning bidder.

Not specified in the
submitted queries

Vulnerability Management

8 Is there any spzeific
scanning requirement such
as Autnenticated ¢
Unauthenticated?
Authenticated scanning will
require to provide credentials
with speciiic prvileges such
as (Admin for Windows and
equivatent tc oot
permissions ar 500
+ for UNIXILINUX)

9 Does the chent have any
existing SLAfor fixing vulns

of different severities?
What expectation does the

client havefor remediation of
jound vuinerabilities'?
(Remediation Consulting/
Remediation Tracking/
Remediation validaton/
Complete remediation
activities)?

10, Is there an intemal
threat daia colliection
process in place?

10.

VABPT  shall  nclude  zuthenticated  and

unautherticatad scans.

This information shall only be provided ta the
winning bidder.

Appropriate implemeantation of remediation,
inciuding monitoringftracking and validation
shall be established during project
implemeniation per member agency

This information shall GNLY be provided to {he
winning bldder.

Not spaciiied inthe
submitted queries

Network

11. What is the throughput pes
agency?

12, What Is the network interiace]
required?

13. Do you require a dual PSU fod

theNDR, appliance

.

12-13. The NDR shall use a slandard network intersace!

This information shall ONLY bepravided to the
winning bidder.

which may be 1G or 19G. The ssrvice providler,
however. 1s expected to make the necessary
adjusiments  durng ihe actual projec
implameniation with the memiber agency. For
NDR with througnpul 5G and above, a dual power
supply unit (PSU) shall be raquired

Antr K =T
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Not VAPT
specified in i .
ﬂfp 14. What is the approximate 14, This inforsmation shall ONLY beprovigad lo the
submitted workload{number of winning bidder
queries web applications) for

testing? .

15 This informatian shall ONLY beprovided 1o the
15, What is the approximate winning bidder

number oiservers, firewalls,

routers, cor othemnetwork

devices on the internal

corporate network?
Not Non-techrical guestions
speciiied in i
the 1 WhyisiCincluded inthelist | 1. IC is not part of the project anymors. The
submitted forVAPT Scanning? requirament shall be:
querles 2 Tiis 3e0p0 of VAST aboi] b ol Yeund tha fafowing:

2 Where can we get Annex D1
loB257

3. Can we have the documenis
digitally signed ar do we need
lohave a wet signature?

4 Powsnesd to countar-sign
eachpage?

5 s consoriium allowed?

6. Kindly confirm indicate
whether theprice mentionad
is inclusive or exclusive of
VAT

7 Canws request to insert our
assignability clause?

8. Can we propose ravisions in
GCC

8. Clauses, like limitations on

fiability?

We propose lo qualify as

gross neghgence and nof

merz negligance.

10

v

11. We requaest to Include our
standard  provision on
termination  when already
prohibited by law  of
professional obligations.

12. In the RFP documens wWe seg
twe pricing tzbles with

Agdacy Seapa
7 Erxenalranocrees,un 3 53 (Paddsas

9
]

5318 20 Extnmintneaniymen; 3 mobiis Sppx v v B0 1R 203eeses, |
&5% 25 Exsmal rescusras, 1 okl drp w590 P adizons
PO $Erermd 1imsirte, up o BI1F sadizstes

Can ba providad by L ANDBANK Procurenient
Depariment thry email

Eilher of she twe is acceptable

Na, only those portions as reguirad in the bidding
dncumants, must be signad by autharizad
representalivels as designated per Sscretany's
Certificale

Yes, in ihe formof Joint Yaature Agreement by and
bebwzen mulih-parties

The ABC is VAT inclusive

accommodals any change Inany provisions because
this would entail further review of our Legal Sestaq
and the OGCC.

7-11 For the draft coniract, it possible wedo m:%

There are two {2) schedules providzd in the bidding

detailed breakdowns asking

documents, howsver, the bidder may choose whieh s

AKX p-8T

/

e e N s r———E—




for goods procured locallyjspplicable.

{Philippines) aor  goods
progured from abroad. A
quick check here this table 15
relevant for ficenses and nof
fer labor cost?

13. For labelling off Pleass refer to Bid data Sheet ITB Clause 15 of Bidding
archivedfcompressed  files.[Documents

please clarify i # should bef
the last six (8)digits or lasi
seven (7} digits of the bidding
refarence number

14. We request o reasonably] 14.

discuss for any out-ci-scope Scope requirements

servicas
15. We request that additionzf 15,

scape of services should be scope reguiremenis

mutually agreed.

16. In the subcontracting thers is| 15.

discrepancy in the statemant|  coniracting is not allowed ) v
17. Can wa request an extension| 17 The submission and opening of Bids is scheduleg
on lhe submissicn of the]  ©On Ostober 13,2023

bidding proposal

The winning bidder is required (¢ deliver the in-

The wmning bidder is required to deliver the in-

in Section W, under Clause 7, siaies that sub-

TWG's RESPONSES

PORTION OF QUERIES AND/OR
ITEM BIDDING SUGGESTIONS
No.

DOCUMENTS {raised by ePLDT)

1 Linder A.2.1 [Part of ocur offer 1§ o provide
Deployment and [NDRsolution for non-supported
Vianagement systems:

item no. 3 1. May we know how 1.
much throughowt should we

“Far non- cansider per agency?

Supponead

systams, 2 What is the nstwork | 3

other mezns mterfacf ;equnred for NDR | =4

ofmonitoring sppliznce?

must be 3 Wil you require dual PSU

performed, forthe NDR appliance?

such as

netwark unit {PSU} shall ba required.

detgetion

and

respanse

{NDR ar

sitnitar) tool

shall be

provided.”

This was not specified in the TOR. This information
should be assessed durlng the actual projest
implementation with the member agency.

The NDR shall use a8 standard network inlerface]
which may be 1G or 190G, The service provider,
however, is =xpected to make the necessary
adjustments  during the actwal  project
Implementation with the msmber agency., For NDR
with throughput 5G and abave, a dual power supply

ArovEx #*=6




- different lypes of

Under 4.3 Security
Information and
Event Managemant
(SIEM]).

fterm na.2

“The soluiion shall
be capable le
support collection of

mstedata
iogs,

(e'g-x
security
avenis, network
flaws, among
ihers} from daia
sources and shall
includs log
compression  and
industry  standard
engryption at rest
and in fransit i
ensure  security of
captured data from
disclosure

o
disintsrested
parfisg.”

Aside from the Daily Event
Log Aaggregate Size per
agency.

May we Kindly request far
the (st ofiog/data sources
per agansy? (GS. servar,
firawall, elc)

Thiz information wil OMLY be provided %o the winning
hidder

ITEMING. .

PORTION OF
BIDDING
DOCUMENTS

QUERIES AND/OR
SUGEESTIONS
{raised by Information
TechnologySecurity
Distribution. Ing.)

, TWG's RESPONSES

- Section 1 oTAL

In Functional
requirements, under

What are the lechnalogies
includad i Security Operations?

VWhat is the tevel ofauiomation that,

The technolagies are already stated in the TOR:
The service provider shall provide a clond-based
SO for individual agencles with complate Sacurity

and & of C. Sesvicenloud plaiform requirements?

Pravider's !
Quzlificatian and
Reguirements ;

Security wou are expecting? Information and Event Management (SIEM) and
Orchestration. Security Qrehestration, Automation, and Response
Autornation and (SCAR) solution that allows far two-way integration
Respanse (SOARY with the agencles dala sources, caplure of nearreal-
| lim= log data, and miust parform comalation between
data sourges during investigation which shall alse be
accessible by the individual agencies.
Level of anfemation should be subjaot 1o the aciual
proiget Implemeniation per membér agancy.
Z In nen- Is thare a need for singls No.
tunciional uthentication system or can sach
requiremants, major platiorm can have s own
i statementnumber 1 Euthentication system that can
of Access addrass the capabilities for the
Management Access WMianagement? .
3. in nen- May we request boin statements The requirements specified in Saotion 58 6 under
junctionai to be combined Into one siatemen!.  Nop-Functional Requiremanis
requirsments, and indicated that vandor can
siatementnumbers 5?either comply with on premise or

A. Access Management are clear, Thus,no neegd to
combing them.

Arinext -7




In non-
funglionzl
TEGLIreMEnis,
siaiermant numbers
& of

C. Service
Provider's
Qualification

and

Reqguirements

Singe this is & post gualification
requirement, may we request this
statemznt o be removed and
plagsd In the post-qualiication
documenis?

“Yes. This is a reauirament ‘o be complied with during

ihe post-qualification. However, there Is no need io
fransfer this requirement under past-quslification
documents

T Fart of the iiems 10 be submited

as included in ihe checklst are
“List of Local Cerlifled Enginsars
for the (i) BOAR, (i) SIEM
Including their  respeclive
Certifications oh the

brandfsolution being proposed” as

well as “List of names, credentials, ;
andprajects they were involved in’
for the dadicated 24x7 x 365 team
thal will be assigned to the'

Insurance Cluster”

Because of Data Privacy, we
cannot inttially discloss the details
of our stafi aswell as the projects
they were Involved in,nat uniil the
finalizatlon of contract is it alright
to just provide their carlificalion
and credentials without showing
their names? And may we
request as well to

just provide the deseripticn of the
project and not {he company
name?

The disclosure of the required infermation is ¢ritical
for the proper assessment /evaluation of the l;idder
with the Lowest Calculated and Respanisive Bid.

|

" ITEMNGO. .

PQRTION OF
BIDDING
DOCUMENTS

GUERIES ANDIOR
SUGGESTIONS

(raised by Micro D International) |

TWG's RESPONSES

Ins reference ta Section
i Service Provider's
Qualification and
Requiraments;

Cfocused on
- packaging capatilities apd sarvics

. products and technoiogies that

ltern Z Way we reguest to relex
this reguirement to include non-
leaders from Gariner & Forrester
(3rd Parly) solutions as the
required deliverable of the project
15 bassd on Managed Services
SLA aifering and not the praduct
market perception of a 3rd Pariy
like that of Gartner. Our service
offering is

building and

outcomes, and we believe that the

underpin  these offerings  an
secondary lo the  primary

. deliverable, which is to deliver 2

._sufcome

suceassiul  cusiomar servicel
|

No




. The submission and opening.of Bids is schaduled on

and Resgonss

> A2.1 Deployrment
and Manzgemen =
flem 2.

deployment toc! the agencies
will provide to be used?

2. On Bid Submission | In reference to the bid submission
on Seplember 22, 2023, may we Octaber 13, 2023
request for an extension io
Qciober 13, 20237
3 On Personnel | May we know if we can submit The personne! should be employsd bythe bidder.
Qualifications Cvs aof our Technology
{Reguirements Pariners, ncluding Distributor
enginsers who will be deployed
in the project.
PORTION OF QUERIES ANDI/OR
: SUGGESTIONS .
ITEMNO, BIDDING TWG's RESPONSES
DOCUMENTS {raised by Netpoleons)
Nct specified in the | Technical Questions:
1 submitted quesies _
1 Wil licanse nged ta be ownad 1. The licenses for the SIEM and SOAR solutions
by 2achagengy or by Managed shall ha subscribed per agency during the lerm
Servics Paninar? of the contract.
2. License subscriplions will  starl  upon
2 Start Date of license implementation of the Phase 1 - Threat
Infelligence,  Security  Moniloring  and
Management and Incident Respanse as
indicated In the Project Mileslone, which is
expected {o be delivered within, 120 warking
days from the issuznce ofthe Notice fo-Proceed.
This wformation shall ONLY be provided o the
3. Undarstand that "Third Party winning bidder. The dstails and use cases shall
Queries"have been included be discussed during 1he aclual project
as part of C1 - Threat implementation with the member agency,
Intefligance. Wa would like to
clarify what detailsfuse case
ls  needed for  this
requirement.
PORTION OF QUERIES ARD/OR
ITEMNO. BIDDING SUGGESTIONS TWG's RESPONSES
DOCUMENTS (raised by TIM)
1 Under A2 Regarding the deployment of Agenoles can use their avallable software
Managed Detection MDR, mayws know what deployment ioal, If any, ordeployment through AD

GPO.
Otherwise, the seivice provider can provide a toolte
deploy agents {aster.

1>

Under
Yulnerability
Management ang
Penetration  Testing
> B.2 Vulnerahility
Assassment and
Penetration Testing
WAPT) ltem 2. “The
scope of VAPT shall
best least the

B.

foliowing:”

Can wa raquest ihe "at least”
to be omilted, so the siated
nurnbers of External
Resources and I[P address is
already defined.

No, Because the bidder can alwaysprovide mare
than the minimum requirgnents.

Y ralaital

9




Under B.1
Vulnerability
Management.

Can we requast far the {ist of
scan largelsfasset (ex
endpoinls, servers.web apps.
containers) and the total
number of assets {per assel
type)

This information wil ONLY be provided 1o the
winning biddar.

EE)

Undsar
D.

incideni Responsg >
item 185,

May we know what iype of
referance ordocument would
yau regquire to be provided?

The name of the personnel, including the Ceriificate
of Bainings attended related to cyber-securify
forensics, shall be submitted during post-
gualification

5. Under . Non-| Question1:Whatdoes it The project is for the procurement of subscriptions o
Funciional mean whanyou say “leased” ta managed seérvices, Thus, it is possible thai the
Requirements ihe agencies? Is there any member agencies will just "lease” the accounis.

specific solution you requirefor
> Access Management?
This lechnical reguirement applies o all

A Access . ) services/sysiern thal will require user access.
Management = liem Question 2; Since there are
1, multiplesclution stacks In this

project, can weask if “A.

Access Managemeant” in

general is only referring to the
SIEM?

3. Under Il Non-| Weeassume that MFA will be The MFA should be included in the proposed
Functional providedhby the Insurance solution. During project implementation, the winning
Reguirements > A.| Cluster Agencles. bidder mayusefintegrate the existing MFA of the |
5\5(2?”552 Management member agency, if any, subject so approval of the

) ) member ageney.
This information shall ONLY be provided to the
winning bidder, i needed during project
May we know what is the MFA implemeantation.
thal willbe used by the
Agencigs?

7. Under . Non-| Since the requirement is Cloud The reguirement perains lo ihe physical and
Functional Based 3QC, can this refer to environmental! controls at the offices/building wherz
Reguirements > A.| {he Cloud BasedS0C as the the primary and secondary SOC Is located.

Access Maragement| Primary and the SOC Analyst ° ° )
>ltem 8. location is the secondary sit2.

. Under C. Service| Is the Manufacturer's Certificate | Yes
Provider's that willbe provided only refers to
Quagliflcation and| the brand thatwill be provided to
Requirements > ltem| the agancies? Brandsfor {1) MDR,

1 {2) SIEM, {3} VM, {4)
S04R and (5) Threat
Intelfigence _

. Yinder C. Service| Cah we provide either Forrester | Yas. The requirement is Fomester Wave OR
Provider's Wave Report ar Garlner Magic | Gariner
Quazlification and | Quadrant forthe 3 requirements?

Requiraments = ltem
2

14. {nder C. Service| For the pool of 20 IT personngl. | Please refer lo the documents thias willbe submiited

Provider's what ars the documents needs 10 | guring post-qualification.

Gualiiication and| be submitted? Can we submit at

Reguirements = ltem| least theircerdifications only?

3

11 Under Can we clarify what does | Dedicated means ‘exclusively assigned” io the

“dedicaled” means? ls b2 only | |nsurance Cluster.

D. should be assignedic the cluster
end cannot handle any other

Parsonnel custamers?

Arie) #I0




Qualifications/Requir
ements > tem 2

submiited gueries

the project. Can we request for 2}
least 3 weeks extension (October
13, 2023) farthe bid submission?

12. LUnder The 1 Tiera AnalystSOC | Dedicated io the Insumnce Cluster
Manager, 2Tier-1, 1 Tier-2, and 1
D Tisr-2 Anglystsare dedicated for
the whole Insurence Cluster
Personnel alrezdy and not per agency?
Qualifications. ‘
13. Linder The submission cf CV, Company | Please rafer to the dosumants that willbe submitted
10 andCeriificale of Employment during post-gualification.
D. is only applicable to SOC
Manager, Anzlyst and Project
Personnel Manager? While for the 20 1T
QualificationsiRegulr | Fersonnal, Certificate will suffice?
2m enls > jiem 3
i4 Under For Praject Manager Cerdtificate, | PMP certification will be reguired as thiscerification
wouldeither Cerlified Associate in | ansures that the Project Manager has exiensive
D. Project Management (CAPM) ar | oy perence andadvanced project management skills
Project Managemsnt Professipnal and capshiliies
Parsonnel (PMP) be acceptable? and tapa -
Cualifications/Requir
emenis = llem 6 >
Projectianager
18. Under B. Training| How many attendees will be | The hidder should sccommodate up toten (10) |
and Other| inclusive inthe training? attendees par agency in the training.
Reguirzamants
6 Not specified In the| Will the implemaniation, for ezch | Yes, more or less. The winning bidder should be able
submitted queries Agznaystari simultaneously? fo complete the implementation of Phaae 1 - Threat
Intelligence, Sseurlly Monitering and: Management
and Incident Resgonse forall the members of ifie |
Insurance Clusterwithin 120 working days from the
lssuance of tha Notics to Proceed.
Notice te Proceed shall be issued hyeagh of the
agencies. ;
17 Under 2. Project| Does this mean the 2 years | Yes. Upon the implementelion of Phase? - Threat
Objective and| subscription, will start on the day 1 | intelligence, Security Monitoring snd Management
Scope > Bullet 3.1 ofimplementation? and Incident Response for all the members of the
“The Shared Defensa Insurance Cluster
subscription  shall ’ '
comme
nceimmediately aftar
the Phase 1
implementation
of the project.” L
18, Mot specified in the| Who will release the NTP? Each | NTP shall be released by the membaragenciasat the
submitted nueries Agency? Or Just Landbank? We | same time. '
wauldreguast the NTP for all the
Agency willstart at the same fime.
14. Not specified in the! Due {o the very high complexity of | The submission and opening of Bids is scheduled on

Qetoher 13, 2623

ArintER Hl




ITE PORTION OF QUERIES AND/OR TWGE's RESPONSES
M BIDDING SUGGESTIONS
NO. DOCUMENTS
{raised by Trends and
Technologlesine.}

1 Page 3, Sectinn Vil | Daes this dashbpard perigin o Yes
Technical the SOCHashooard that shalf be
Specification. Terms | usad by analysis?

of

Reierence
undsr A

Seourity
Quperations Center

{SOC)
ftem 2 The sepvice
provider shall set up
a cluster level SOC
dashhoard {0 have
an inlegrated  and
high- level overview
of the cluster
agene

izssecunly posture

jAR]

Page 4, Section Vit
Technical
Specification, Terms
of Reference, under
Al Security
Dperations  Center
{SQ3)
liem 7

Monthly
maonitoring

sav

icemanagemesnt:
The sevice
pravider shall
gonduct regular
meetings with the
agencies IT
stakehelders 10
reviswSGCG
perfarmance and
tliscuss the averall
IT security posiure
of theayencies,
including fine-
tuning of
configurations and
provision of hest
practices advice, o
aidin continuous
mprovement.
Reguizrviittan
reparis musl also
bz available to
track the status of
zases and the
assistance negsded.
Wonihly reports
shizll contain, but
not limitedto:

. Is ihis face-to-face meeling?
Who willattend this regular

The mesting should be face-to-face, with option 1o
attend onfine.

Al leas! (2) representatives from themember
agencies should atfend,

s

At -2
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e SLA

Performance

o Correlated
Evenis
Cverview

« Correlatad
Events Graph
Distribution
Cveriime

¢ Corrglated
Eventsand
Rules
Trigoered
Summary

e«  Summary of
Incident Ticket
perlise Cases
Ihcident
Managament

O3

Page 4, Sechion Vi,
Technical

Specification  Terms
of Reference, under

Al Sesurity
Opsrations  Center
{SC0)

tem 8. The service
provider shall easure

flexibility and
scalghility of the
agenciss S00

platfiorm and shalt
ingest and process
allevents sent by the

agengies for the

SIEM and
1)

AR

requiraments

including its current

- and future needs.

3.1 Can you confirm that the
futireneeds s considared
already in the maximum
aggregate dajly ingestion
shaled ltam 4 in page 7.
urder A.3 Secunty
Infarmation and Event
Management (SIEM)?

3 Tramante s e e 15 AT 30 38 10 Yol

=

Ja3

wer EiXn-}

S 3o

i1 B LR A B B

Yes. However, the member agency MaypIoteEss
saparately for pessible increase, if needed.

3.2n the event that the

ACTUAL INGESTION PER DAY
is MORE and EXCEEDS the
staled in ltem 4 in page’, undsr
A.3 Securily Information and
Svent Management (SIEM), what
is fheexpectalions of the
agencies on how should this be
treated?

Any additional INGESTION
EXCEEDING the providad
INGESTION PER DAY will shfl
be ingested with egditional casi
to the agenay and billablaio the
agency and agency v/l rovess
the payment

The oldast logsfevents shall ba avarwritten incasethe
allocated storagecapacity is not suificient to malitain

the agpregate daily data ingesfion,

If this becomes regularandibere is adeterminalion
that thara Is a nead to Increase capacity, the came
can be discussed with the agency concernedior
additionat billing.

Arsvest i3




3.3 Wit SIEM log soyrces be
centralizador accessibla i Head
Office?

“This is not specified in the TOR. TreSIEM logs

for all members of the Insurance Clusier can bz
ingested centrelly by the servics provider.

While all logs of the agencies will be ingested in the
bidders S0C, the accessof the agencles shall be
segregated andfimited io their agengy's aledsflogs;
only.

Pags 4, Sectlon VII
‘Technical
Specification, under

A Security
Operations  Cenhier
{8QC)

liem 9. The service
provider shall
facilitate soc

security briefing at
least onee & month
for the agencies to
present the  Iatest
focat and
intecnabonal news
and updates in Cyber
Security.

Can you conflrm thet the secunty
briefing is included with the oiher
raponting and meeting selon a
monihlybasis?

Yas.

w

Page 4, Section Vil.
Techhical
Specification. under
Al Security
Dperations  Center
{50C)

tem 1 The service
provider shall supply
Managsd Detection
and Response
services,  including
the Endpoint
Protection / Endpoint
Daiection and
fResponsa {EDR}
llcenses required for
supparied endgoints.
SBupported endpeints
refar o Windows
endpoints, Windows
servers, majer Unix
and Linux
distnibutions, MacQS,
Mobite devices, that
is stll under suppart
or extendad support
by thia manulacturer.

How many mebile devices are
we looking af? And what are the
operatingsysiems of these
andpoinis#

This information will ONLY beprovided to the
winning bidder.

Artrte = gL




Page 4-8, Section
Vit Technical
Specification, under
AZ4%  Deployment
and Management
llem 3. For none
supported  systems,
other means of
monitoning must be
perfarmad, such as
netwark  detsction
and responsa (NDR
or similar} too!l shall
be pravided.

' 6.%: Kindly confirm if the non-

supporiedsystems meniioned
&have partain o servers that
have nonp-supporisd QS client.

Not just servers. It also inclides the ofher
endpoinis or workstations.

6.2: May we know the
disiribution of theservers in sach
agency, with the defeilsof their
VLAN, network segmenis and
physical losstions (DR and HO)?

| This information wil ONLY beprovided to ihe

winning bidder

H
=l

6.3: Kindly list down as well per
agency, alf critioal applivations that
are running fngecgraphically
Active-active in HO and DR, this
for morifaring logis, network
scanners and log colleciors
consideration.

liem 4. Ths solution shall detect
and prevent atiacks on-premise,
for supported and unsupported
endpoints, including agency
deployments in publicclouds, if
any, such as, but not limited to
Amazon Wab Services (AWS),
Azure, Qracle Cloud and Google
Cloud.

This tnformation will ONLY beprovided to the
winning bidder.

6.4: Can we mquest for the
breakdownof the operating
sysiems lypes and varsion for
both on-premise and cloud?

This information wil DNLY beprovided io the
winming bidder.

Page 7, Section Vii.
Tachnical
Spaaificatien.under
A.3 Security
Information and
EventManagemeant
(SIEM) tem 9. The
servics provider
shall ensure the
availapility of the
ingasted raw logs
tustve (12) months
withcomprehensive
searchabllity. The
logs ncluding
evidence of szcurity
incldenis,should be
tamper procfand
made avajlable for
lzgal  and
regulaiorypurgoses,

7.1 What do you mean on the
archiving raguirement? Does this
mean shalf we keap on sforing
the logs aiter the 12 monins or we
can delste it once we've exiracied
if after the agraad contract? What
is the axpected Me formatl of the
lngs? Raw file fyps or converted to
otherfile lypes?

7.2 In the case of delstion it once
we'veexiraciod, we asswmne fhat
the agency will provide a log
siorage for this gxlracted iags
Leyond ihe relention period

The bidder shall maintain the storage ofraw Ings Tor
12 months. Raw logs that are more 12 moniis will
bie archived andwlll be given to the membar agancy
for storage and safekeeping. The fte formal of the
logs shall be discussed during the actual praject
implementationwith the memher agency.

Yes.

-l
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A~

" 2s required.

The logs heyond the
ratention period shall
bearchivad and given
mantily  to the
agencigsin an agreed
format.

Page 7, Section Vii.
Technizal
Specification,under
A.d Security
Orchestration,
Auiomation and
Response (SOAR)
ftarm 2. Tha solution
must have visibility
nta the security
operalion pravided
via dashhoards, KPls
andcustamizable
reporiing

8.1 : Whal are your cusiomizabla
repoting?

This information will ONLY be provided i ihe
winning bidder, and will be discussed during the
project implementation with the rmember agsnoy.

w

Page 8-3, Seciion
V. Technical
Specification, under
8.1 Vulnerability
Vlznagament

tem 1 The soiution
provided must be a
cloud-based service,
integrated within the
SIEM, that shall give
immediate

global
visibility into whers
the Agency IT
sysiem mightbe
vulnerable t¢ the
latest Internet threals
and how to pratect
theni.

8.1: Do wa rofer in the labie In
ey 2. page 8 for the
scopescoverage of the
vuinerabifity managsment?

oty ] " Tnem
1 Styral ST 10N LS O st

; T Tetored ept o, et T3 330 £0 Parrdae
ki oo dach o vicdudnt

BNCanmstrun ke 1P sarmey:
€ Ceops artm. & O Palten

Yes.

10,

P=ge 8, Section Vil
Technical

Specification, under list of ihe cloud workiosads?

B.1 Vulnershility
Management

ltem 3. The solution
shauld be ghle tp

sczn systems
anywhers in  the
Agancyenvironment,

from the same
gonsole. whether the
asset s on the
perimeter, the
intermnal natwork. or
joud  environments
{such as Amazeon
Web Services,Oracle
Cloud, Microsoit
Azure  or  Google

10.1: Do the agencigs have
warkioads incloud? Please provide

Cloud)with the abillty

This information wil QNLY beprovided to the
winning bidder




‘o creata

custom
reporis showingeach
audience st the
levs! of detall it needs)

o
See - e > - - M "
11 Page 8, Section VAl | 11.1. Can you confirm if the This infarmation will ONLY be provided to the
Techaical external resources are web winning bidder.
Specification. under| applieations ora mixof
B.2 Vulnsrability | apolicalion servers?
Assessment and
Penetration Testing{ 17.2 . If the exlemal resources This information will ONLY be provided to the
{VAPTY penain toweb applications, can winning bidder
wa assume ihat (e number of
flam 2 The seope of | extemal resources pertainio
VAPT shall be at| FQONS? faot, kindly provide the
Jzast the follawing: fotalnumber of FQONS,
e =113, We nolicad that the 1Gis not ?aﬁ oi 'thg pn cjectanymore. The
& I Smmetvmelinstrance Commission (IC) was requiremant shall be: N
= - e elaot eonsiderad onthe number of 2 The spedlVART shatibs of lsast iy Klivsing:
o el e w2 gl N
ke CUVEEERIsenvars and desklops under page 2 p-
and daily event logs underpage 7 — ey pro
but fiere i the VAPT it was : porery B Exorond eseanses A s, oS3 BB
included. Is 1C Ingluded ir the VA : = TR Ervil b, A e S 5 B et
PT only? T & Ebinyo grcicas, U o P s
13 Page 11, Section VIL [T2.7; What do you mesn by Yes

Tachnica!

“fiowever, should the anency need

Specification, underadditional takedowns, this will be
C. Threatinteliigence provided by the service provider at

ro additional post.'? (s this the

ftem 1 25 Site takelsameg as unlimited iake down?

downs Jor each
agency during the
duration  of  the

conlract (ie,
phishing, social
madiz  siles, and
others) hawaver,
should the agency
need additlonal

takedowns, this will
be provided by ths
service provideratno
additional

cosl

Page 13, Sechion Vil
Technical

Specification. undar
0. IncidentRespanse

ltem 15. The service
provider shall have a
cartifled Bnd recenily

13.1. Arg you referring o
specific certifications (a.g.
Computer HackingForensic
investigator, CompTiA, ...)

The current standard cerification
valigity for IT manufacturers is 3

tralned (at ieast In the lyears. Kindly consider e
past 12 manihs) in-lcertifivation valid at the time of bid
housa cyber security {npening instead of recently trainad

forensics  specialist,
fosupport advanced

{atleast in the past 12menths)?

mnvestigation,

Any cerification refated 1o cyber-securilyforensics will

be accepted.

We will accept a valid certification, which shoulg]
indicate a validity date.

Oiherwise it should be issued at laast inthe
pasl 12 months.

ArONEX /7




14

Page 15, Section VI
Technicsl
Specification, under
A Access
Management

ftem 6. The service
pravider shall provide
physica and
Environmental
controls at the
primary and
secondary sites for
this praject.

14.1. Normally, the ssrvice
provider takes care of iis own SOC
fachiiffes. Canyou explain morg
ahout this requirement?

The requiremant periains to the physicaland
environmental controls at the officesibuliding
where the primary and secondary SQC is

lacated.

18

Page 16, Section VI,
Technical
Spzcification. undar
 Sarvice Provider's
Qualifization and
Reguirements

item 3. The sarvice
provider must have
24% 7 % 364 lgeal
technology

operation centar
{SOCINOC
facilitiesfinfrastructu
e and servise),

with a pootofat

least 26 1T or
Informiation Seourity
related cerfified
onsitasupport
enginears within
Matro Manila. Alist
of the support
enginesrs shall be
pravided with their
Squired
gualifications,as
staled infflem D,
Persennal
Quazlifications {
Reguiraments,

18.1. Forthe required
qualifications, are we periaining o
e requiraments slefedon the ltam
no, 3 belaw D, Personnhet
Quaiifications / Requirements?

v T

SxaeTniz,
v Srmarly g oh EmeoalireTnd
+ LoD
»  Calrate-clmmiesiterd

™ . 5 2 RL P8 Y,
theor AT S B RIME di nYe W e DESTTIeST bW B |

Fage 16, Section VIL,
Tachnieal
pecification, under
C Service Provider's
Qualification anef
Requiremenis
lem 8 Thel0C
canpe provided on
the cloud or within
the premises of the
serviceprovider.
Should the Sacurity
Dperstions Center
{§0C) with theirS0C
analysts be on
premise, they
shouid b housed in
a Data Center with
TIA-942 Rated 3

Facility Certification

16.1. 15 180 27007 considered as
equivalent third-party assessment
indicating the capability of the 50C
fo provide e required security,
scatabjitty, stablity, and high
porformance?

Yes

AANERL i fE

=




OR any equivatent
third party
assessment
indicating the
capability of ihe
SQC to provide ihe
ragquired securily,
scalability, stability
andhigh
performance. The
proof of comphance
shall be submitted.

17.

Page 37 of 64
Sechon Vi
Schedule  of
Requirement and
Pzaae21, Section V.
Techrcal
Spacification.under
4. Dslivery
TimefCompletion
Schedule

17.1. Ifwas discussed during the
pre-bidby the LBF TWG team that
the license subscription will stard ot
Day 1 of the project implamentation
or 4pon instafiation of the license.
We wish to confirm this.

Upen the Implementation of Phase 1 - Threst
Intelligence, Security Monilodngand Management
and Incident Response for ali the members of the

insurance Cluster.

Fhase 1 —one
hundeadtwenty

{120) warking days
from the issuanceof
Netice to Proceed;
Phase 2 - ningty
$90) warking days
fram the Issuance of
Notice o Progsed.
Commencenient
date will he from the
recept of Notice to
Proceed by ihe
winning bidder. The
vandar must provide
a3 project schedule,
whichshoeuld present
the praject
milastones and
deliverables at eagh
milestane, License
subscriptions will
start upen contract
Implementation.

Hem 1. The Project
must he
implemenied by
phases: Phase 1 -
Threat Intelligence,
Security Menitoring
and Manzgement
and Incident
Response, 120
working days from
the issuance of the
Motics to Proceead,
Phase 2-
Vulnerability
Managemenl, 80
warking days fram
the issuance.of the

47.2: Since the ABC is a challange,
canvie reguest that the ingurance
cluster agancies consider the
uniforn) refease data of the NTP?
With this. ait the stariand end dates
of the llcenses will be uniform
Further, the diferent release dales
of the NTP will have & big effect on
the finaf cost.

NTP shall be released by the member agsney on

the same dzate.

SN g




Motice to Praoceed,
Commencement
date will be from the
receiplof Nofice To
Procesd (NTP) by
the winnring bidder.
The vendar must
thersfore providea
project schedule
which sheuld
presant the project
milestonesand
daliverables at
sach miiesions.

Manager,will you negd an ITH-
cerlilied Service  Delivery
enginaer wha wilf be ysur
caniact persan during the 2-year
coniraci?

License
subscriptionswwilt
start upon cofitract
implementation. . .
8. Page 18 ofthe 18,1 is this Praject Management | Any valid project managementeaefification wili be
Termsof Professional Certificaticn? accepted i
Reference, 8.
Cualilications
forProject
manager
o Project
Manager. Must
have a valid
project
management
gertification
18, Others 19.1 Due o a ot of supporiing The submission and -spening of Bids Is sehedulgd.on
documents needed to complele Qciober 13, 2023
the bid,
can we raguest g Z-week exlension
onihe bid submission end bid
opening?
20. Gihers 20,7 Aside from the incident | No. ) -

Jlrex F-20




l ITEM PORTION OF QUERIES ANDIOR TWG's RESPONSES
4 NO. BIDDING SUGGESTIONS
- DOCUMENTS
(OTHER BIDDERS / NAME NOT
SPECIFIED)
1 A3-SIEM, tem 9. | If the raw log retention period The logs beyend the retention period shall be
is 12 months, what is the archived ang given manthly fothe agencies in an
. g{esired archivingperiod? agread format.
yr
2. B.1- Is ihe solution intended la be The proposad solutions shall b\e.m_ana;ged by {he
Vulnerabliity managedby the agencles? biddsr.
Manzagement
The related requirement mn the The member agencies will manage theremediation
Kgff;}g‘;;“g; ?‘mﬁ; annual | aotivities to address the Identifist vulnerabiliies.
- vu!ner:ability management B.1.2 also states: The ser\_fice p_r_ovidarshalﬂd ba
- service. Does It mean that the able to continuously identifythreats and monitor
vulnerability managament unexpecied changes in (e network before they
solution will then be operated by | {urninte breaches,
the agencies' respactive teams?
3 B2-VAPT,kem2. | Do all "axternal resources” refer | This information Is provided in B.2.2, excluding IC
:_0 EXteggalaptfn;caﬂonS? I so, scope Datsils howaver, should ONLY be provided
oW manyweab, how many io *ha winninghi
mobile? Do 2l 'IF addresses” | © 1€ vAnningbidder
refer to exiernal servers?
Please provide a breakdown of
i the typas and quantiiies of
) assels fo be tesied. ,
4. D - Incidert Flease clarify expecled Recommended actions/playbaook for anyineident or
Response,itam 8. actionfoutputiram “deliver security breach.
netwerk/irewallfereb
applications breach response’”, :
& A - Aocess For reconsideration. 1AM The requirement is oot for an 1AM, The
Management, musi be separate from the specifications  under Access Managsmant
—~ fem 1 managed securitypravider. pertains to the minimumragquirements on how to
secure the access of the memher agancies tothe
proposed solutions of the bidder.

AririexX [k



LBP-HOBAC-ITB-GS-20230725-01

Form No. 1

BID FORM

Date : 6CTOBER 13,2023

Project ldentification No.: LBP-HOBAC-ITB-GS-20230725-01

To: Land Bank of the Philippines
‘LANDBANK Plaza Building
1598 M.H. Del Pilar corner Dr. J. Quintos Sireets
1004 Malate, Manila

Having examined the Phili&pi 6! Bidding Documents (PBDs) including the Supplemental or
Bid Bulletin Numbers [insértTiimbers], the receipt of which is hereby duly acknowledged,
we, the undersigned, offer to provide Two (2) Years Shared Cyber Defense Solution for the

Insurance Cluster in conformity with the said PBDs for the sum of:

Total Bid Amount in Words Total Bid Amount in

; Figures
(VAT Inclusive) (VAT Inclusive)

Php 209,94 012,880 .00

TWO HUNDRED NINETY-NINE MiLLioN NINE HNDRED
ST ~TWO ThousAud EIGHT HUNDRED EleHTY PESOS

3y
NGy

or the total caliculated bid price, as evaluated and corrected for computational
errors, and other bid modifications in accordance with the Price Schedules attached
herewith and made part of this Bid. The total bid price includes the cost of all taxes,
such as, but not limited to: [specify the applicable taxes, e.g. (i} value added tax
(VAT), (i) income tax, (iii) local taxes, and (iv) other fiscal levies and duties], which
are itemized herein or in the Price Schedules.

If our Bid is accepted, we undertake:

a. to deliver the services in accordance with the delivery period specified in
the Schedule of Requirements of the Philippine Bidding Documents
(PBDs);

b. to provide a performance security in the form, amounts, and within the
times prescribed in the PBDs;

c. to abide by the Bid Validity Period specified in the PBDs and it shall remain
binding upon us at any time before the expiration of that period.

Until a formal Contract is prepared and executed, this Bid, together with your
written acceptance thereof and your Notice of Award, shall be binding upon us.

We understand that you are not bound to accept the Lowest Calculated Bid
or any Bid you may receive.

Page 43 of 64 @ /




LBP-HOBAC-ITB-GS-20230725-01

We certify/confirm that we comply with the eligibility requirements pursuant -
to the PBDs.
. _ TRENDS 2 TEHNOLOSIES, INC.
The undersigned is authorized to submit the bid on behalf of {name of the
bidder] as evidenced by the attached/enclosed [state the written authority].
NOTAR2ED cECRETARY CERTIEICATE
We acknowledge that failure to sign this Bid Form, including the attached
Schedule of Prices, shall be a ground for the rejection of our bid.

et

Name:
WILEREDS - PeLILAR
Legal capacity:
ACCOUNT MARAGER
Signature:

Duly authopized to sign the Bid for and on behalf of:
TRENDS 2 TECHNOLGGIES, INC -
Date: ocioBER 413, 2023

Page 44 of 64 . '/




Form No. 2

SCHEDULE OF PRICES
For Goods Offered from Within the Philippines

Name of Bidder T2EnD% ¢ TEMPLOGIES, INC.

bt ol

LBP-HOBAC-ITB-GS-20230725-01

Project ID No. LBP-HOBAC-ITB-GS-20230725-01

1 2 3 4 5 6 7 8 9 10
D inti Transportation Sales and other Cost of . Total Price
fem | PSCTPHON | Gountry | | UnitPrice | miinsranceand | s payaenr | pcdenty | To P | gaivered ina
of Origin (EXW) incidental to awarded, per | applicable, per | (col 5+6+7+8) Destination
delivery, per item item itemn (col 9) x (col 4)
Two (2) Years
Shared Cyber
Defense
Solution for the
Insurance vece g
Cluster:
i)
1 | Bureau of 1600 | PIHEOX | 5 0 PLWAO e O P ILTB A0 | p 575,400
Treasury endpoints ’
Government 4,400 i
2 | Service U Q% | engpoints | IO | B © P LM AR P_0O PUFAAL | p gL, HDO.0O
Insurance ’ g
System
Social Security ‘ 8,000 : o :
3 | System UG 2 | endpoints | PIH@2OP | p O pLWAo . |p O p\GAHA" | PITIRTS 2000

Page 45 of 64




) ) )
LBP-HOBAC-ITB-GS-20230725-01
Philippine 1,200 ] ‘ N
Deposit vsg ¢ pn endpoinfs | P |3 {l0.02 o P40 B O P la, 734 .40 P 22,8\, 78 0O
Insurance '
Corporation
TOTAL AMOUNT #2099, 461 /290 .Q0

Note: Breakdown of cost using the cost elements specified in this form should be provided.

TWENDS { TECUNBLOGES, e,

Name of Bidder
LAFRre n, QelLan,

Signa

€ over Printed Name of

Authorized Representative

CCCUIY GiegGER

Position

Page 46 of 64

Please credit payment to:

Account Name: TenDs € YECWOLOGES, INC.

Account Number: (5 - 512~ o

LBP Branch:

BUENDIO




BILL OF QUANTITIES FORM

PROJECT: TWO (2) YEARS SHARED CYBER DEFENSE SOLUTION FOR THE INSURANCE CLUSTER
ITEM NO. DESCRIPTION QrY. UNIT UNIT COST TOTAL COST
Twa (2) Years shared Cyber Defense Solution for the Insurance
Cluster:
i Bureau of Treasury 15,208 | endpaints | & 19,734.40 |  299,962,880.00

Government Service Insurance System
Soclal Security System
Philippine Depostt Insurance Corporation

Total Cost inclusive of VAT:| # 299,962,880.00

Submitted by:

TRENDS & TECHNOLOGIES INC.
Suppli

Printed Name of Authoyifed'Representative with Signature

OCTOBER 13, 2023
Date




NOTICE OF AWARD
15 January 2024

MR. WILFREDO N. AGUILAR
Account Manager

Authorized Representative
TRENDS & TECHNOLOGIES, INC.
&* Foor Trafalgar Plaza,

105 H.V. Dela Cosia Street,
Salcedo Village, Makati City

Decr Mr. Aguilar:

We are pleased to inform you that the finan
Years Shared Cyber Defense Solution for the Insurance Cluster under Project Mo. ITB-
GS-20230725-01 is hereby awarded io Trends and Technologies, Inc. in the omount of
Pesos: Twenfy-Three Million Six Hundred Eighty-One Thousand Two Hundred Eighty
and 007100 (P23.681,280.00).

Cial bid for fhe Procurement of Two (2)

Within fen {10} calendar days from receipt of this Notice, please submit to us the

performance security in the form ang amount sfipulated in the instructions o Bidders.
Failure to do so shall constitute a ground for the canceliation of this award and
forfeiture of your bid securily.

Please coordinate with Mr. Renar m. Gonzales, Departmeni Manager, Technicaol
Supporf Department, for the execution of the controct. You may reach him at
rmgonzales@pdic.gov.ph or at telephone number 8841-4305,

-

Very fmlzgﬁ—s,

OBERTO B. TAN
President

Received by:

M}ﬁf A5 /Iﬂ’uf L;»
Name o}’ﬁepresen’rme
Trends and Technologies, Inc.

Date: _‘_/c‘2 ’Hﬁl,__%z y;

PHILIPPINE DEPOSIT INSURANCE CORPORATION

3rd - 10th Floor SSS Bidp, 6782 Ayala Ave. corner VA Rutine St., Makat City 1226 Philispines




- [PREMIUM BHR  78.138.23 Eﬂ%l:lgﬁr;lTARY STAMP
DST 9,768.53 -
VAT 9,377.79)
LGT 156.30, MAA G RYa Phils. | y
MISC 1,500.00 eneral Assurance Phils.,, .
: % 4048 1% Hoor, Pearbins Cerire, 196 Vi Sae, Sclcedy tsge 501726/20249:5508110PSIC6703R00125
[raTAL: PHP 98.850.83 L (633 EAST 2452 10 s;;(m) ITELATISFAY: (632 }e2e32730
G(13) 29046 MAAGAP No.: 2024-01-00511

PERFORMANCE BOND

(For Govarnment Project)
KNOW ALL MEN 8Y THESE PRESENTS:

That we, TRENDS & TECHNOLOGIES, INC, of €th Flaor Trafalgar Plaza, 105 H.V. Dela Cesta St., Salcedo Village
Makati Gity as Pnncipal, and MAA GENERAL ASSURANCE PHILS., ING,, a corparation duly organized and existing under
and by virtue of the laws of the Philippines, as Surety, are held and firmly bound unto PHILIPPINE DEPOSIT INSURANCE
CORPORATION as Obligee, in the sum of PESO: SEVEN MILLION ONE HUNBREDP FOUR THOUSAND THREE
HUNDRED EIGHTY-FOUR PESOS (PHP 7,104,384.00) ONLY, Philippine Currency; GALLABLE ON DEMAND by the
Obiigee for the payment of which sum, well and truly 1o be made, wa bind ourselves, our heirs, exscutors, administrators,
surcessars, and assigns jointly and severally, fimly by these presents.

WHEREAS, the Principal has been declared to {ully and fatthfully guarantee piincipals perfarmance in conneclion with
the Procurement of Two (2) Years Shared Gyber Defense System Solution for the insurance Cluster under Project
No. |TB-GS-20230725-01, as mentioned in the Notlce of Award dated Jan. 15, 2024., copy of which is hereto attached for
reference

WHEREAS, sald OBLIGEE requires Princlpal upon recelpt of the Notice of Award to post Performance Security to
guarantee the faithful performance by the winning bidder of its obligations under the Contract and in accardance with the
pravision of R A. No. 9184 and Its implementing rules and reguiations;

NOW THEREFORE, if the Principat shall well and truly perform and fulfili all the underiakings, covenants, terms,
condition and agreements stipulated in the contract with the Obligee, then ihis obligation shall be null and vaid, otherwise it
shall remain in full force and effect.

IN WITNESS WHEREOF, we have set our hands and signed our names on 22™ day of January, 2024 in the City of
Makati, Phillppines.

TRENDS & TECHNOLOGIES, INC,
TIN: 002-035-961-000
(Principal)

By: A pakel
Witness to Principal rd SAMUEIFARD
Chairman And Chief Executive Officer

MAA GENERAL ASSURANGE PHILS., INC.
TIN: 000-501-332-000
(Surety)
ATTEST: .

Apioh By: ng
Witness to Surety ANDRE! ST VILLEGAS

Bonds{Manager




Blg. 2022/17-R
(Noj 2022/ 17-R

Republika ng Pilipinas
Repubhe of the Phtlippines
Kagswaran ng Pananalapi

Depariment of Finanece
1% SURANCE COMMISSION

ITO AY PATUNAY na ang A4 GENERAL ASSURANCE PHILIPPINES, INC.
« Thes o« to covisfy thas
NG LUNGSOD NG MARATI, PILIPINAS

na isang pang DI-BUHAY
u NON-LIFE

(FIRE, MARINE, CASUALTY & SURETYY

na kompanya ng seguro ay nakatugon sa lahat ng mga kailangang itinakda ng batas
TINHAIN e ctnpanty. e cesngslid RO i revguescmeide, of e

ng Filipines kaugnay sa gayong mga kompanya ng cegurn, kung keyn pinagkakalooban
vf the Plulippoies remuse 10 sand msusraree compmuracs. and o i Lareby grunted

nitong EATIBAYAN WG PAGKAMAYEAPANGYARIHAN upang makipagnegosyo ng
this CERTIFICATE OF AUTHORITY to ran«ar!

uri ng seguro na itinakda sz itaas hanggang ikalabingdalawa ng hatinggabi, ng ikatatlumpu't isang
the class of inswanee busmess eboee set forth uni twelve o clarh muintbl. gn the therty-first

araw ng Disyembre. trong dalawang libo’t dalawampu't apat
day of Nerember 20242

maliban kung agad na bawiin o pigilin ng may makamwirang dahilan.

nelsic cya? reorakerd o7 swegn nded 0 oo }

Bilang KATUNAYAN NITO, inilagda ka ang aking pangalan
tin WITRESS WHEREQE. [ haew hereunto suhssnihed my name

st ildnintal ang Opisyal na Tatek ng aking Tanggapan
and - s se<d my Offireal Seal to by afiureil

sa Lungsod ng Maynila, Pilipinas. Ito ay may bisa
af the Cuy of Munda. Floappr-s Thgbaumes

h

simula, ika-isa ng Enero 2022.
wllgtue on i fanuary (.. 1
GED General Assurance Pnis., (e,

CE=T FIED TRUE COPY

.

D, 'S B. FUNA
Insuranice Commissioner

ANDRES I@ILLEGA‘S

*A0 Na. 122 issued on Bonds Manager
July 5, 1950
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