INDUSTRY-RECOGNIZED LEGAGY
AV REPLAGEMENT

For organizations struggling with the ineffectiveness and complexity of
legacy antivirus solutions, CrowdStrike® Falcon Prevent™is here to help.
Falcon Prevent delivers superior protection with a single lightweight agent
that operates without the need for constant signature updates, on-premises
management infrastructure or complex integrations. Even the largest
organizations can be up and running in minutes with Falcon Prevent.

Cerlified to replace legacy antivirus products — Independent testing
at AV-Comparatives and SE Labs has certified Falcon Prevent's antivirus

capabilities. Falcon Prevent has also been validated for PCI, HIPAA, NIST
and FFIEC regulatory requirements.

Named a leader in the 2018 Gartner Magic Quadrant for Endpoint
Protection Platforms (EPP) — Inaddition to being positioned in the
Leaders Quadrant, CrowdStrike is furthest for “completeness of vision,”
which includes Gartner criteria such as innovation, marketing and product
strategies, vertical industry and geographic strategies, as well as the validity
of the business model as a whole.
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KEY CAPABILITIES

STATE-OF-THE-ART PREVENTION FULL ATTACK VISIBILITY AT A GLANCE

Falcon Prevent protects endpoints against all For unparalleled alert context and visibility,

types of attacks, from commodity maiware to Falcon Prevent:

sophisticated attacks — even when offline. o Provides details, context and history for
every alert

e Machine learning and artificial intelligence
prevent known and unknown malware, adware
and potentially unwanted programs (PUPSs}
Al-powered indicators of attack (IOAs),

script control and high-performance memory
scanning identify malicious behaviors and
prevent fileless attacks and ransomware

‘ Exploit blocking stops the executionand

A spread of threats via unpatched vulnerabilities
Detectand guarantine on write stops and
isolates malicious files when they first appear

a Unravels an entire attackin one easy-
to-grasp process tree enriched with
contextual and threatintelligence data

o Maps alerts to the MITRE Adversarial
Tactics, Techniques and Common
Knowledge (AT T&CK®) framework for
quick understanding of even the most
complex detections

a Keeps detection defails for 90 days
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onahost SIMPLE, FAST AND LIGHTWEIGHT
u Industry-leading threat intelligence is builtinto
the CrowdStrike Security Cloud to actively Purpose-builtin the cloud withasingle
block malicious aclivity lightweight-agent architecture, Falcon
e CustomIOAs enable you to define unique eliminates complexity and simplifies endpoint
— behaviors to block security operations.
o Quarantine captures blocked files and allows o Falcon operates without constant signature
access for investigation updates,complex integrations or on-
o Script-based execution monitoring inspects premises equipment
and blocks malicious Microsoft Officemacros e Thelightweight agent bearslittleimpacton
o Sensor tampering protection stops user or endpoints, from initialinstall to day-to-day
process attempts to manipulate or disable the use — no rebootis required after installation
CrowdStrike Falcon® sensor e Minimal CPU overhead restores system
performance and end-user productivity
INTEGRATED THREAT INTELLIGENCE a Falconenablestheindustry's fastest
. . . deployment andinstant operationalization —
a Automatically determine the scope and impact without requiring areboot after installation
- °f threats foundinyourenvironment a |tis automatically keptup to date with cloud-
o Findoutif you are targeted, whois targeting you native architecture and SaaS delivery

and how to prepare and getahead
Use Falcon Preventintegrated with CrowdStrike
FalconIntelligence to:

Falcon provides broad platform support
across anorganization'’s entire estate of

[u]

. endpoints

+ Fullyunderstand the threats inyour o Autornated IOA remediation streamlines
environmentand what o doabout thgm the removal of artifacts that may lead to

. Acces§ malware research and analysis at your reinfection
fingertips

+ Easily prioritize responses with threat severity GARTNERIsaregistered trademark and service
assessment mark of Gartner and Magic Quadrantis aregistered

. trademark of Gartner, Inc.and/or its affiliatesin the

: I mmedlately g'et recoverysteps and resolve U.S.andinternationally and are used herelnwith

incidents within-depth threat analysis permission. Allrighls reserved.

Gartner does notendorse any vendor, praductor
service depictedinits research publications and
does notadvise technologyusers toselectonly
those vendors with the highest ralings or ather
designation. Garlner research publications consist
of the opinions of Gartner's researchorganization
and shouki notbe construed as statements of
fact. Gartner disclaims all warranties, expressed

. Coear nwaa it www.crowdstrikke.com orimplied, with respect to thisresearch, including
i anywarranties of merchantability or fitnessfora
parlicular purpose. _/
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How to Consume Threat Feeds

October 30, 2020 Ted Pan Tech Center

Introduction

As part of the CrowdStrike API, the "Custom |OC APIs" allows you to retrieve, upload, update, search, and delete custom
" cators of Compromise_(10Cs}) that you want CrowdStrike to Identify.

\th the ability to upload IOCs to the endpoints can automatically detect and prevent attacks identified by the indicators
provided from a threat feed.

Prerequisites

To get started with the CrowdStrike API. you'll want to firsl define the API client and set its scope. Refer to this guide to getting
access to the CrowdStrike AP| for setting up a new API client key. For the new API client, make sure the scope includes read
and wrile access for IOCs {Indicators of Compromise).
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OPTHMIZED SECURITY EVENT GATHERING
ON THE ENDPOINT

Using Falcon Host in conjunction with the Falcon SIEM
Connector offers a fast, simple and reliable way to
optimize the collection of relevant security events

across hundreds of thousands endpoints. The lightweight
Falcon Host Sensor will perform the otherwise hard

wark of collecting the data from distributed endpoints
with no additional infrastructure deployment. Falcon
Hast Sensors will send that data from your environment
into the Cloud. Then, the Falcon SIEM Connector will
seamlessly pull that data from the Cloud to your SIEM.

SIMPLE AND AUTOMATED DATA CONSUMPTION
The Falcon SIEM Connectar streamlines and automates
the process of gathering Falcon Host data into SIEMs.
Instead of having to write custom connectors, customers
can now simply deploy and configure the Falcon SIEM
Caonnector to securely retrieve their Falcon Host data
from the Cloud and add them into their SIEM.

The Falcon SIEM Connector automatically connects to
the CrowdStrike Cloud and narmalizes the data in

formats that are immediately usable by SIEMs: JSON,
Syslog, CEF (common event format) or LEEF (log event

extended format),
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INDUSTRY-REGOGNIZED LEGAGY
AV REPLAGEMENT

For organizations struggling with the ineffectiveness and complexity of
legacy antivirus solutions, CrowdStrike® Falcon Prevent™is here to help.
Falcon Prevent delivers superior protection with a single lightweight agent
that operates without the need for constant signature updates, on-premises
management infrastructure or complex integrations. Even the largest
organizations can be up and running in minutes with Falcon Prevent.

Certified to replace leaacy antivirus products — independent testing

at AV-Comparatives and SE Labs has certified Falcon Prevent's antivirus
capabilities. Falcon Prevent has also been validated for PCl, HIPAA, NIST
and FFIEC regulatory requirements.

Named a Leader in the 2021 Gartner Magic Quadrant for Endpaoint
Protection Platforms (EPP) — in addition to being positioned in the
Leaders’' Quadrant, CrowdStrike is furthest for "completeness of vision,”
which includes Gartner criteria such as current and future market direction,
innovation, customer needs, and competitive forces and how well they map
to Gartner's view of the market.
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FALCON PREVENT REXT- BENEH&TII]N ﬂNTWIRUS

KEY CAPABILITIES

STATE-OF-THE-ART PREVENTION

Falcon Prevent protects endpoints against all
types of attacks, from commodity malware to
sophisticated attacks — even when offline.

a Machine learning and artificialintelligence

prevent known and unknown malware, adware

and potentially unwanted programs (PUPs)

Behavior-hasedindicators of attack (IOAs) prevent

sophisticated attacks, including ransomware

and fileless and maiware-free attacks

Exploit blocking stops the execution and spread

of threats via unpatched vulnerabilities

Detect and quarantine on write stopsand

isolates malicious files when they first appear on

ahost

Threat intelligence prevention blocks actlvities

known to be malicious

Custom |OAs enable you to define unique

behaviors to block

Quarantine captures blocked files and allows

access for investigation

v Script-based execution monitoringinspects and
blocks maliclous Microsoft Office macros

o Sensortampering protection stops user or
process attempts to manipulate or disable the
CrowdStrike Falcon® sensor

INTEGRATED THREAT INTELLIGENCE

o Automatically determine the scope and impact
of threats found inyour environment
o Find outif youare targeted, who is targeting you
and how to prepare and get ahead
e Use Falcon Preventintegrated with CrowdStrike
FalconX™to:
o Fully understand the threatsinyour
environment and what to do about them
e Access malware research and analysisat your
fingertips
e Easily prioritize responses with threat severity
assessment
o Immediately gel recovery steps and resolve
incidents within-depth threat analysis
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FULL ATTACK VISIBILITY AT A GLANGE

Forunparalleled alert context and visibility,
Falcon Prevent:

o Provides details, context and history for every
alert

o Unravels an entire attackin one easy-to-
grasp process tree enriched with contextual
and threat intelligence data

a Maps alerts to the MITRE Adversarial
Tactics, Techniques and Common
Knowledge (AT T&CK®) framework for quick
understanding of even the most complex
detections

o Keeps detection details for S0 days

SIMPLE, FAST AND LIGHTWEIGHT

The cloud-native CrowdStrike Falcon

platform and fightweight Falconagent eliminate

complexity and simplify endpoint security

operations.

a Falcon operates without constant signature
updates, complex integrations or on-premises
equipment

o Thelightweight agentbearslitile impacton
endpoints, frominitial install to day-to-day use
— noreboot is required after installation

= Minimal CPU overhead restores system

performance and end-user productivity

{tworks on Day One, deploysin minutes andis

immediately operational

o |tis automatically kept up to date with cloud-
native architecture and SaaS delivery

o Falcon provides broad platform support

including Windows, Windows Server, macOS

and Linux

Automated IOA remediation streamlines the

removal of artifacts that may lead toreinfection

o

DISCLAIMER: Gartner does not endorse any vendor,
product or servicedepicted inits research publications,
anddoes not advise technology users to select only
thosevendors with the highest ratings. Gartner research
publications consist of the opinions of Gariner'sresearch
organization and should not be construed as statements of
fact. Gartner disclaims all warranties, expressed or implied,
withrespect to thisresearch, including any warranties of
marchantability or fitness for a particular purpose.
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For organizations struggling with the ineflectiveness and complexity of
legacy antivirus solutions, CrowdStrike® Falcon Prevent™ is here to help.
Falcon Prevent delivers superior protection with a single lightweight agent
that operates without the need for constant signature updates, on-premises
management infrastructure or complex integrations. Even the largest
organizations can be up and running in minutes with Falcon Prevent.

Certified to replace legacy antivirus products — Independent testing

at AV-Comparatives and SE Labs has certified Falcon Prevent's antivirus
capabilities. Falcon Prevent has also been validated for PCI, HIPAA, NIST
and FFIEC regulatory requirements.

Named aleader in the 2019 Gartner Magic Quadrant for Endpoint
Protection Platforms (EPP) — In addition to being positioned in the
Leaders Quadrant, CrowdStrike is furthest for “completeness of vision,”
whichincludes Gartner criteria such as innovation, marketing and product
strategies, vertical industry and geographic strategies, as well as the validity
of the business model asa whole.
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KEY CAPABILITIES

STATE-OF-THE-ART PREVERTION

Falcon Prevent protects endpoints against all
types of attacks, from commodity malware to
sophisticated attacks — even when ofiline.

o Machine learning and artificial intelligence
prevent known and unknown malware, adware
and potentially unwanted programs (PUPs)

o Behavior-basedindicators ofattack (IOAs) prevent
sophisticated attacks, including ransomware
and fileless and malware-free attacks

o Exploit blocking stops the execution and spread
of threats via unpatched vulnerabilities

o Detectand quarantine on write stops and
isolates malicious files when they firstappear on
ahost

@ Threat intelligence prevention blocks activities
known to be malicious

o Custom IOAs enable you to define unique
behaviors to block

o Quarantine captures blocked files and allows
access for investigation

o Script-based execution monitoringinspectsand
blocks malicious Microsoft Office macros

o Sensortampering protectionstops user or
process attempts to manipulate or disable the

CrowdStrike Falcon® serisor

INTEGRATED THREAT INTELLIGENCE

o Automatically determine the scope and impact
of threats found in your environment
o Findoutif you are targeted, whois targeting you
and how to prepare and get ahead
o Use Falcon Preventintegrated with CrowdStrike
Falcon X™to:
o Fully understand the threatsin your
environment and what to do about them
e Access malware research and analysis atyour
fingertips
o Easily prioritize responses with threat sevetity
assessment
e Immediately getrecovery stepsandresolve
incidents within-depth threat analysis
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FULL ATTACK VISIBILITY AT A GLANCE

For unparalleled alert context and visibility,
Falcon Prevent:

o Provides details, context and history for every
alert

o Unravels an entire attack in one easy-to-
grasp process tree enriched with contextual
and threat inteliigence data

o Maps alerts to the MITRE Adversarial
Tactics, Techniques and Common
Knowledge (ATT&CK®) framework for guiick
understanding of even the most complex
detections

o Keeps detection details for 90 days

SIMPLE, FAST AND LIGHTWEIGHT

The cloud-native CrowdStrike Falcon

platform and lightweight Falcon agent eliminate
complexity and simplify endpoint security
operations.

o Falcon operates without constant signature
updates, complex integrations or on-premises
equipment

Thelightweight agent bearslittleimpact on
endpoints, frominitial install to day-to-day use
—norebootisrequired after installation
Minimal CPU overhead restores system
performance and end-user productivity
Itworks on Day One, deploysinminutes andis
immediately operational

Jtis automatically kept up to date with cloud-
native architecture and SaaS delivery

o Falcon provides broad platform support
including Windows, Windows Server, macOS
and Linux

Automated IOA remediation streamlines the
removal of artifacts that may lead to reinfection
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DISCLAIMER: Gartner does not endorse any vendor,
product or service depictedinits research publications,
and does not advise technology users to selectonly

those vendors with the highest ratings. Gartner research
publications consist of the opinions of Gartner's research
organization and shoukd not be construed as statements of
fact. Gariner disclaims allwarranties, expressed or implied,
withrespect to this research, including any warranties of
merchantability or fitness for a particular purpose.
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For organizations struggiing with the ineffectiveness and complexity of
legacy antivirus solutions, CrowdStrike® Falcon Prevent™ is here to help.
Falcon Prevent delivers superior protection with a single lightweight agent
that operates without the need for constant signature updates, on-premises
management infrastructure or complex integrations. Even the largest
organizations can be up and running in minutes with Falcon Prevent.

Certified to replace legacy antivirus products — Independent testing
at AV-Comparatives and SE Labs has certified Falcon Prevent's antivirus

capabilities. Falcon Prevent has also been validated for PCI, HIPAA, NIST
and FFIEC regulatory reguirements.

Named a Leader in the 2021 Gartner Magic Quadrant for Endpoint
Protection Platforms {(EPP) — In addition to being positioned in the
Leaders’ Quadrant, CrowdStrike is furthest for "completeness of vision,”
which includes Gartner criteria such as current and future market direction,
innovation, customer needs, and competitive forces and how well they map
to Gartner's view of the market.
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KEY CAPABILITIES

STATE-OF-THE-ART PREVENTION

Falcon Prevent protects endpoints against all
types of attacks, from commodity malware to
sophisticated attacks — even when offline.

o Machine learning and artificialintelligence
preventknown and unknown malware, adware
and potentially unwanted programs (PUPS)

Behavior-hasedindicatorsof attack ({OAs) prevent
sophisticated attacks, including ransomware
and fileless and malware-free attacks

o Exploit blocking stops the execution and spread
of threats via unpatched vulnerabililies

o Detectand quarantine on write stopsand
isolates malicious files whenthey firstappear on
ahost

o Threat intelligence prevention blocks activities
known to be malicious

o Custom IOAs enable you to define unique
behaviors to block

o Quarantine captures blocked files and allows
access for investigation

e Script-based execution monitoringinspects and
blocks malicious Microsoft Office macros

a Sensortampering protection stops useror
process attempts to manipulate or disable the
CrowdStrike Falcon®sensor

INTEGRATED THREAT INTELLIGENCE

a Automatically determine the scope andimpact
of threats foundin your environment
o Find outif you are targeted, whois targeting you
and how to prepare and get ahead
o UseFalcon Prevent integrated with GrowdStrike
FalconX™to:
o Fullyunderstand the threatsinyour
environment and what todo about them
¢ Access malware research and analysis at your
fingertips
o Easily prioritize responses with threat severity
assessment
e Immediately get recovery steps andresolve
incidents with in-depth threat analysis
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FULL ATTACK VISIBILITY AT A GLANCE

Forunparalleled alert context and visibility,
Falcon Prevent:

o Provides details, context and history forevery
alert

a Unravelsan entire attack in one easy-to-
grasp process tree enriched with contextual
and threat intelligence data

o Maps alerts to the MITRE Adversarial
Tactics, Techniques and Common
Knowledge (AT T&CK®) framework for quick
understanding of even the most complex
detections

o Keeps detection details for 90 days

SIMPLE, FAST AND LIGHTWEIGHT

The cloud-native CrowdStrike Falcon

platform and lightweight Falcon agent eliminate

complexity and simplify endpoint security

operations.

a Falcon operates without constant signature

updates, complex integrations or on-premises

equipment

The lightweight agent bears littleimpacton

endpoints, frominitial install to day-to-day use

— no reboot is required after installation

o Minimal CPU overhead restores system
performance and end-user productivity

o {tworksonDay One, deploysinminutesandis

immediately operational

Itis automatically kept up to date with cloud-

native architecture and SaaS delivery

Falcon provides broad platform support

including Windows, Windows Server, macOS

and Linux

o Automated IOA remediation streamlines the
removal of artifacts that may lead to reinfection
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product or service depicted inits research publications,
and does notadvise techralogy users to selectonly

those vendars with the highast ratings. Gartner research
publications consistof the opinions of Gartner's research
organizationand should not ba construed as statements of
fact. Gartner disclaims allwatranties, expressed or implied,
wilhrespect to this research, including any warranties of
merchantabifity or fitness for a particular purpose.
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CrowdStrike Falcon®: First Endpoint Protection to Integrate Firmware Attack
Detection Capability

tayr 9 Alex preron  Ergipot B Clwd Secunty

'I\'bu'ay's endpoint security solutions have been designed primarily to look at the local operating system (OS) and the
applications that reside on top of it, remaining blind to computing layers below the OS. This week, CrowdStrike® becomes the
first endpoint protection solution provider lao integrale firmware attack detection capability, shining a bright light into one of
the last remaining dark corners of the modern PC the BIOS.

As security technologies have become more sophisticated, there are fewer places for adversaries to hide. Technologies such
as endpoint detection and response (EDR), machine learning_and behavioral detection have greatly enhanced the visibility
and awareness organizations have, exposing intrusion techniques that were previously hidden and stopping attacks that
would have resulted in a breach. As a result of these advanced defenses, attackers are continuously driven to the fringes,

fo ' to hunt for new avenues of infiltration. The BIOS has emerged as a new and unique avenue of attack.

Why protect the BIOS?

The BIOS (basic input/output system) is firmware that resides in the computer platform itself and runs while a computer boots
up, before the operating system is started. BIOS represents a tempting target for attackers for a number of reasons.

The BIOS Can Enable Persistence

The BIOS of an endpoint represents a highly privileged execution environment, and any vulnerability or malware in the BIOS
. have serious implications, potentially allowing an attacker to gain full control over all system resources. The BIOS exists
bh-:‘ll below the OS, ensuring that a successful attack will persist beyond reboots, disk wipes and reimaging. To make matters
more complicated, BIOS is seldom patched in most organizations, and known vulnerabilities often remain for years after they

are disclosed.

Standard Security Tools Are Blind to BIOS Attacks

Most of today’s security tools are not capable of delivering the vislbility that organizations need to detect and thwart BIOS
attacks. Typical endpoint security tools provide visibility into user mode, and perhaps the kernel as well. However, the BIOS'
position below the operating system means that its contents are not visible to traditional security monitoring tools. In
addition, standard security assessment tools such as vulnerability scanners do not provide visibility into BIOS vulnerabilities

or configuration.
BIOS and other types of firmware represent a massive exposure, in an area where organizations have very little visibility.

This is exactly the type of gap that modern adversaries look to exploit in targeted attacks. The best exampie of a real-world
adversary taking advantage of this visibility gap came to light in September 2018, when it was reported that the adversary
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Why Prevention Matters?

As the security industry and its customers have learned the hard way, prevention is not 100 percent effective.
N Still, prevention adds tremendous value in weeding out the obvious, allowing security teams to focus their efforts
and resources on what truly requires their attention. This is why Falcon Host includes the most powerful

prevention features designed to stop malware, and in a much broader scope, to stop breaches.

Whai Prevention Capabihities Does Falecan Hast Provide?

Falcon Host offers prevention against malware. But it expands beyond just malware protection

).

by also offering prevention against advanced targeted attacks and attacks that do not use malware,
filling the wide gap left by solutions that primarily focus on malware. Faclon Host uses the right detection and

prevention feature at the right time to prevent breaches across the entire attack continuum.
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Why Prevention Matiers?

! As the security industry and its customers have learned the hard way, prevention is not 100 percent effective.

Still, prevention adds tremendous value in weeding out the obvious, allowing security teams to focus their efforts
and resources on what truly requires their attention. This is why Falcon Host includes the most powerful

prevention features designed to stop malware, and in a much broader scope, to stop breaches.

What Prevention Capaothties Does Falcon Hast Provide”

- Falcon Host offers prevention against malware. But it expands beyond just maiware protection
by also offering prevention against advanced targeted attacks and attacks that do not use malware,
filling the wide gap left by solutions that primarily focus on malware. Faclon Host uses the right detection and

prevention feature at the right time to prevent breaches across the entire attack continuum.
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9/22/23, 11:33 PM What is CrowdStrike? FAQ | CrowdStrike

What is CrowdStrike?
~ Falcon platform FAQ

Want b xer the Cinndiiike Falennd platinem o actmn? Szt with a free U of nol-gen antnvinm

PO

CAPABILITIES

<+ What does CrowdStrike Falcon® do?

<+ Whal solutions are offered within the CrowdStrike Falcon® platform?

<+ What is Falcon Fusion?

<+ What modules do | need to use Falcon Fusion?

<+ What is Falcon Prevent?

<+ What is Falcon Insight?

<+ What is Falcon OverWatch?

<+ What is Falcon Discover?

+ Can | use CrowdStrike Falcon® to replace my current AV solution?

+ Is CrowdStrike Falcon® certified for AV replacement?

+ Which products can CrowdStrike Falcon® help me replace?

<+ Can CrowdStrike Falcon® be used for compliance requirements?

+ How does CrowdStrike Falcon® compare to other “next-generation” endpoint protection solutions? What makes Falcon unique?

<+ Can | use CrowdStrike Falcon® for incident response?

— Can Falcon Prevent block attacks?

Yes, Falcon Prevent offers powerful and comprehensive prevention capabilities. Falcon Prevent can stop execution of malicious code, block zero-
. day exploits, kill processes and contain command and control callbacks. /

hitps:/iwww.crowdstrike.com/products/fag/ 6/8



INDUSTRY-RECOGNIZED LEGACY
AV REPLAGEMENT

For organizations struggling with the ineffectiveness and complexity of
legacy antivirus solutions, GrowdStrike® Falcon Prevent™is here to help.
Falcon Prevent delivers superior protection with a single lightweight agent
that operates without the need for constant signature updates, on-premises
management infrastructure or complex integrations. Even the largest
organizations can be up and running in minutes with Falcon Prevent.

Certified to replace legacy antivirus products — Independent testing
at AV-Comparatives and SE Labs has certified Falcon Prevent's antivirus

capabilities. Falcon Prevent has also been validated for PCI, HIPAA, NIST
and FFIEC regulatory requirements.

Named aleader in the 2019 Gartner Magic Quadrant for Endpoint
Protection Platforms (EPP) — In addition to being positioned in the
Leaders Quadrant, CrowdStrike is furthest for “completeness of vision,”
which includes Gartner criteria such as innovation, marketing and product
strategies, vertical industry and geographic strategies, as well as the validity
of the business model as awhole.




~

. GrowdStrikeProducts’ - .

FALCON PREVENT NEXT-GENERATION ANTIVIRUS

KEY CAPABILITIES

STATE-OF-THE-ART PREVENTION

Falcon Prevent protects endpoints against all
types of attacks, from commodity malware to
sophisticated attacks — even when offline.

o Machine learning and artificialinteligence
prevent known and unknown malware, adware
and potentially unwanted programs (PUPs)

& Behavior-basedindicatorsof attack ((OAs) prevent

sophisticated attacks, including ransomware

and fileless and malware-free attacks

Exploit blocking stops the executionand spread

of threats via unpatched vulnerabilities

Detectand quarantine onwrite stopsand

isolates malicious files when they first appear on

ahost

Threat intelligence prevention blocks activities

known to be malicious

Custom IOAs enable you to define unique

behaviors to block

Quarantine captures blocked files and allows

access for investigation

o Script-based execulion monitoring inspects and

blocks malicious Microsoft Office macros

Sensor tampering protection stops user or

process attempts to maniputate or disable the

CrowdStrike Falcon™ sensor

o
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INTEGRATED THREAT INTELLIGENCE

o Automatically determine the scope and impact
of threats found in your environment
o Find outif youare targeted, whois targeting you
and howto prepare and get ahead
Use Falcon Prevent integrated with CrowdStrike
Falcon X™to:
e Fullyunderstand the threatsinyour
environment and what lo do about them
e Access malware research and analysis at your
fingertips
¢ Easily prioritize responses with threat severity
assessment
s Immediately get recovery steps and resolve
incidents with in-depth threat analysis
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FULL ATTACK VISIBILITY AT A GLANGE

Forunparalleled alert context and visibility,
Falcon Prevent:

a Provides details. context and history for every
alert

» Unravels an entire attack inone easy-to-
grasp process tree enriched with contextual
and threatintelligence data

® Maps alerts to the MITRE Adversarial
Tactics, Techniques and Common
Knowledge (AT T&CK®) framework for quick
understanding of even the most complex
detections

o Keeps detection details for 90 days

SIMPLE, FAST AND LIGHTWEIGHT

The cloud-native CrowdStrike Falcon

platform and lightweight Falcon agent eliminate

complexity and simplify endpoint security

operations.

@ Falcon operates without constant signature

updates, complex integrations or on-premises

equipment

The lightweight agent bears little impact on

endpoints, from initialinstall to day-to-day use

— no reboot s required after installation

o Minimal CPU overhead restores system

performance and end-user productivity

Itworks on Day One, deploysin minutes and is

immediately operational

o ltis automatically keptup to date with cloud-
native architecture and SaasS delivery

w Falcon provides broad platform support

including Windows, Windows Server, macOS

and Linux

Automated IOA remediation streamlines the

removal of artifacts that may lead to reinfection

o8

a

DISCLAIMER: Gartner doas not endorse any vendor,
praduct or service depicted Inlts research publications,
anddoes notadvise technology users to select only

those vendorswith the highest ratings. Gartner research
publications consist of the opinions of Gariner's research
organization and should not be construed as statements of
fact. Gartner disclaims allwarranties, expressed orimplied,
with respect to this research, including any warranties of
merchantability or fitness for a particular purpose.
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FALGON OVERWATCH —
STOPPING THE MEGA BREAGH

Falcon OverWatch™ is CrowdStrike's managed threat hunting service, built on
the CrowdStrike Falcon® platform. OverWatch provides deep and continuous
human analysis, 24/7, to relentlessly hunt for anomalous or novel attacker
tradecraft that is designed to evade standard security technologies.

OverWatch is comprised of an elite team of cross-disciplinary specialists
who harness the massive power of the CrowdStrike Threat Graph®, enriched
with CrowdStrike threat intelligence, to continuously hunt, investigate and
advise on sophisticated threat activity in customer environments. Armed with
cloud-scale telemetry and detailed tradecraft on more than 130 adversary
groups, OverWatch provides unparalleled ability to see and stop the most
advanced threats.
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How to Hunt for Threat Activity with Falcon Endpoint Protection

January 1, 2022 Peter fngehiglson Tach Gentor

The.greatest minds in cybersecurity are at Fal.Con in Las Vegas, Sept. 18-21.

Register now to build skills at hands-on workshops and learn from skilled threat hunters.

Introduction to Threat Hunting with Falcon Endpoint Protection

CrowdStrike Falcon® offers a powerful set of features that can be used to hunt for threat activity in your
environment. The Falcon agent is constantly monitoring and recording endpoint activity and streaming it
tr "me cloud and CrowdStrike's Threat Graph. The data includes things like process execution, network
&.nections, file system activity, user information, service details, script activity and admin tool usage.
Storing this data in the Threat Graph ensures that the data is always available (even while endpoints
are offline) and also ensures that it can be searched in real time and retrospectively — even the largest
environments can get resulfs in seconds.

CrowdStrike Falcon® provides multiple approaches to threat hunting. In this article, we will review
workflows that begin with indicator searches as well as custom event searches.

Video

/ Hey! What brings you to our '
t

T carnar of the internet today? 69
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Indicator Searches

The Investigate App options allow administrators to search for indicators of compromise in their
environment. This aids in understanding exposure to known threats, while also providing the ability to
drill-down and pivot to explore the context around malicious activity. The CrowdStrike Threat Graph then
ensures that you get immediate results from both online and offline systems no matter how large your

¢- anization. In this section, we will demonstrate two of the available indicator searches.

Under the Investigate App, select “Bulk Domain Search”.

Searches can be done individually or on multiple domains. Note that multiple domains shouid be

¢ arated by a space. After specifying a time range, click “Submit” to begin the search. The search will
guery all of your data in the Threat Graph and report any system in your environment has ever
connected to one of these domains. A quick way to get sample results can be a search for
www.google.com. In this example, we see that six different hosts have connected to conti.news.
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Clicking on one of the impacted hostnames will bring you to a screen that shows all activity on that
system. In this example, we learn that this is a cloud host running Windows 7. This screen would also
report if there were any detections on this host in the last seven days.

Event Search

The Event Search functionality is for power users who want to access all of their data in the
CrowdStrike Threat Graph. The flexible query language can handle compiex searches that are often
required for more advanced threat hunting. In this section, we will review two advanced hunting queries
from our Hunting_and Investigation documentation. This document is available to all CrowdStrike
customers via the Ul.

Under the Investigate menu, select “Event Search”.
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>~ Hunting and Investigation

Last updated: Sep. 16, 2023

Introduction

The Hunting Guide for Windows teaches you how to hunt for adversaries, suspicious activities, suspicious processes, and vulnerabilities on the Windows platform

using Falcon.

Falcan ontaing 4 site of poeertu! fearch torle that Allcw vou to snatvze. expiore, 3na hbunt for suspicious or mabicidus actvity i vaut environment. Thess tools
e lutie 1ha ore maue search dashbogids o the y gtous Fab un 3008 9w well 95 the abshty 1o run tustem quernes on the

Events Search [ investigate/events/en-USigpp/eama2/searchli-aqi: « the Invs stgate Aop Thic ok o e sanbe otonzang cedarn coicines o Tatt, bt waill alse
direct you to use Falcon's pre-made dashboards when it makes most sense.

If at anv time you have questions or encounter technical issues not covered in this gulde or in the Troubleshooting section, contact

Surnont [httpsf/suppontportalerovdsirike.com/]

\- * Forinfo about XDR hunting and investigation, see Falcon XDR [/documentation/pago/c4caSfed/extended-detection-and-response-xdrl.

Before you begin

System dependencies

—  This guide contalns information about how to hunt using Falcon and Is tailored specifically towards users running the Falcon sensor on Windows devices. However,
a lot of the rdeas and concepts also apply to users running the Falcon sensor on Mac or Linux. Depending an the sensor platform, howsver, the names and
descriptions of certain events as well as custom query syntaz will vary. We recommend that you read and refer to the

Events Data Dictionary {/documentation/page/e3ceQb24/aven -dictionary] to learn more about specific events and their variations across platforms. The
Events Data Dictionary also contains additional custom queries not found in this document that could be useful when hunting.

Browser dependencies

CrowdStrike currently supports the Google Chrome browser for use with the Falcon web interface. Other brovssers might work. but we do not support other

browsers at this time.

Hunting with Falcon

Overview

Hunting with Falcon is straightforward. By using either the pre-made dashboards and reports or by using custom queries on the Events Search page, you can
search for specific events and data points across one, several, or all hosts running the Falcon sensor In your environment. The data returned in an Events Search
query is from the last 30 days of sensor activity, though most of the queries you run will need to be narrowed down to a smaller timeframe so that results are

usable. You then use your search results to understand and evaluate security events happening in your environment.

hitps:/ifalcon.crowdstrike.com/documentation/page/f4c86392/hunting-and-investigation#m5f0aadd 1121
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Before you start hunting with Falcon, however, there are a fews concepts and best practices that you should familiarize yoursaif with. beginning with the queries

themselves.

Best practices

Write specific queries

All queries in Falcon are powered by the Splunk query language. This document focuses less on teaching you Splunk syntax and more on the various behaviors and
activitles you will bs hunting. To learn more about Splunk and Splunk syntax, we recommend that you read the

Official Spiunk Documentation [h_up:{[docs.splunk.cnm[Documentatiun[Sptunk(&os[Searchgeferencelwhaksin;hlsmggugl] and the

Splunk Enterprise Quick Reference Guide Ihttp://docs.sniunk.com/Documentation/Splunk/6.0.5/SearchRelerence/Sn unkEnterpriseQuickReferenceGuide).

Even if you aren't a Splunk expert, this guide makes it easy to understand what each query does and how you can modify queries to get more value out of them.

Let's start with a simple example.

Show me alist of procasses that c¥ecuted from the Recycle Bin for a specific AlD
gid=my-aid ImageFileName=*3Recycle.Bin* event_simpleName=ProcessRollupZ | stats . :i..: (name) fa]
.hiue (MDSHashData) - ii.. (ComputerName) .- . -(ImogeFileName) count by aid

Most of the queries in this document can simply be copied and pasted into Events Search with minimal modification required by the user. However, when you see

capitalized values, you will need to provide a value before you can run the query.

In the example above, you should provide an "agent ID* {or *AID" for short), which is unique ID given to each Falcon sensor. Adding the AID to the query limits the

scope of your guery ta the sensor with that AID and greatly reduces the time and computational cost of your search.

Thus, the above query might end up looking fike this:

aid="a9e3b67c7883497F6c118Fdd1517b177d" ImageFilelame="$Recycle.Bin®* event_simpleName=ProcessRollup2 | Iy
.10+, (MDSHashData) -.i:-...-(ComputerNome) .. .. .(ImageFileName) count by aid

stats .ives(name) o

Using the AlD in this fashion is just one way to drill down to a specific host. You can also use host name tComputerName="f00") in the same fashion.

This is just one example, but shows how specificity matters greatly when writing Splunk queries. The more specific you can be when writing a query, the fewer

results you will have to sort through and the faster the query will run.

Let's see how a simple query can be made mare useful for you with a few simple modifications. Below is an example query that returns a large amount of data and
takes a long time to run. This query returns a list of SuspiciousDnsRequest events, the domains to which the requests were made, the host names from
which the requests were made, and the number of times the requests were made:

event_simpleName=SuspiciousDnsRequest | stots values(ComputerName) count by DomainNome (]
The amount of results returned by this query and the time that it takes to run make this quety difficult to work with. We can fix both pf this by making our query

more specific.

Let's start reducing the number of results by limiting the query to a single AID. which would return a list of SuspiciousDnsRequest events that occurred on the host
running the Falcon sensor with that particular AID:
a1d="09e3b67c7883497¢6d18Fdd1517b177d" eveni_simpleName=SuspiciousDnsRequest | stats values(ComputerNome) Iy
count by DomoinName
Next. we can further reduce our results list by specifying a timeframe. Instead of searching across 30 days of data. let’s search for instances of this event in the last
24 haurs using the “earliest” and "latest” keywords:
a1d="a9e3b67c7883497F6d18Fdd1517b177d" event_simpleNome=SuspiciousDnsRequest earliest=-24h tatest=now | e}
stars values{Computeriame) count '
Domainlame

/

htlps:llfalcon.crowdstrike.comldocumentationlpagelf4c86392!hunting-and-investigation#meOaadd
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. Next, click one of the host names in the list. This opens the Host Search page with a pre-populated search for that host.
range of data including basic host information, detect history for the host, a list of unresolved detects for the host, and a fist of netwark connection and
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Hunting walkthrough: Hash 10C

Let's walk through an example of how the Falcon web interface helps you hunt when starting with a hash 10C.

1. Sign in to the Falcon web interface and open the Hash Search [/investigazelevenisien-US/anp/eam?/investigate _hashl page.

2. Enter the MDS or SHA256 that you are searching for and specify a time range. You can search by file name, command line string, host name, or user name.

D9 o SHAZSE
(2002321 a1 2£ 350019350005 0nSf
Computy.

A [x]

Hash Search (Windows-only)

File Name. Command ting
Timg raoge,
. -

Host Name Uzer Name(s)

In the search results, you will see the Process Execution History section 7or the hash (historical summary of execution details such as the total number of

axecutions) as well as a Process Executions section. which breaks out each individual instance that the hash was executed, the fime of execution, and

https:llfalcon.crowdstrike.comldocumentaHonlpagelf40863921hunting-and-investigation#meOaadd

Hunting and Investigation | Event Investigation | Endpoint Security | Documentation | Support and resources | Faicon
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Problem Solution

show up in the search

results.

Something specific is
erronecusly showing up
in the results.

Appendix A: Investigate App Pages

The lnvestigate App [Anvestigate/] lets yau search for specific hashes, file names, command-fine arguments, IP addresses, and specific computers and users.

These searches help you quickly collect relevant information during incident triage and hunting.

Note: When you set a time range for your Investigate searches, we recommend using 2 tume range of 3 days or shorter. Longer time ranges can lake

several minutes to display.

Host Search

Use Hast Search to search for events across ali Windows and Mac hosts in your environment. Due tao differences in these platforms. some items might not be

available for bath Windows and Mac.

Searchable activity includes:

o

° .

o °

<

Host info

Map of external network connections

List of external network connections (by country, including the port and the # of connections)
Detection history (last 15 days)

Unresolved Detects (last 7 days)

Local and External IPs (last 7 days)

Unique Users Logged on (last 7 days)

Unique ASEP values updated

Unique ASEP keys updated

Unique Executables Written

Unique Injected Threads

Unigue DLL Injections

Browser-injected Threads from Unsigned Modules
Unigue Java-injected Threads

Command History

Pracess Executions

Admin Teol Usage

Possible Scripting Activities

DNS Requests

Newwork Connections

Network Listening

Hunting and Investigation | Event Investigation | Endpoint Security | Documentation | Support and resources | Falcon

Identify which piece of data should not be there and revisit the portion of the syntax that you feel should exclude that from your
search results. This will help you isolate which part of your query's syntax is causing you to receive results where there should be

none. There could also be an issue with your config. Contact Support if the issue continues,

15121
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s RAR/Zip File Written

S e Scripts Written

s Executable Activities

&« Removable Media Usage

Hash Search

Use Hash Search to search for events by hash aeross all Windows and Mac hosts in your environment. Due to differences in these platforms, some items might not

be available for both Windows and Mac.
Searchable hash information includes:
o Hash Written History (SHA256-only)
s Module Load History
» Process Execution History
\\- e Detect History (last 14 days)
o Unresolved Detects (last 7 days)
s Process Executions

You can export the data to a PDF by clicking the Export PDF button on the right side of the screen.

User Search

Use User Seareh to search for user activity across all Windows and Mac hosts in your environment. Due to differences in these platforms, some items might not be

avaliable for both Windows and Mac. Results in this report are filtered if:

= The user logging on is one of the well-known security identifiers. (see Microsoft's
documentstion [htm_s_:[&uppgn.mimsolgcgm[&n-us[nelp(243330[weIl-knnwn-securi;y-ndeng|ﬁers-|n-windg;vs-ope[a;ing:iyggmsj)

* The logon session Is NOT an interactive session of a service account.
Though the results are flitered, the raw events for these logons are still captured in Event Search
Searchable user activity includes:

s Logon Activities (last 30 days)

= Detect History (last 30 days)

¢ Unresolved Detects (last 7 days)

* Process Executions

¢ Admin Tool Usage

o Files written (JAR, OLE, OOXML, PDF, RARRTF, ZIP. dumps)

Source [P Search

Search for host information by IP. Source IP search allows you to use wildcards (for example, 192%).

Bulk Hash Search

Search for multiple hashes (MDS/SHA256/SHAT') and detect/process execution history. Bulk Hash Search allows you to use wildeards (for example, c32%),

“SHAT1 is deprecated (https:[[suggg;spgrtal.crowdstrike.com[s/article[Sup_pcrt-Announcement—Deprecaticn-of—SHA1-5quort-=n-Falccn as of Falcon sensor 511

Bulk Domain Search Vs

https://falcon.crowdstrike.comldocumenlation/page/f4c86392/hunling-and-invesﬁgaﬁon#meOaadd
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Search for detect and process execution histary involving a domain or list of domains. Bulk Domain Search allows you to use wildcards (for example,

. avildoma*®).
A\

— Event Search

The Event Search page is where you can find pre-made reports and pre-made searches that aflow you to view dats collected from your endpoints. This page alse
provides you with a powerful custom search tool that allows you to analyze, explore, and hunt for suspicious or malicious activity in your environment.

Tip: Read our Events Data Dictionary fdocumentation/page/e3ce0b24/events-data-dictionary] for specific data on key CrowdStrike events that you
find when using the Event Search page.

oo 2s e Las1smiteay O

Pig Event Semateg v T Verbiooe Modo v
Search Histaty
Ka Time Filler v V23 a8 6 7 Hem
{  Scarcw Astions instRun
H [t N HMOT {chrame R ieaciore OR fuelc) 1 siala count by Targ: Frenains Tamg AS ConiextPra. 2ddd o Szarch 2ncurs ago
Ihistory thead 20001 serrch evern. cotntsd O reauit counb0 P dadup cearch ) tatde seanen Add o Secreh 2 houre 2go
evenLss 1tabie event, s i teon-by £00 1D Seaech 4Ahouts 3go
evenl IFLP= {23 G s by £dd to Saorch 4 hours a0
idx A i ASZP* 1 table th ReqObjeciName fsorl by timastamp Add 1o Searth Shours 299

The Event Search page is divided into several different sections:

o Seprch: Pravides direct access to Falcon endpoint metadata, where events can be queried and pracessed using Splunk, a powerful query fanguage. Use
this view when the prebuitt Falcon dashboards and reports do not contain the desired results, or when you want to write a custom query. However, the

stock dashboards in the Felcon console will be sufficient most of the time. For detailed information on CrovdStrike events and how to search for them, see

the Events Data Dictlonary [/documentation/page/e3ceQb24 fevents-dats-dictinnary].

—_—~
a Scheduled searches: Create event searches that run automatically and recur on a schedule that you set. You can download and share the search
results, and your specified recipients can receive notifications each time a scheduled search completes. Configure notifications to be sent when a
search praduces results, when a search produces no results, or both. For more info, see
Scheduled Searches [/documentation/page/as275adf/scheduled-searches-fer-edrl.
s Agctivity: Provides four different dashboard views:
s Detection Actlvity page This feature applies only to Managed Security Service Providers (MSSP) partners and customers with multiple Customer
IDs (CID). This page, available at Inveatigste > Hunt > Detection Activity, allows users to view all detections associated with all CIDs they have
access to. While viewing the Detectlon Activity page, users can click any detection to open Falcon Ul Process Explorer in a new browser tab to view
\\' the detection without the need to manually toggle to the correct CID. Users can perform triage actions such as assigning detection, adding
comments, contain host, resolve detection, etc. When finished triaging the detection, users can close the browser tab and return to the Detection
Activity page to continue working on the next detection. Note that some applications on the left navigation menu such as Dashboards, Users, and so
on are not available on the auto-toggled browser tah.
» Linux Sensors Provide a comprehensive view of activities on Linux hosts.
¢ Mac Sensors: Provide a comprehensive view of actlvities on Mac hosts.
» Timeline: Provides the ability to generate a *Host Timeline” and a "Process Timeline.” This allows you to view all relevant events for a specific computer or
all events associated with any user-specified process execution.
s Reports: Offers various canned reports surrounding activities that typically indicate suspicious activity occurring on a system. Available reports are listed
below.
o Files Written to Ramovabla Media: Search for file written activities to removable media.
= Machine Learning Pravention: View malware that would have been blocked in your environment during the last 30 days based on diffarent Machine
— Learning Prevention settings (Cautious, Moderate, or Aggressive).
\' s PowerShell Hunt: Allows users to search for suspicious PowerShell activities.

» Prevention Policy Audit Traik View audit trail for all policies.
s Hunting Raports: Provides fast access to automated hunting queries in the "Search® view. Hunting report options:

» Command Line and ASEP Activity from Network-capable Processes

hﬁps:l/falcon.crowdslrike.comldocumentalionlpage/f4c86392/hunling-and-investigation#meOaadd

17121



C B 12eon CrovstnkE oMy de urmwev st me s aggede 1o,

AT alald e 1N e e e

ax¥ove T e

ry-peaans

IrseerayETe

Zagzimdere

4 U0 AT P it

P2 THEE et Fan DRjeTea

PR

(S ~al A

B 2o daaensen Bowmotiogs. S

.| Events Data Dictionary

Introduction

o g 2ata, Fomet Smaren

pa0d)

e Sey. res w £1R

5t T

ey
PO R

Pl i

E T

] T

. Before you begin
- i Searching

rai leynze

a52

WEefifrotess Jorguterhaeen, -noit-ngre 23710 a5Ten 200 (610 tertn
we(Maum_geeral A5 “louet o, (oputertons

i 3 4 4]

fige g2 14

tot AT £3 MRS COAL A0 B LT SO0, 13 4R S A TH BT LR as Crfe 10N AQan 6,37 U TIST 2
ndex=kE ty o sewot Toeses Tap e met 200 Lo ML B 1Rdeelnrp o o e
R R T N R ARk i

Priet toFD&

i

On this page B

l tritoguitsh

PR




Fields: Windows, macO$, Linux, Falcon Container

Freld Description

St g npnexihy o eim

G L

Ol ARENIY THA D tns n e R SEvha m a0t noeetns Vo apsmple the

TargetP:acessia
TargezProcessla - roree . in s Insectedinceod vvent
DI s mcagtpn P, A
SaurceProcestid “pn At Windows -« ParentProcessie cos
I¥argnr Laier #rt
Saez oy B nrpte e L0
SourceThe sadid s ¢ 'ine SourceProcessIa feid for more et
BarerProcassid e e B eirad
. - Doeelt L dies Toee TLomALIT AL 1315 ATEAM0g
mages itrName
ema nr £RSOUTAT & ‘O IME Tasten SroTens

Tre sone e ety

vanees.
- LOVAL_MACHNE i
s INTRANET T

v TRUSLTED SITED .
o INTERNET (3¢
« RESTRICTED

Zonelgentibes

HostUn

Reterreried

oarentBasafdaivome
Gi aridParsntBagefileNarm:
AwbenhodeHasnbata

vauits

v CEOMATURE FLACG FF
vOQIGRATURE B AL R OREQ  J e a0l

SNEQ G g ey

o QIGMATURT FLAG TELT SUNTL i xnihie

© SHTFERTUIRS FLATI ML PO PLRHES eix o wpnnd

CNNEC DTS

o SIGNATURE FL At

o SIHATUET FoA L TER MONET L SN

LT D ck e

. LNATIRGE any LA

AT NETAT Ctael e

« TITRATLRS




. /23123, 1:22 AM

T

TTCROWDSTRIKE - B GG

e
« . Fentured s Recent~  Nidepsw  Catenpries~  Starf Free Triot

BACK TO TECH CENTER

How to Hunt for Threat Activity with Falcon Endpoint Protection

(S A RN

The greatest minds in cybersecurity are at Fal.Con in Las Vegas, Sept. 18-21.

Register now to build skills at hands-on workshops and ieam from skilled threat hunters.

Infroduction to Threat Hunting with Falcon Endpaint Proteclion

CrowdStrike Falcon® offers a poweriul set of fealures that can be used to hunt for threat activity in your environment. The Falcon agent i1s
constantly monitoring and recording endpmint activity and sireaming it to the cloud and CrowdStrike's Threat Graph. The data includes things
like process execution, network connections, file system activity user information. service details script aclivily and admin lool usage.

“Storing this data in the Threat Graph ensures that the data is always available {even while endpoints are offline) and also ensures that it can
e searched in real time and retrospectively — even the largest environments can get results in seconds.

CrowdStrike Falcon® provides multiple approaches to lhreat hunting. In this article, we will review workflows that begin with indicator
searches as well as custom event searches.

Video

Hovr to Hunt for Threat Activity with Falcon Endpoint Prote

Indicator Searches

The Investigate App options allow administrators to search for indicalors of compromise In their environment. This alds in understanding
exposure to known threats, while also providing the ability to drill-down and pivot to explore the context around malicious activity. The
CrowdStrike Threat Graph then ensures that you get immediate results from both online and offline systems no matter how large your
organization. In this section, we will demonstrate two of the available indicator searches.

Under the Investigate App, select “Bulk Domain Search”.

8 51yt What gt veu 13 e .
¢orres of the inzeroe tedyy®




MITRE ATT&CK HEAT MAP,10F 3

" '} Detaut Ascounts

Expiclt Piblc-Facng
Applatien

ExiomnalRemoteSonioes
Driu-by Ocmoromise

Trusied Ackhtionstin

Spearphiching
Atnchmnt

Spearphisting Link
Speasphishingvia
Senice

Scheduled Teakiioh
Cron
Local Account
Creafo Adsourt
DerrainAccount
Tasit Sanwr Weh Shelt
& Accotshilly
Fonaros
Image Fiie Execulian
LaiclossFla Opfona byestion
T Execuhun  Wndaws
UserExzsutien N Evanl Triggnsod! b
Aeicionun Insrumentsisg
Evenl Sutscriplon
Exploilason for Clent Compenent Object
Exzculicn o MeodeiHjucking
P Dyramic Dala Fegiatry RunKoys/
b Commirlentn g change BaotorLogonAutasian Startup Foldar
Exeousion Security Suppont
Sharod Modules Providat
Crate oe Moty Bysiemn
P Wrdaw Servico
Exterral femolsSonkes
DLL SeacchCrder
o
HiackEzocarion Flaw DLLSie-tostng
Pathkzoreopton by
SearchOrder
Hiacking
BITB Jobs
OficedcpicationSlituy o rresls
Browser Extensions

Comprearise Glent Salvare
Brary

el

Privilege Escalation )
Techninua Sub-technique-|
G - e

ProcessIngclon

Scheduded Taskl b

Abuse Eevation Contrel
Mechankm

Everi Trggered Exceution

Bootor Logon Autestan
Exzculion

Cresle e Modify Syatem
Procass

Exploitaticnse Priviiege
Essalation

Hiack Exocution Flow

Process Holowing

Portabip Exezulabie
fnection

Thread Execution
Hjackiog

Schedided Trak

Cron
BypassUserAccount
Conlral

Elevated Exacution
welhPromet

SetuddardSelgd

SudcandSudo
Caching
Accessitlly
Feaures

knapa Fie Exxcutan
Optonskjecion
Windows
Manpgement
lastrumentation
EvertSubxcristion
ComponentQbject
ModeiHjackng
Registry RunKeys/
Starhu Folder
Seausity Supsort
Provider

Windaws Serdes

OLL SearchOrdor
gackng
DL 5dsLoadng
Pathintcreeplionty
SearchQrder

]
Group Potcy

DerazinPoley

Aczess Token Manlpuhtion

_I_



MITRE ATT&RCK HEAT MAP, 2 OF 3

) 'DeféhscE\iasta:n ’

ue

Maguasading

S|ik-technique

LocalAzoounts
DatautAzcounts
MaichLegRimate
Nazearkecalin
Masguatado Tazkor
Sanvier

ReremaSyzlem Gached
UtSlias : |Crege

FileDelelion : ‘peSyne
E::V{mw Event Paszvrord Spraying
BruteForce

Neterork Shore '
oyl Poasword Guessing

maval
CredentialsinFilcs

Signed By Prosy Exscution

Obfineatod g ar
Informaton

HdeArtdacty

Laleral Movemel

PoseciDacomy

Windovrs Hemote

SistenNebior Confiitiason '“.""‘“z““"“‘“ Lateral Tort Transler

Filo=nd Direcery Discavery Eg’cﬂu.ﬁ e Sesson

_ . Material
Permigion Grouss Disovery

Servesa

Cleartntocor Maz
SystemLogs

Cleer Comenand L rededinls Prival
History

Gredentolsin
Regisly

Chsttmortiodly Groumpalcy

DhsablgorModify
Tocs

Daacovery
DomainTrust Discovery

NetwockSendco Ecanning
SeceriySsitwarn
Diacovcsy

System vl
Credanidsfrem

P12
CredentahiromPassvictd
Stores VWindows Crodential
Regmra2 l-‘ung; ¢

Stealor Forgzierbores
Tickots

QueryFRegaly

Dlcovery

Mshia
Mopee Kayogong

Inpul Cepture
m-lnkmw WehPortal Capture

Proccss Holawing HetwotkSniffhg

Steal

Compille Alter
Deter

Sattware Packing
Indzator Removal
Iroc1 Toals
HiddenWrdow

MiddanFilrs and
Dtuctories

HeldenUsers
HIFSFikeAtrites

Uencond AscFie
and Dtectory
Pormiscions.

Sodification

Dochlirscate/Docode Fligs or
Information

Sontrol

\Windiers Flia and
Dirrclary
Pemiscicea
MocFication
BypassUiserAccount
Conlral

Bevated Exacution

Hozhanism

HpacxkExecuion Fiow

Trusted Developer UiliSes
Praxy Exsctrich
BIT5Jobs

e
Setuidand Seigid
Sudoond Sudo
Caching

DilSeachOrder
Hizcking

DLLSKe-Loxdng
Pathlnterceptonty
SeaxchOder
Hjagamy

[251:04

Gy Pofcy

pefrect Command Execution

Use Altamal n

Matedas

Accans Toankfanmration
Explolation for Delense
Evasion

System Tene Discoery

Network Spifing

Paszaord Poliey Dissovery

RDP Hgociang

PassthoHash

_.I_



\_’,JI22123. 11:33 PM What is CrowdStrike? FAQ | CrowdStrike

What is CrowdStrike?

| Falcon platform FAQ
Want o sor the CmwdStnke Foleon™® pistfbrn in s2tuwn ) Szn with a free bl of next-gen antviue
CAPABILITIES

-+ What does CrowdStrike Falcon® do?

- What solutions are offered within the CrowdStrike Falcon® platiorm?

+ What is Falcon Fusion?

<4 What madules do | need to use Falcon Fusion?

-+ What is Falcon Prevent?

-+ What is Falcon Insight?

+ What is Falcon OverWaich?

-+ What is Falean Discover?

4 Can | use CrowdStrike Falcon® to replace my current AV solution?

+ Is GrowdStrike Falcon® certified for AV replacement?

<4 Which products can CrowdStrike Falcon® help me replace?

- Can CrowdStrike Falcon® be used for compliance requirements?

4+ How does CrowdStrike Falcon® compare to other “next-generation” endpoint protection solutions? What makes Faicon unigue?

<+ Can | use CrowdStrike Falcon® for incident response?

"

"

- Can Falcon Prevent block attacks?

Yes, Falcan Prevent offers powerful and comprehensive prevention capabilities. Falcon Prevent can stop execution of malicious code, block zero-

day exploits, kill processes and contain command and conteol callbacks.

https:/iwww.crowdstrike.com/productsifag/ 6/8



FALGON INSIGHT — EDR MADE EASY

Traditional endpoint security iools have blind spots, making them unable to see and

stop advanced threats, CrowdStrike Falcon Insight™ endpoint detectionandresponse

(EDR) solves this by delivering complete endpoint visibility across your organization.

Falcon Insight continuously monitors all endpoint activity and analyzes the datain
real time to automatically identify threat activity, enabling it to both detect and prevent
advancedthreats as they happen. Security teams can rapidly investigate incidents,
respond to alerts and proactively hunt for new threats.

KEY PRODUCT CAPABILITIES

SIMPLIFY DETECTION
AND RESOLUTION

o Automativally detectattacker
activities: Falcon Insight uses
indicators of attack (IOAs) to
automatically identify attacker
behavior and sends prioritized alerts
to the Falcon user interface (Ul},
eliminating time-consuming research
and manual searches.

8 Unravel entire attacks onjust
one screen: The CrowdScore™
Incident Workbench provides a
comprehensive view of an attack
from start to finish, with deep context
for faster and easier investigations.

a Accelerateinvestigation workflow
with MITRE AT T&CKE: Mapping
alerts tothe MITRE Adversarial
Tactics, Technigues and Common
Knowledge (ATT&CK®) framework
allows you to understand eventhe
most complex detectionsataglance,
reducing the time required lotriage
alerts,and accelerating prioritization
and remediation. Inaddition, the
intuitive Ul enables you to pivot
quickly and search across your entire
organization within seconds.

o Gaincontext andintelligence:
Integrated threat intelligence
delivers the complete context of an
attack, including attribution.

3
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FALGOR ENDPDINT DETECTION AND RESPONSE (EDR)

> . > PRI

Responddecisively : Actagainst
adversaries in real time to stop attacks
before they become breaches. Powerful
response actions allow you to contain and
investigate compron?isedsystems, and
Falcon Real Time Response capabilities
provide direct access to endpoints
under investigation. This allows security
responders torun actions on the system
and eradicate threats with surgical
precision.

GAIN FULL-SPECTRUM VISIBILITY
INREAL TIME

7]

See the big picture inrealtime;
CrowdScore delivers a simple metric

that helps an organization understand

its threat level in real time. This makes

it easy for security leaders to quickly
understand if they are under attack and
assess the severity of the threat so they
can coordinate the appropriate response.

Capture critical details for threat
hunting and forensic investigations:
Falcon Insight’s kernel-mode driver
captures over 400 raw events and related
information necessary to retrace incidents.

Getanswersinsecontds: The
CrowdStrike Threat Graph® database
stores event data and answers queriesin
five seconds or less, even across trillions of
events.

Recallfor up to 20 days: Falcon Insight
provides a caomplete record of endpoint
activity over time, whether your environment
consists of fewer than 100 endpoints or
more than 500,000.

Streamiine IT and security operations:
Falcon Fusion is a unified cloud-scale

Lea:y mare at www.crowdstrike.com

& 2021 CrovwdStrike, Inc. Allrights reserved.

security orchestration, automation and
response (SOAR) framework, providing
customizable and easy-to-use automation
to simplify enterprise security workflows.

Understand endpoint security posture:
Falcon Insight provides a Zero Trust
Assessment (ZTA) that determines
endpoint health across the organization,
With real-time security posture
assessment, you can easily identify and
update sensor policies and OS settings
that are out-of-date or increase risk. Share
assessment scores with CrowdStrike
Zero Trust ecosystem partners for real-
time conditional access enforcement.

REALIZE IMMEDIATE TIME-TO-VALUE

o Save time, effort andmoney: Cloud-

enabled Falcon Insight is delivered by the
CrowdStrike Falcon platformand does
not require any on-premises management
infrastructure.

Deploy in minutes: CrowdStrike
customers can deploy the cloud-delivered
Falcon agent to more than 100,000
endpoints globally in less than 24 hours.

Be immediately operational: With
unmatched detection and visibility from
Day One, Falcon Insight hits the ground
running, monitoring and recording on
installation without requiring reboots,
finetuning, baselining or complex
configuration.

Experience noimpact on the endpoint:
With only a lightweight agent on the
endpoint, searches take placein the
Threat Graph database without any
performance impact on endpoints or the
network.




Reference: htips://www.crowdstrike.com/resources/videos/how-to-contain-an-infected-system/
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CrowdStrike Falcon® capability is also referred to as “network quarantine” or “network
isolation” and is typically used by administrators to remove an infected {or possibly
infected) system from the network. This removes the ability for malware to spread or for
an attacker to move latterly across the network. With CrowdStrike Falcon®, once a system
is network contained, it can only make network connections to the CrowdStrike cloud
infrastructure or io local IPs that are specified by the administrator. It is also possible to

un-contain a system after the system is verified as clean.
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Preventing malware with custom blocking

re are cases when you might want to block applications because you are certain that
%u never want them to run in your environment.
Falcon allows you to upload hashes from your own black or white lists. To enabled this
navigate to the Configuration App, Prevention hashes window, and click on “Upload
Hashes" in the upper right-hand corner. Note that you can also automate the task
of importing_hashes with the CrowdStrike Falcon® API.

Configuration App

Then we can either brows to a file or paste a list directly into the windows. The list can
be a text file with one MD5 or SHA256 hash per line. All valid MD5 and SHAZ256 hashes
will be uploaded. Rows with non-MD5/SHA256 hash format will be ignored.

The list of hashes must meet the following criteria:

o Formatted as a plain text (.ixt) file
o Contains up to 3,000 MD5 and SHA256 hashes (per file)
o Contains one MD5 or SHA256 hash per line

o Lol
'\,\.- R

o Vider

o < lntenornies
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FALCON INSIGHT — EDR MADE EASY

Traditional endpoint security tools have blind spots, making them unable to see and
stop advanced threats. CrowdStrike Falcon insight™ endpoint detection and response
{EDR) solves this by delivering complete endpoint visibility across your organization.

Falcon Insight continuously monitors all endpoint activityand analyzes the datain
real lime to automatically identify threat activity, enabling it to both detect and prevent
advancedthreats as they happen. Security teams can rapidly investigate incidents,
respond to alerts and proactively hunt for new threats.

KEY PRODUGT CAPABILITIES

o Accelerateinvestigation workflow

SIMPLIFY DETECTION
AND RESOLUTION

s Automatically detect attacker
activities: Falcon insightuses
indicators of attack (IOAs) to
automatically identify attacker
behavior and sends prioritized alerts
to the Falcon user interface {(Ul),
eliminating time-consuming research
and manual searches.

o Unravel entire attacks on just
one screen: The CrowdScore™
Incident Workbench provides a
comprehensive view of an attack
from start to finish, with deep context
for faster and easier investigations.

with MITRE AT T&CKS: Mapping
aleris tothe MITRE Adversarial
Tactics, Techniques and Common
Knowledge (ATT&CK®) framework
allowsyouto understand even the
most complex detectionsataglance,
reducing the time required to triage
alerts,and accelerating prioritization
and remediation. In addition, the
intuitive Ul enables you to pivot
quickly and search across your entire
organization within seconds.

Gain context and intelligence:
Integrated threat intelligence
delivers the complete context of an
attack, including attribution.




T FALGON ENDPOINT DETEGTIDN AND RESPONSE (EDR)
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Responddecisively: Actagainst
adversaries in real time to stop attacks
before they become breaches. Powerfut
response actions allow you o contain and
investigate compromised systems, and
Falcon Real Time Response capahilities
provide direct access to endpoints
under investigation. This allows security
responders to run actions onthe system
and eradicate threats with surgical
precision.

GAIN FULL-SPECTRUM VISIBILITY
INREALTIME

See the bigpictureinreal ime:
CrowdScore delivers a simple metric

that helps an organization understand

its threat level in real time. This makes

it easy for security leaders to quickly
understand if they are under attack and
assess the severity of the threatso they
can coordinate the appropriate response.

Capture critical details for threat
hunting and forensic investigations:
Falcon Insight's kernel-mode driver
captures over 400 raw events and related
information necessary to retrace incidents.

Getanswersinseconds: The
CrowdStrike Threat Graph® database
stores event data and answers queries in
five seconds or less, even across trillions of
events.

Recall for up to 90 days: Falcon Insight
provides a complete record of endpoint
activity over tire, whether your environment
consists of fewer than 100 endpoints or
more than 500,000.

Streamline IT and security operations:
Falcon Fusion is a unified cloud-scale

Learn more at www.crawdstrike.com

© 2021 CrowdStrike, Inc. All rights reserved.

security orchestration, automation and
response (SOAR) framework, providing
customizable and easy-to-use automation
to simplify enterprise security workflows.

Understand endpoint security posture:
Falcon Insight provides a Zero Trust
Assessment (ZTA) that determines
endpoint heaith across the organization.
With real-time security posture
assessment, you can easily identify and
ppdate sensor policies and OS settings
that are out-of-date or increase risk. Share
assessment scores with CrowdStrike
Zero Trust ecosystem partners for real-
time conditional access enforcement.

REALIZE IMMEDIATE TIME-TO-VALUE

a Save time, effort and money: Cloud-

enabled Falcon Insight is delivered by the
CrowdStrike Falcon platform and does
not require any on-premises management
infrastructure.

Deploy inminutes: CrowdStrike
customers candeploy the cloud-delivered
Falcon agent to more than 100,000
endpoints globally inless than 24 haurs.

Be immediately operational: With
unmatched detection and visibility from
Day One, Falcon Insight hits the ground
running, monitoring and recording on
installation without requiring reboots,
finetuning, baselining or complex
configuration.

Experience noimpact on the endpaint:
With only alightweight agent on the
endpoint, searches take placein the
Threat Graph database withoutany
performance impact on endpoints or the
network.
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w_~al Time Response Policies

The default Real Time Response policy allows for basic
functionality on managed endpoints. Falcon administrators
can create and modify those policies to enable the right level
of response actions as needed within the organization or for
srecific endpoint groups. Detailed documentation on Real
Tnune Response policies is available in the Falcon Ul.

Conclusion

Real Time Response is a powerful tool that gives security
administrations the ability to remotely access systems for
administration tasks, remediation actions or forensics
collection, etc. without requiring physical access to the
system. For more information on the CrowdStrike solution,
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FALCON INSIGHT — EDR MA

DE EASY

~—~. Traditionalendpoint security tools have blind spots, making them unable to see and
stop advanced threats. CrowdStrike Falcon insight™ endpoint detection and response

(EDR) solves this by delivering complete endpoi

nt visibility across your organization.

Falcon Insight continuously monitors allendpoint activity and analyzes the data

inreal time to automatically identify threat activity, enabling it to both detectand
prevent advanced threats as they happen. All endpoint activity is also streamed to the
CrowdStrike Falcon® platform so that security teams can rapidly investigate incidents,
respond to alerts and proactively hunt for new threats.

= KEY PRODUGT CAPABILITIES

SIMPLIFY DETECTION °
AND RESOLUTION

a  Automatically detectattacker
activities: Falcon Insight uses
indicators of attack {({OAs) to
automatically identify attacker
behavior and sends prioritized alerts
to the Falcon user interface (Ul),
eliminating time-consuming research
and manual searches.

e Unravel entire attacks onjust
one screem: The CrowdScore™

— Incident Workbench provides a o
_ comprehensive view of an attack
e from start to finish, with deep context

forfaster and easier investigations.

Accelerate invesligation workflow
with MITRE AT T&CK®: Mapping
alerts to the MITRE Adversarial
Tagctics, Technigues and Cornmon
Knowledge (ATT&CK®) framework
allows youto understand even the
most complex detectionsataglance,
reducing the time required to triage
alerts, and accelerating prioritization
and remediation. In addition, the
intuitive Ui enables you to pivot
quickly and searchacross your entire
organization within seconds.

Gain context and intelligence:
Integrated threat intelligence
delivers the complete context of an
attack, including attribution.
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CrowdStrike Services Releases Free Incident Response Tracker
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FEamraty Heemin Ve Csterpplers Stan Freg Tt

< Haw: the TTPs of the incident

A ficlitious example timeline exiract is shovn belose. There is a Jot of nformation 16 this very short imeline extracl, but we can sae that there has beea credential access through a aumber of ulllifies, webshelis
reconnaissance fools and dataral movement. Wo can alse see the 1imes of actvily from the threat actor{s) on multipls systems, ranging from Sept, 18. 2021, through Eept. 28, 2021,
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“ne viord of warntng — and the consiont trap thas all investigators deo) with every day — is the dai2 rarmaiting In the CrowudStrike IR Trackar, Ouc strongest recommendation is fo ensure that ai dates &re

L

anverlad te UTC time (00:30) and In {SO 8801 uate farmal. An example of this format is the folluwing date and lime: "2021-09-26T13:54:07.3502." This same date format and cunsistenty s time zone ensures thal
shen we sort the limeline, the Ugta is sotisd clironolpyleally, I there is 8 mess of dale formals fiom different time zones {o taka into accuunt, v will bave @ hand time understanding lhe tueat acior's path thugh
the aetwork. If UTC time zone and 1SO 8801 time format are ahvays used ia the hmetine, then #ifs wilt b a little bil easler, When cunning a haviap ing that Is casier maiters, and
{rankly. when it comes {o Incidenis, being accurate and efficient is paromount.

Conclusion

With this and d wa can focus on halping the argenization (dentify the tpact to business ass2is. and In conjunctian with legal counsel, identlty any 12gulatory reporting

requirements, The CrovdStuke IR Tracker also belps enture that the raot cause of the (ncident gets . 20 your can e vulnerbilitics that were exploted and led 1d the incigent

To make fhe Inciden? eosier tp understand for business, we ollen create atlack or 1 timell {rom the idated Timaline tab. CrowuSlrike oltan crestes these dlagrams le succinclly explain

ncldenis for clients that have dnta les of of sysiems or aver muitiple years,

Fraally, it Is recommended 10 use an onfine p H such as Office 2GS or Goople Sheets, Using coltaboration 1oals pravides an efficlant maeans for diifetent peaple o update an anline
ant the risk af i tssues, Dota Is alsp updaied in neac real ime, which helps teams i y. Some of the repeiiiive copy and paste tesks can be automated

with the p ty the { y, but we vill leave that Tor a follow-up blog, and we are heppy o hear your deas on how la minimize the eifart on keeplng iha lracker up 16 dals.

The CrowdStrike IR Tracker itscif is not a panacea to cure ofl ills of e IR pracess, but ralher a tool ihat, if used correctly, can greatly y of i i and teams, Like 2l
tools i must be used correcily, and one of the key lenets cf the CrowdStrke IR teams Is our “tracker fivpicae.” We knovw thal if the CrovidSinke IR Tracker is no! maintained Ihen the results are golag o be poor.
The trackar gives back, but it can only give bock from the effort that i3 put inlo it by ALL l2am members, ALL of the time. Maintalning the tracker for the Incident takes viork 2nd discipline. but it is uus belief that it is

very mueh viorih the effort.

CrowdSirike 15 shanng 1he 12s08k ke fneidit Peomiess T3y e Tomntaie f0 give the DFIR community a starfing pofit for coltecting and recording incident artitacts in a consolidated and organized fashion. It is
Qur hiopis 1hat 1his resource IS 2 uselo] bascline for buildlng upnn within your own organization or when an IR nacker is needed nn shen aatice,

Aotsiral Resaures

o To request mare Informatlon or speak with a Cr Services repr
o Loarn about the poveertul, cloud-native {ren 38 A a.ons 2EQIe) i3 3oLlio)
© el fpiate yrired dten joal of Srapntdteae Fg oS Erpypnt™ (o $08 for yourself hove true naxi-gen AV performs agamnst taday's most sophisticated fhroats.
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Trends & Technologies, Inc.
6th Floor Trafalgar Plaza

105 H.V. Dela Costa Street, Salcedo Village
Makati City 1227 Philippines

Phone: +63 2 8811 8181 Fax:+63 2 8814 0130
www.trends.com.ph

Technology To Transcend

PROJECT MANAGEMENT PROGRAM PLAN
FOR GOVERNMENT INSURANCE CLUSTER

To ensure the compliance and delivery of the requirements by the Government Insurance Cluster,
TRENDS will provide a Project Management Program below:

Trends will use a two-pronged approach for project management. The project phases are planned
to use the Waterfall Project Management methodology while the actual tasks execution utilizes

Agile Methodology.

[ et d o o s . COVENTANGE

et | e | (S

Engagement Delivery
Handover Handover
I e G A GEMEN AN DOV UM GATIONS. N

1. Client Engagement.

During the Post Qualification Evaluation, Trends will demonstrate the salient features of the
proposed Shared Cyber Defense solution at the Project Site or via online.

Trends will assign the needed Project Manager and technical resources and will conduct kickoff
activity to ensure that every team member understands the engagement approach. All facets of
the project including manner of implementation, scope, requirements, and acceptance criteria
will be discussed during the kickoff activity.

2. Execution.

Trends will implement the proposed solution in accordance with the scope of work. All throughout,
monitoring of implementation activities will be done by Trend’s Project Manager. Weekly project
meetings will be conducted to ensure that all issues that may arise will be addressed. Project 4
status updates and reports will be provided to the client in a timely manner. The manthly project 4

monitoring report will be discussed by the Project Manager until the completion of the Phase




and Phase II of the project, as defined in the Delivery Time/ Completion Schedule. The Project
Manager shall be required to be onsite in any agency, by schedule, if necessary.

3. Transition,

Client onboarding will be done by Trends Service Transition Team to establish the service delivery
processes and to ensure completeness of SOC visibility and familiarization with clients’ processes
and network behaviors.

Guided by the CIS Controls Framework, Trends will conduct Information Security Maturity
Assessment which is a comprehensive gap analysis and risk assessment of an organization's
readiness to detect, prevent, contain, and respond to threats to information systems. This takes
on a holistic look on the organization's people, process, and technology to provide insights and
understand vulnerabilities, identify, and prioritize remediation activities and demonstrate
compliance.

Under €SC Control 17. Incident Response Management for Information Security Maturity
Assessment, Trends will review agencies Incident Response Plan (IRP) which would guide the
agencies on the creation, enhancement, and documentation of incident response playbooks,
policies, and guidelines such as, but not limited to:

‘Escalation process

Ihcident containment process

Incident éradication process

Incident recovery process

Incident identification process

Process flow

e 2 6 © 2 @

Once the solution has been implemented, Trends will conduct process discovery and workshop,
develop use cases, create playbooks and runbooks, and conduct tabletop exercises with the client.
Trends will map security playbook and runbooks for applicable security use cases to guide client
on their incident response. The playbooks and runbooks shall be signed off by the client and a
signed Certificate of Completion and Acceptance (COCA) shall be issued to Trends by the client.

4, Stabilization.

Trends will validate that the systems are able to detect and respond to potential threats. Trends
will perform fine tuning and comprehensive testing to verify the effectiveness of the security
measures put in place. During the stabilization period, the SLA will not be in effect. The SLA will
become mandatory during the Business-As-Usual (BAU) period.

Once the Stabilization period ends, there should be a signed Certificate of Completion of
Stabilization Period issued to Trends by the client.

5. Business-As-Usual,

Once tools and technologies are installed and relevant stakeholders signed off the Certificate of
Completion of Stabilization Period, Trends Operation Center will provide proactive monitoring,
detection, and response to security incidents and cyber threats of Government Insurance Cluster.



Trends will provide individual agency, web-based dashboards for accessing their agency
information ‘about alerts, attacks, track remediation on incidents, generate and extract reports
which can be presented near real-time or over a period of time.

Moreover, Trends, through its cloud SIEM platform, will ensure the availability of the ingested
raw logs twelve (12) months with comprehensive searchability. The logs, including evidence of
security incidents, should be tamper proof and made available for legal and regulatory purposes,
as required. The logs beyond the retention period shall be archived and given monthly to the
agencies in an agreed format. Agencies will provide a storage repository for the archived logs.

Service Delivery Architecture

Dunng the BAU, the Trends will follow the Service Delivery Architecture below:
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Trends Security Operation Center (SOC) team will petform 24x7x365 monitoring services
performed remotely at Trends Operations Center (TQOC) located in Trends-MICTS Head Office
Makati City, Philippines.

Trends will assign a Service Delivery Manager (SDM) to facilitate the delivery of the managed
services and serve as the initial point of contact for any escalation. On the other hand, the
agencies will also assign their respective SDM as the initial point of contact including tracking and
validating of requests.

The agencies can report incidents to their helpdesk support. Only their helpdesk support is
allowed to report the incidents to Trends SOC team for verification and authentication purposes.

Should there be any incidents nat captured on the monitoring taol, the agency can report the
incident through their SDM or helpdesk support, and contact Trends with the following details:
o Hotline: 8811-8181 extn: 8703, 8708, 8710 8715, 8716 and 8727

e Trends-SOC Email: soc@trends.com.ph



e Ivanti ticket: https://mictsv2-ism.trends.com.ph/HEAT/

Manpower Resources

Trends will have a dedicated 24x7x365 team assigned to the Government Insurance Cluster,
composed of the following with their respective roles and responsibilities:

Personnel Roles and Responsibilities
SOC Manager or Tier 4 In charge of strategy, priorities and the direct management of
Analyst (1) SOC staff when major security incidents oceur.

Responsibie for the management of the MSOC operations for
the agency and cluster.

Tier 3 Analyst (1) Responsible for managing critical incidents.
Responsible for actively hunting for threats and assessing the
vulnerability of the business.

1. Manage High Severity Triage

2. Incident Response and Forensics Capabilities

3. Threat Containment (Using Existing EDR or agreed
process)

4, Reporting and Post Incident Review

5. Use Case Development

6. Threat Searches

7. New Correlation Rules

Tier 2 Analyst (1) Responsible for conducting further analysis and deciding on a
strategy for containment.

1. Proactive Searches/ Threat Hunting

2. Qualification of Incident Priority/Severity

3. Investigation via SIEM/Analytics Platform and other
accessible sources

4, Rule Tuning

5. Ad hoc Vulnerability Advisory & Research

6. Threat Containment (Using Existing EDR or agreed
process)

7. Incident Response/Recommendations

Tier 1 Analysts (2) Responsible for the following tasks:

1. Monitoring via existing SIEM/Analytics Platform

2. Funneling of alerts (noise elimination)

3. Incident Validation

4, Case Management

5. Threat Containment (Using Existing EDR or agreed
process) — with guidance from L2 and up

6. General Communication

7. Weekly Summary Reports

Furthermore, Trends will also ensure that there will be alternate personnel deployed to the
Insurance Cluster should the primary personnel be unavailable for whatever reason.

Reports and Meetings




Monthly Service Performance Report.

The assigned dedicated local SOC Manager that will oversee that SOC and conduct regular
manthly service performance review and reporting to client’s management. The monthly
service performance report which contains the status of cases and the assistance needed
from the client, will be submitted and discussed by the SOC Manager. The monthly service
performance report will include the following:

o SLA Performance

o Correlated Events Overview

o Correlated Events Graph Distribution Overtime

o Correlated Events and Rules Triggered Summary

o Summary of Incident Ticker per Use Cases Incident Management

Regular Email Advisory and Intelligence Summary Reports

Trends will also provide regular email advisory and intelligence summary reports on the
latest local and international news, latest cyber threats, and updates in Cyber security
space, including detected information on the intention to target agencies or other
government industries, major activist campaigns, and indications of activism against the
agencies, financial and health sector, and the government.

However, a special report or notice to the agencies immediately, should there be
any information. or detection of targeted attacks against the agencies, the government or
the sectors of the concerned agencies.

Monthly Service Performance Review Meeting.

Led by the SOC Manager, Trends shall conduct monthly meetings with the agencies IT
stakeholders to review SOC performance and discuss the overall IT security posture of the
agencies, including fine-tuning of configurations and provision of best practices advice, to
aid in continuous improvement.

Furthermore, Trends will also facilitate SOC security briefings to IT and CxOs and key
decision-makers to discuss the intelligence summary reports and to share emerging
technology trends and the risks associated with it, new regulations, complexity and
sophistication of threats, requirement for companies to cyber-resilient among others.
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9/25/23, 10:26 AM Create and edit reporis - Splunk Documentation

Splunk Cloud Platform’

Reporting Manual

A~ Download manual as PDF [findex php?title=Doc plunkCloud:ReportCi dec yris:8.1.20128action=pdfhock&version=9.0.2305&product=SplunkCloud)
Product
Splunk Cloud Plafform™

Version
9.0.2305 (latest FedRAMP release) {latest release)

Documentation {{Documentation) / Splunk Cloud Flatform {/Documentation/SplunkCloud)
/ Reporting Manua| {{Documentation/SplunkCloud/latest/Report) ’
| Create and edit reports (IDocumentatlon/SplunkCloudIlatest!Report!Createandedilreporfs)

/.l. Download topic as PDF l/lndex.php?ﬂlle=Documental.ion:SplunkCloud:Repon:Crealeandeditrepons:ﬁ.l.zoﬂ" pdibook&version=9.0.2305&toplc=l&product=SplunkCloud)

— Create and edit reports

When you create a search or a pivot that you would like to run again or share with others, you can save it as a report. This means that you can create
reports from both the Search and the Pivot sides of the Splunk platform.

Once you create a report you can:

o View the resuits that the report returns on the report viewing page or Splunk Mobile. You can getto the viewing page for & report by clicking the name of
the report on the Reports listing page. See View reports in Splunk Mobile (hup'lldocs,splunk.com/DocumentationIAIerts/2.36.0/AlertsNIewReports) inthe
Download and Use Splunk Mobile manual to learn more about viewing reports on your mobile device.

» Open the report and edit it so that it returns different data or displays Its data In a different manner. Your report opens in elther Pivot or Search, depending

on how it was created.

In addition, if your permissions enable you to do so, you can:
» Change the report permissions to share it with other Splunk users. See Set report permissions, {http:#/docs.splunk.com/Documentation/Splunk/9.1.1/Repor
YManagereportpermissions} in this manual. . o
*'o Schedule the report sa that it runs on & regular interval. Scheduled reports can perform actions each time they run, such as sending report results via
email to a set of stakeholders. See Schedule reports, (htgp:_/ldocs,splunk.com/Documentation/SpIunle_.1.1/Rep9r_t/SchedL;Iere_pqr_ts) in this manual. _

o Accelerate siow-completing reporis built in Search. See Accelerate reports, (htthldocs.splunk.éoin/Documéhtaﬁon/SplunleJﬂ/Rebbrt/Acceleraterepbns)

in this manual.
« Embed scheduled reports in external websites. See Embed scheduled reports, (http:/ldocs.splunk.com/Documentaiion/Splunk/9.1.1IReporﬂEmbedschedul

edreports) in this manual,
» Add the report o a dashboard as a dashboard panel. See Add panels to dashboards (hnp://docs.spIunk.comIDocumentation/SplunkCloudlS.0.2305le/A

ddPanels) in the Dashboards and Visuallzations manual.

e Note: Permissions for reports built via Pivot must match those of the data model that was used to construct them. See "Permissions for Pivoi-based
reports,” (http://docs.splunk.com/Documentation/Splunk/9.1.1lReport/Managereportpermlssions#Permlss!ons__for_Pivot—based__reports). in this manual.

Manuaﬂﬂy create a report in Spiunk Web

You can create reports via Splunk Web four ways:
o From Search, by saving a search as a report
« From Pivot, by saving a pivot as a report.
o By selecting Settings > Searches, reports, and alerts and clicking New Report to add a new report.

+ From a dashboard, by converting an inline-search-powered dashboard panel to a report.

See the Tollowing supsecuons Tor more inforMation apout tnese report creation methods.

Save a search or pivot as a report from the Search or Pivot views

When you design a search or pivot that returns useful results, you can save it as a report. The report retains any formatting that you set up for the original
search, including chart visualizations and event list display options.

“=~  Nate: You can only save a search as a report when it Is running, paused, finalized, or completed.

1. Run a search or design a pivot that is worth saving as a report.

pa— 2. Click Save As and select Report. to save the search or pivot as a report. The report retains any formatting that you set up for the original search,
including chart visualizatlons and event list display options.

3, Provide a unique Title for the report. Supported characters for titles are a-z, A-Z, 0-9, or _.

4. (Optional) Provide a Description of the report.

5, {Optional) Add a time range picker to the report. A time range picker allows users without write permissions to reryrithe report over a different
time range without actually editing it.
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About dashboards

Dashboards are views that are made up of panels. The panels can contain modules such as search boxes, fie