4.The solution must be able to dstect and prevent the following:
~ axploltation behavior using lOAs and no signatures.
«rar v beh using Behaviar 10A palt and no signatures.

- file-less malvsare using Behavior I0A patterns.
fi using Behavior I0A pattems.

- BIOS lavel altacks
- Privilege Escalation
- Exfiltration

-G n ta mall and confro} destinations

Falcon Prevent simplifies operations with signal prol 1and as-a-ssrvice (SaaS) delivery. It also has Machine leaming
and artifictal Intolllgence to prevent known and unknown malwars, and behavior-basad indicalors of attack {I0As} which prevent sophisticated

tlacks, Incfl and fileless and malware-free attacks. Exploil blocking stops the execution and spread of threats via
unpatehed vuinerabiitles.

Refer to Page 1-2, Slgnatureless based attack protection,pdf

CrowdStrike bacomos the first endpolnt protect tion provider to integrate firmware allack detection capabilily, shining a bright light into
one of the last remalning dark comers of the modern PC: the BIOS.

Refer to Page 1, Bios Level Altack Prevention.pdf
Source; hips:/fwwvvr.crowdstrike.com/blogferovidstrike-first-to-defiver-bios-visibifity/

Falcon Host or also knovm as Falcon Sensor offers prevention agzinst mahware, But it expands beyond just malware protsction by also
offaring prevention ageinst advanced targeted aftacks and attacks that do not use malware, filing the wide gap left by solutions that primarity

focus on malware. Felcon Host uses the right detection and prevention feafure at the right time to prevent breaches across the entire altack
confinuum,

Attack Unfold: Cradential Theft / Privilege Escatation
Refer fo Page 1, Priviege Escatation Prevention.pgf

Falcon Host affers pravention against malware. But it expands beyond just malware proteciion by also offering prevenlion against advanced

|targeled atiacks and attacks that do not use malware, fillng the wide gap left by sofulions that pri ily focus on mal Falcon Host uses

the right dstoctlon and prevention feature at the right fime to prevent breaches across the entire &ftack continuum,
Final Objeclive: E.G. Data Exfillcation
Refer to Page 1, Dale Exfiltration Prevention,pdf

Falcon Prevent offers powerful and comprehenelve prevantion capabilities. Falcon Prevent can stap exscution of meliclous code, block zero-
day exploits, kill p. and contain and controf callback

Refer to page 8, Comprehensive prevention,pdf
|Sourcs: hitps:iivw trike fproducts/!

q

&. The solution must be able to enrich a detectad event with its own threat Infallj

1ce and not

any third-party Intelligence including mapping of the technique, tactic and procadure (TTP}

against the MITRE ATT&ACK framework.

For unparalleled alert context and visibliity, Falcon Prevent:

~ Provides dstalls, context and history for every alert

~Unravels en enfire attaciin one sasy-to grasp pracess {ree enrched with cantextual and threat intelligence data
- Maps elerls {o the MITRE Adversarial Tactics, Techniques end Common

Knowledge (ATTECK) rk (or quick understanding of aven tha most complex dstsctions

Refer to Page 1, MITRE ATT8ACK framework pdf
Falcon Insight XOR key capablilias
Industry-leading threat Infel

Bullt-in world-class threat Intelligence bolsters detection and supercharges your SQC. From at ic sandbox submissions to in-depth actor
profiles, get complete understanding of the threat and adversary behind It.

Raferta page 1, Falcon Insight XDR,pdf

2 hitps:/ive fproducts/endy ty/falcon-insight-xdr/
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1. The service provider must provide 24x7 Managed Threat Hunling Service, supparted by
experlenced and ceriiffied analysts or incident responders for the remole respenss on endpoint
incidents/events

) ) y )

Tl e IREy B T RS e ey o e B AT e R T
Falcon OverWatch is CrowdStrike's managed threal hunling service, built on the GrovaSiiike Falcon platfonm. Overwatch provides desp and
continuous human analysis, 24/7, lo relentlessly hunt for ar lous or nove! att f that Is designed to evade standard security
technologies.

OverWatch is comprised of an elite team of cross-disciplinary specialists who harness {he massive power of the CrowdStrike Threat Graph,
enriched with CrowdSfrike threat intelligence, to il ly hunt, 1 tigate and edvise on sophisticated threat activily in customer
environmants. Armed vilh cloud-scale tell y and dstailed ¢ on more than 130 adversary groups, OverWatch provides
unperalleled ability to see and stop {he most advanced threats.

Refer to Pags 1, 24%7 & ‘Threat Hunting Servico,pdf

2. The service provider must have pre-built threat hunling applications and queries

CrowdStrike Falcon provides mulliple approaches to threat hunfing.

The Investigats App options allow administrators to search for indicators of compromise in thelr
environment.

The Event Search funclionalily Is for pover users who want to accass all of their data In the CrowdStrke Threat Gragh

Refer {o Page 1-3, How to Hunt for Threat Ackivity with Falcon Endpaint Protection.pdf
Source: hitps:ivawnv.crowdstrike. /biogltech-can! {hroat-aetivity-falcon-sndpoint-p

3. The servics provider must be able {o get coniext from indicators such as [P's, URL's,
domains, or hashes using the tools within the platform, including assoclated evenls vith unique
visibility including aceount creation, login activity, locel firowall modification, servics
modification, sources of remote operalions (inciuding scheduled task creatians, registry
changes, WMIC execution, among others)

|Source: hitps:/fialcon.crowdstrike.com/d fedceb24/svents-data-

Hunling and Investigation

Falcon contains a sulle of powerul search tools that aliow you to analyze, explore, and hunt for suspicious or maliclous activily in your
environment. These tools Includs the pre-made search dashboards in the various Falcon apps as well as the ability to run custom queries on
the page in the Investigate App.

-Host Search
-Hash §earch
-User Saarch
-Source [P Search
-Bulk Hash Search
-Event Search

Refer to pages 1,2,13,15-17, Hunling and fnvestioation,pdf
Source: hitps://falcon.crowdsrik d ation/pageff4c86392/hunting-and-Investigation#msf0aadd

The Events Data Dictlonary provides reference information about the events found in Investigate > Event Search. Event Search helps you
get complete visibillly into all hosts running the Falcon sonsor.
~HostUr

|-ReferrerUr

Referto page 1-2, Event search - URL.pdF

A4
Y A1

The Falcon agent Is constantly monitoring and racording endpolnt ectivity and sireaming it o the CowdStrike Threat Graph in the doud. The

data gathered by Falcon [s metadata, Inciuding things Iike process execution, network connections, file system activity, user information,
service delails, script activity and admin tool usage.

Referfo page 1, How to Hunt for Thraat Aclivity with Falcon Endpoint Protection.pdf

https:iivn ike gltect wni-lhreat-activity-felcon-endpoint-protection/

MITRE Heat Map

Accaunt Discovery

Windows Management instrumentation
Extemal Remate Services

Scheduled Task/Job

External Remote Senvices

Account Discovery

Disable or Modify System Firewall

Refer fo page 19-20, Crowdstrike Report 2021 ThreatHunting,pdf
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4. The solution shafl be able to isolale “at-isk* endpoints, inchuding the blocking the launching
of susy orm {ion:

Falcon Pravent offers povfarfuf and comprehensive prevention capabiiities. Falcon Prevent can stop execufion of mallcious code, block zero-
day explolls, kill pracesses and contaln command and conlrol cattbacks,

Refer to Page 1, Cemprohensive prevention.pdf

: htips:ifenir. fproductstag/

Povserful response aclions alfow you to contaln (isolale) and investigale compromised systems, and Falcon Real Time Response capabilities
provide direct access ta endpoints under investigalion. This allows securify responders to run aclions on the system end eradicate threats
with surgical precision.

Referto Page 1, [sofatlon,pdf

Crow/dStrike Fafcon® copabilify s also referred fo as "network quarantine® or nefwork Isalation* and is typically used by administrators to
remove an Infected (or possibly infected) system from the nefwork.

Refer {o Pags 1 of How ta Cantain an Infected System With Crowdstrike Falcon,pdf
Sourcs httpsifwwav.crowdstrike.comit 1 hovr-fo-contaln-an-nfectad-syst

5. The solution shall aflow blackisting and whilelisting of hashes manually through the sefution.

Falcon allows you o upload hashes from your own biack orwhits lists. To enabled this navigate to the Configuration App, Prevention hashes
vindow, and click on “Upload Hashes" in the uppsr righi-hand comer.

Pleasa rafer to Page 1, Prevent Malware with Gustom Blocking in Crov/dStrike Falcon,pdf

|Source: hitps:/fwvny.crowdstrike.comiblog/iech-centerfhow-to-preven with-custom-blacklisting/

6. The solution shall provide remote response by adminisirators, analysts, or incident

responders such as contalnment, deleting filas, killng procsss among others without the need
for additional tools or agents.

Powerful response aclions allow you to contein and invesligate compromissd systems, and Felcon Real Time Response capabiliies provide
direct access ta endpoints under investigallon,

Please refer to Page 1, Falcon Real Time Response.pdf

Real Time Responss is a powerful toof that gives security administrallons the ability to remately access sy for adminfstration tasks,
fi iation actions or fi i llection, otc, without requiring physical access to the syslem.

Refar to Page 1, How {o Remolely Remediate an Incldent.pdf

8 : hitps:iiwn, dstril CEr ta-remediation-real-time-respanse/

7. The solution shall provide root cause analysis of all identified malicious aclivity.

The CrowdScors™ Incident Workbench provides a comprehensive view of an attack from start to finfsh, vilh deep conlext for faster and
easler investigations.

Refer o Page 1, Root Cause Analysis - Insight.pdf
CrowdSirike IR Tracker
‘The benefit of using a teal ke the CrowdStrke IR Tracker is that it provides a single place for synthesizing key incident information.

The Crow/dStrike IR Trackeralso helps ensure that the roat cause of the incident gets identified, so your organization can remediate the
vulnerabifilies that wers explollad and led to the Incidant,

Rofor to pages 1 and 3, CrowdStrike Servicas Releasss Fras Incldent Response Tracker.pdf
! N diait i d<nci

hitps:/iwvrer.cit t g gital-forer ar nonse-tracker!
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1. The solution shall provide individual agency, web-based dashboards for accossing lhew Trends will pmvlde an lndlvldual agsncy wob-ba basad dashboards for accessing their agency lnrarmarnn about aletts, altacks, lrack

agency information about aerls, attacks, frack remedtation on incidents, generats and extract remediafion on incidents, gensrate and exiract reporis vhich can be pressnled near roal-ime or over a time period.

reporis which can be presented near real-ime or over a lime perfod. The agencios must be

able to request customized dashboards and ad-hoc reporis from the service provider. Please see document. TRENDS_Project Management Program Plan for Govt Insurance Cluster_v1.0.docx
Splunk Enterprise Secusity includes a number of built-in dashboards that provide real-time visibiity into securily evenls and help securily

ysts idenlify and respond fo securily threats. Here are soms of the key bufit-in dashhoards:
Incident Review. View a summary of alf seourity incidents and allows analysts {o drll down into individual incldents to investigale and respond

ta sscurlly threats,
Asset Investigator. See & comprehensive view of all assels in your IT infrastructure, Including hosts, applications, and users, and Investigate
|asset-refated securily incidents.
Threat Aclivily. Get a real-time view of thraat aclivity across your IT infrastnucture, allowing you fo identify potential threats and respond to
them quickly.
Splunk Enterprise Securlty provides a number of benefils in terms of visuafizations and raports that can help organizations detect and
respond to seourily threals mors cffeciivoly, Soms of the kay bensfils are;
Real-{ime visibllity. See security events in real-time through interactive dashboards and visuellzations. This enables you to quickly delsct
anomaliss, Investigate Incldents, and respond to threats as they happen.
Actiohable Insights, The vlsuallzat(ons and reports in Splunk Enterprise Securily provide aclionable insighls into security evants, allowing
security analysts fo idenlify pattems and frends that may indicate a potential security breach.

Y Customizable reporis. Splunk Enterpriss Securlly comes vith a range of builtin reports that cover a variely of security use cases, but you can
also customize these reports to meet your speclfic needs. This can help you get a mors accurate and comprehensive view of your security
posture,

Refer {o pags 1, Eplunk_Visuafizations and reports.pdf
Source: hitps://iantern. splunk.com/Security/UCE/Priorilized_Actions/Visualizations_and_reporis/Prescripliva_Adoption_Motion_-
_Visualizalions_and_reports
Schedule ths report so that It runs on a regular Interval, Scheduled reporls can perform actions each time they run, such as sending report
{results via emall to a set of stakeholders.
Refer to page 1, Repoiting Manual - Create and edit reports.pdf
Source: hitps;//docs.splunk.com/Documentation/EplimkCloudfialesVReport/Createandeditreports
After you creato a search visualization or save a raport, you can add it in a new orexisting dashboard. There is also a Dashboard Editor that
yau oan usa to create and edit dashboards, The Dashboard Editor f5 useful when you have o set of saved repotts {hat you want to quickly
add {0 a dashhoard.
Refer to page 1, About dashboards - Splunk Documentation.pdf
Source: hifps:/fdocs.splunk.com/Documentation/SplunkCloud/2,0,2305/SearchTutorial/Aboutdashboards
2. The solution shall be capable to support collection of different lypes of metadata (e.g., logs, The Splunk platform can index any kind of data, In particular, the Splunk platform can index any and all IT streaming, machine, and historical
securily evants, nefwork flows, among others) from data sources and shall Includs log daln, such as Microsoft Windows event logs, wab server logs, live application Iogs, netv/ork faeds, metrics, change monitoring, message
compression and industry standard encryption at rest and in fransit o ensure security of queuos, archive files, and so on,
caplured data from disclosure to disinterasted parties,
Rofer to page 1, What data oan | index - Splunk Documentation.pdf
Sourco; hifps:/idocs.splunk comDocumentation/SplunkCloud/9.0.2305/DataWhatSplunkcanmonitor
Data Encryption In Transit
Splunk Cloud uses industry standard SSL/TLS 1.2+ (Secure Snckets Layer/Tr ransport Layer Secunily) encryplion for data in transit. All
v forwarders and user ions are d in this manner. El g is d by opporiunistio TLS encryption on emall
galovays,
Data Encryption At Rest
Splunk Gloud offers data encryption at rest using Advanced Enctyption Etendard (AES) 266-bit encryption, Encryption at rest [s avallable as a
premium service enhancement that customers can purchase,
~ Refer to page 1-2, Enctyplion at Rest and in Transit,pdf
. R . . . |Source: hitps:/ivaww.spilink.com/en_us/about-spiunk/splunk-data-security-and-privacy/cloud-securily-at-splunk.htm
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3. The data sources Ingested by the solution shall include at least The events from perimeter
security toels, activa diraclory logs, endpoint prolection, and endpoint detection and response
fools, including events from sensors that may be doplayed by the solutions provider, if needed,

Splunk Cloud Platform providas teols to configure many kinds of data inputs, including those that are specific to particular application needs.
Splunk Cloud Platform also provides the tools to configure any arbitrary data Input types. In gensera), you can categorize Splunk Cloud
Platform inputs as follows:

-~ Files and directorios

- Network events

- Windows sources

~ HTTP Event Collactor (HEC)
- Metrics

Refer lo page 1, Gelting Dala In.pdf

splunk.com/D ion/SplunkCloud/9.6.2305/Data/WhatSplunkcanmonitor

Splunk comes with {ons of epps and add-ons that provids integrations and insights into different solutions. Tha following data sources

are some ples that are supporied by tha platform;

-Firawall
-Directory Service
-Endpolnt

~others

Refer fe page 1, Discover Apps - Splunk.pdf
Sourco: hitps://sy splunk.comfap

P

4. The maximum aggregate daily data ingeslion shall be es {ollows:

Aguncy Daily Event Log Agpregate Sze in Gigabytvs (GB)

BTr 17 GB

GSIs 24GB The proposed SIEM has the dally data ingsstetion licenses based on the requirement;

558 il Refer to Bill of Materials

BOIC 15GB
Overview of the Splunk App for Conlent Packs
Splunk Centent Packs provido propackaged contant that you can use {o quickly sel up your Splunk IT Service Intell (TSI oriT Work (ITE
Work) onviconment. Thiz contont zan intludo g KPl base sepvica terp , saved glass lables, and other objects for use within ITS! or
ITE Work.
Refer to page 1, Splunk Contant Packs,pdf

ource: hitpsy splunk.com/D tentPackApp/2.0,0/0 i i
Splunk Security Esaentinls provides out-of-the-hox socurity use cases and actionable securily conlont fo bogin g tiweatls and ing gaps quickly
and effliciently. You can toverago the wide-ranging use caso librasy to elimi gaps in def posture, di i and Jjustify naw
|sources of dala basod on coverage of threals and risks ta the businass,
5. The service shall have content packs that are prabuilt ns for common

usa cases thal provide sels of rules, alarms, baselines, views, reports, variables, and
walchlists.

ity content fibrary

-Browso, bookmark and doploy aver 808 socurity delections with a few clicks,

-Find the right security conlant by filleting via use caso, threat, data source or cybersocurity framework.
+Slay nhead of thrants with cantent that pulls the latest detections from Splunk Threat Rosearch Team.

Refer to page 1, Securlty Monltoring - Splunk.pdf
VUG

Source: hitpaz) splunk.com UCE/F Visihility/ rity._s

Splunk Enlerprise Sacurity includes mare than 100 dast thal provide views and key data that might be customized and shared
with infended end users. Splunk T Security dashboards idanlify and i igata security Incidi revea! Insights in your avents, accelorale incident
Investigations, monitar the slatus of various security domalns, and audit your incidont | ipations and your ES

Refor o pago 1, Uso Splunk Enterprise Sccurity - introduction to the dashbonrds.pdf
Source: hitps/ splunk.com/D: ion/ES7.2.0/UseriDomaindi H
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10, The service provider shall ensure that the data ingested from the insurance claster is not
shared ar disclosed to or accessed by parifes not mentioned in the contract unless explicilly
granted permission by the cluster.

Trends adheres to Splunk Cloud Security data Retentlon Pratection and Cloud Security policies and
Cloud Security at Splunk

Cloud Infrastructure
Splunk uses a rahge of et gies to prevent unauthorized or of Spluni's network, servars ¢ i which

Inciude such things as logical and physicalcentrols to segment data, sys(em; and networks, Splunk monitorsdemarcation points used to
resttict access such as fi rswalls andsecurity group enforcement points. Remote users mustatilhenticate vith two-factor authentlcation prior
to accessingSplunk nefworks containing customer contant.

Splunk Employes and UssrAuthantication

Authorized users supporiing the defivery of Splunk services mustidentify and authenticats fo the network fi dplaff: using
their user ID and password.

Refer lo pages 1-3, Cloud Security at Splunk _ Splunk.pdf
Source; https:/iwww.splunk.com/en_usfabout-splunk/splunk-dat rity-and-privacy/cloud-sceurity-at-splunik htm!

In certain locafions, you may have rights under data proleotion faw, such as to requast access to or comection, delotion, or transfer of your
Personal Dala, or to object to or restrict Splunk from uslng it for certaln purposes. If you wauld llke to exercise these rights, please submit
your request, with a description of fhe nature of your request and the Persenal Data at issus, through our data request form, and we will
respond as 500n as reasonably practicable consistent with applicable taw. We will verify your Identity bafore we comply with your requast and
ask for your eooperation with our identity verification pracess.

Refer to pags 2, Splunk Privacy Policy.pdf
Source: htips:/Avww.splunk.com/en_us/legal/ptivacy-policy.html

- ~=A.4'Seourity: Orchestration; Automation and ResponEd (SOAR) -

1. The solullon must be able to integrats with the SIEM and full orchasirate securly
operalions and provide security teams with case management, automation, and [nvastigation
within a single pane of glass

LSRG e ek i G B A . s - eie 3
[e] Joud-native secunty, arch i and {SOARY) product empovsers sectrily teams te respond to cyber threals in minutes -
not hours of days. Chronicle SOAR fuses a unique threat-centrl [ yet simple ion, an fext-rich i tofrao up
|valuabls tme and ensure every security team member [ Inft | fuctive and affecti
Chronicle SOAR enables modern, fastand elfe : focy by combining playt ion, case { and i i thrant

inlellipence in ono cloud-native, intullive experoncs,
Refer {o page 1, datasheet-chronicle-soar.pdf

The Splunk app prepares cases with zll of the relevant aleris and evenls fram Splunk There are fwa ways to ingest these cnses info Chronicle SOAR: pull
hassd, and push based methods.

The first meMod is called pull based. Using this mothad, In order fo ingest cases info Chronicle 6OAR, you need {a conflgure tho Splunk Pull Connector,
vehich pulls cases from the Splunk app. This meihad doesa't require any additiona! configurafion in the Spiunk 2pp,

The second melhod Is called push based, Uslng this method, the Splunk app performs AP calls to Chronicle SOAR fo add a new case. In order {o wark with
thfs mathod, you need to generate a Chroniclo SOAR AP ksy and add a Chranlcle SOAR URI In the conflguration of the app.

Refer fo page 1, Splunk - Chronicle - infegration.pdF
Source: hifps:/feloud.google.comk el .

2. The solution must have visibility Into the security operafion provided via dasht , KPls
and cusfomizable reporfing

Track real-times SOC melrics and KPIs:

Chopse from out-of-the-b reporis and 1 {emplales to see how your feam is performing on the meidcs that maller to you —from
response rates fo cases closed fo Improvement over fime.

Referta page 5, chronicla-security-uperations.pdf

Edit - users can duplicato reports to the shared and personal folders, share reports, edlL reports, dowaload reports, and dolule shated repoits,

Referto page 1, usin
sfcloud,

g-advanced-raports,pdf
Sonrce; ic

coonle,
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3, The selution must bs able to support machine driven and analyst ied resy to remediale The plalform p an infuiive user i that aliows security analysts o invest create work , and auforaat acfions
threafs in a consistent end auditable manner without coding Chronlcle SOAR aglsa uses machine leamlng {o Imprave ils accutacy and speedin !den!lfymg and responding
fa security Incidents.

Refarto page 1, chronicle-soar-overvievs.pdf
Source: htfps:/feloud.goaglo.com/chronicle/dacs/soar/averview-and. intraduction/soar-ovarviaes

4. The solution must render alerts, cases, query reports, and events into clustered and
conlsxtualized threat storylines with a high degree of visualization

B. The solution must be an open architecture that allows for easy connectivity and integrations
to any existing system, bringing them al} together into a single, contextual language. Intagration
with ofher solutions can olthor be out of tho box or customized.

Autornafically group refated alerls Into threat-centric cases: Patented technology automalically graups contextually relaled alers into a single {hreat-centric
case, enpbling & single analyst to officlently invostigale and raspond ta a threat.

Conduct context-rich & igafions: Infegrate {hreat Intalligenco at avery step and visuallze tho most & t { data for each thraat—whuo did what,
and when—and the T allinvolved enlities allached to an event, product, ar source,

Refer fo page 4, chronicle-seourity-operations.pdf
Source: hilps://ehronicle securily/suilalsasr/

The Chronicle Marketplace acls as the ’s loolbox, holding a Wwide range of ulifliies and optlons fo choosa from, including:

i i {lons (o (hird parly app and custom Integrations that you have bulltin the IDE,
There are thres types af integrations you can see in the Chronicle Markstplace:

Commemlal- m(euralmna ln third perly applications which have been developed by Chronicle ~ including nev and updated onas

hy users {which have been validated by Chronicle and whlch wlll appearvnlh userdefalls next {o them}
cuslom-ml»grallnns vihich you have crealed and which are orly disptayed en your Ch

Rafer fo page 1, Uslng ths Chranlclu Mmkelplaco pdf

d.google. P @ '
Chronlcle Marketplace allows yau ta get the most out of the ingorp d solutfons by using infegralions, invastigaling {hreats, and your SOC
{enm's work.
Piease see (ist of solufions that are supported out of the hox by C! f for |,
Reler {o page 1, Chronic! kelplaca integrations.pdf
Saurca’ bilaseinud anonle {dnosf: f; ;
6. The soluflon must be able ta accelerate security incident pi by automating or semi Chronicle SOAR s af I securily orchestral and platform that helps organizations fo enhance thelr security posture by
automaling worldlows secutily viorkfl ducing resg {imes, and improving the y of security

Refer {o page 1, chronlcls-soar-overview.pdf
Source: httos://cloud.qoogle com/chronicie/doce/ssaravervisw-and-tntraduclion/soar-overview

7.The solution must be Includea out of the boy: or customizabis playbooks of best practices to
scale operations, drive consistency in responss and meet compliance requirements. Playbaoks
deployad shall include at least:

- Phishing entichment and response

- Malware endpuint rasponse

- Login Anomalies {multip!e fafled fogins, unusual aclivity such as legin attempts outslde
office hours, efc)

- Unusual browsing activity

- Web attack profiling and blacklisting

Ueing predefinad widgets in Playbook views

They have beon defined by Chronicle SOAR experls in order to retum spoclfic information for the actien, thoreby reducing the time required to
cusfomize and build the bespoke Playbook views.

Refer to pages 1-2, Using predefined widgsts in Playbook views.pdf

Source: hitps:/ehronicle-soar.alevio.helpfenferlicles/798-using-predefined-widgets-in-playbook-views

Working with Playbaok Blocks

Blocks are mini playbooks that users can craate and reuse in other playbooks. The Blocks can implement workdiows and logleal decisions that
might be useful in mulfiple playbooks

Refer to pages 1-5, Working vdtth Playbook Blocks - Chronlele SOAR Product Documentation.pdf

Source: hitpsi//chronicle-soar.efevio.helpfenfarticles/439-working-wilh-playbook-hlocks

Slemplify built-in playbooks

Sae list of built-in / customize playbooks for reference.
-Brute Force Attempt

~Virus Found

-Admin Login Fall

-Excessive Traffic Inbound (sfreaming, web, etc)
-Login at off hours Night: Admin login in non-warking hours 22:00-06:00
-Malware Infections

-Mallcious Website

-Indicators of Compromise: Web Server

-Spear Phishing Campaign

Referto pages 1-3, 6, 10, 11, 18, 23, 24, 44, 64, 76, Slemplify built-in playbooks.pdr

Pzge 13 of 33




) ) ) )

8. The solution should provide pre-set and cuslomizable KPI metrics to moriitar threat
response efficacy and team performance,

Track raal-{ime SOC metrics and KPIs:

Choose from cul-of-the-box Interactive reports and dashboard templates to see how your team Is performing on the meltics that matter to you
~ftom response rates to cases closed {o improvement over time.

Refer fo page 5, chronlcle-soar-overview.pdf
Sourcs: hitps:/fchronicle.securily/suitefsoarf

Dashboards & NMetrics

~ Cuslomizable Large Dashboards Screen

- Custom KPI's & Mefrics

-Recommendod KPI's & Metrcs (2.9, Human Workioad, Botfienecks etc.)
- SLA Tracking & Reporting

- Thresholds & Aterling

~ Exporting to Report

Reler to page

B. Vulncrabliity Management and Penéfration Testtng - - © . LR
|__B.1 Vainerability. Management: 7555 = .

Ry o TEERE L T -

-2 e L Rz
1. The solution provided must he a cloud based service, integrated within ths SIEM, that shall
give Immediate global visibllily into whare the Agency IT system might be vulnerable to the
fatest Intemet threats and how to pratect them.

Powzered by the CrowdStrike Securily Cloud and world-tlass Al, Falcon
Spollight sits within the CrowdStike Falcon Platform, levaraging the
single lightweight-agent archilecture. With Falcon Spotlight continucusly monitoring for vulnerability oxposuros, IT staff will always have

to up-to-dato information, with virlually no Impact to your endpuoints,
Shorten time-to-raspond wAth real-fime visibility into vulnerabililies and threals in your environment.
Refer o pages 1, crowdslike-falcon-spotlight-data-sheet.pdf

The GrowdStiike Falcon Spotiight Vulnerabllily Data Technical Add-on for Splunk allows CrawdStiike customers to retrievs GrowdStrike
Spotlight Vuinerability data from CrowdStrike Falcon Instence that have the Spotiight module enabled via AP,

Refer fo page 3 - 6 of Crowdstrike Falcon Spollight Vulnerabillly Data Add-on for Splunicpdl

2. It should be able fo conlinuously Tdentify threats and moniter unexpected changes in the netwotk
before they furn Into breaches. Tho solution can be agenliess or agent-asad If continuous monltoring is|
requirad on specific syetems,

Take advantage of the Falcon platform and lightweight agent to eliminate the burden of lengthy, performance-impacting soans. With scanless
tachnolopy, automated data collection and a real-time user intarfacs, your IT staff gains a continuous, comprehensive picture of all endpolnts

in your ¢ 1 ~ no mors ouldated reporting or long stans sloving dovm regular business processes,

Reler to page 2, crowdstrike-falcon-spoliight-data-shoet.pdf

3. The solulion should bs able to scan systems anywhers In the Agency environment, from the
same console; whether the asset Is on the perimeter, the intemal network, or cloud
snvironments (such as Amazon Web Services, Oracla Cloud, Microsoft Azure or Google
Cloud) with ths ability to create custom reports showing each audience just the level of detail it
needs fo seo.

CrowdStrike-Falcon-Spollight warks in all ypes of dala centers, including on-prem, hybrid, and cloud. Falcon also works in multiple cloud
plalform enviranments, including Amazon AWS, Google Gloud Flatform and Mlerosoft Azure, The Falcon sensor also supporls Windows,
Linuxand macOS at the kemel level, on bare metal or as a VM, with minimal impact.

Refer to page 1, How to Install Falcon in the Data Center.pdf
Source; hitps:/ivavwy.crowdstiko.comft h-center/install-falcon-datacenter/

Customized Scheduled Roports - Reported based off dashboards or other data sources can be generated and sent automatically on a
specified scheduls.

Refer to paga &, Hov to Use CrovdStriko Dashboards.pdr
Source: hllpsiiww.crowdsfrie.com/blogfech-centsr/customizable-d {

4. The solution should be able to Identify and prioritize crilicaf vulnerabllities and risks to enable
tho agencles lo prioritize the remediation of the highest business risks using trend analysis,
zero-dey and patch impact predictions,

Using Falcon Spolight, you can see the vulnerabilities exposed within your organization's environment and easlly prioritize thess with the
Explolt Prediction Raling Al (ExPRT.AY) model. EXPRT.Al relies on & vast databaso of sources, Indiuding CrowdStrike's own threat
inteliigancs, to enable you to more accuratefy prioritize vulnerabiiies that are critical to your business. After you've prioritized your
vulnerabifities end remediations, use the bullt-in integrations with the Falcon platform to deploy emergsney paiches, create custom
dashboards fo monilor your remediation efforts, and kick off extemal IT warkflaws with reporis, integrations and APIs.

Refer to page 1, crowdstrike-falcon-spollight-data.sheet.pdf
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6. The solufion should be able te track vulnarability data across hosts and fime, to give a beter
understanding of {he agencles seturily posture. The reports can bo changed thraugh existing pre-bullt
templates, vilhout the nesd to rescan. The reporls can be generaled on demand o scheduled
automatically and then shared with the eppropriate recipients online, in PDF or CSV

This document provides an avervisw of hovs to quickly filter and report the real-lims vulnerabllily data In Falcon Spottight, With custom fifters,
organizalions can creals custom views (o focus on specific assets, producls, and vulnerabilities. Those filters can then be saved for fulure
referonce and used o create shareable, cuslom dashboards.

Refer to page 1, How o Use Cusfom Filtars In Falcon Spotlight pdf
Souree: hitps:fhwvav.crowdstrike.com/blogiech-center/spotiight-custom-filters/

Create scheduled reports io get aufomatic, recurring updales of the data that matlers most to you, You can downioed and share your

hadulad reports, and receive a nolification each time a naw report is available.

When crealing a new scheduled report, you customize selfings in four main sections, ’
-Report Data: A new scheduled report begins with a Falcon data source that specifies the type of data you want to see in the report,
Depending on the data source you select, additional filfering options may be avallable fo narrow the scope of the data that displays.
-Report Defafls

-Report Schedule

-Nolifications

In the Report delails section, provide basic information thet dstines your roport.
Fils format: Choosas a flle format for generating your reports.

Vulnerabliity management and host reports: JSON (default) or CSV
Dashboard reports: PDF

Emal: Send scheduled report notificallans to a specified list of ernail addressss in your approved domains. You can designalte up to 10 email
nofification redplents per scheduled repart, inciuding peaple who are not Falcon users,

In addltion to the scheduled generalion of reports, use {he Run report oplion to gencrate a current report on demand. Just like roporis that
run on a schedule, nofificalions are sent to recipients and the report is saved in the report history when processing is complete.

Refer o pages 1, 2, 3, 6, and 12, Scheduled Reporl _Dashboards and Reporis_Falcon.pdf
Souree: hitps:fffalcon.crowdstriko.com/dc tetion/page/d31(69a2/sct i-reports

6. The solution should be able to automatically gather and anafyze securily and compliance
data In a scalable backend, with provisioning addilianal capabilities as easy as checking a box,

The resulting dashboard provides a visualization of the filter including a chart regarding remediation compfiance. Using the "Seftings” menu,
each dashboard can be shared for the benefit of other team members, and the bookmark feeture can be used for ease of use,

Refer to page 1, How to Use Custom Filters in Falcan Spoflight.pdf
Source: hitpsi/fwww.crowdsirike.com/blogitech-centar/spotiight-custom-filters!

Falcon Spotlight allows you io search for installed patches on your network as part of compliance maniloring. This can be used to show
evidence that a system Is patched or cenfigured comsctly.

Monitar patches on Windows-hased hosts in your environment within the Falcon cansola.
{dentify hosts with active Windows Update patches.

-ldentify hosts with pending patches thal require a reboot.

-View patch detalls for individual hosts.

-Export patching reports.

Refer {o page 1, Vulnerability Management: Installed Patch Monitoring.pdf
Source: https:/ifalcon. istrike. Id tation/page/b8ddbOb4fvulnerability-management-nstalled-patch-monitoring

7. The solution should bs ablo to proactivaly address potentlal threals whensver new
vulnerabilllies appear, vilh real-time aleits to nofify the agencies immediately, without the need
to scheduls scan windows or manage soanning credentials.

This document provides an overview of how to quickly filler and report tha real-time vulnerabliily dala in Falcon Spotlight, Wilh custom fiters,
organizations can create custom visws to focus on specific assets, products, and vulnerabifitles.

Refer {o page 1, How to Use Cuslom Filters in Falcon SpotlighL pdf
8 hitps:ifvw i /blogitech-center/spotiight-customfiltars/

Take advantage of the Falcon platform and lightweight agent fo eliminato tho burden of lengthy, performance-impacting scans. With scanfess
technology, automated data colleclion and a real-time user interface, your IT staff gains a conlinuous, comprehensive picture of all endpoints
in your organizalion — no more outdated reporting or long scans slowing down rogular business processas,

Refer to page 2, crowdstriea-faicon-spotlight-data-sheef, pdf
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8.The solution must be able to conduct a continuous compromise assessment, which shall
Include at the minimum;

- dentification of the specific vulnerabilifies, at risk, and/or compromised assats

- Evaluation of scannod assets and identification of possible vulnerabillly linkages through a
detalled analysis of the resufls

With Falcon Spollight continuously ing for vull oility exp , IT staff will always have access o up-to-date Information, with
virlually no impact to your endpoints.

L for vul ilitias wilh the Falcon sensor on all of your andpal hethar on or off the

Falcon Spotlight is always on, seamlessly bridging the gap between vulnerabllity management and the rest of the Falcon platform, enriching
threat detection and intelligence use cases. Simply select a vulnerabllity within the dashboard to see a wealth of data around threat actors,
including threat intelligence reports and addilional insights,

Utiize Ihe tight integralion betwoen the Falcon platform and other Falcon modules for additional in-dapth rasearch

Refer to pags 1-2, crowdslrike-falcan-spolfight-data-sheel.pdf

Falcon Spollight provides custom fiters and dashboards and to help companles quickly understand vulnerability data, identify risk and
prioritize remediation.

Refer {o page 1, How to Use Custom Fliters in Faleon Spotiight.pdt
Source: hitpsiiivanw. ike.c Iy} pollight-custom-fillers/

Refer to https:iivaw w/dstril )f h f potlight-for-vulnerability-management/

B.2 Vulnorabllity Assessment and Penétration Tosting (VAPT)

1. Vulnerability Assessment and Penetralion Testing (VAPT) shall be performed annually on an
agreod schedule and scope with the agencies. The VAPT scope may include netwark
infrasiructure, applications {e.g., public-facing web and mobile applications), Application
Programming Interf. (APIs), endpolnts, hosts end datab , Including member service
systems or kiosks, if any and among others.

This Vulnerability Assessment and Penetralion Testing will bs performed annually based on agreed schedules and scape with the agencies.
The VAPT scope may include targets such as but not fimited to notwork infrastructure, natwark devices, servers, i
(e.g., public-facing web and mobile applications), and APIs, endpoints, hosts and database, including ber service
any and among others.

ystams o kiosks, If

Please see document: TRENDS_VULNERABILITY ASSESSMENT AND PENETRATION TESTING PROCESS_v1.0.docx, page 4 - Scope
and Definlllon

2. The scope of VAPT shall be at least the following:

Ay B .
T Ten T vk, vnsh BB addnibucs _
: asis ' oD Eacmlreiousos, 210Ha AEpk. i 10 80 1P adiatgey
"‘ " Tsss 2 Extemal et | maldo i tp la 150 17 Addeisea
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This Vulnerability Assessment and Penetration Testing will be performed annually based on agreed schadulos and scope vilh the agencias.
The VAPT scopo may include targets cuch as but not limited to network infrastructure, network dovices, servers, workstations, applicallons,
(e.9., public-fecing web and moblle applications), and APIs, endpaints, hosts and databese, including member service systems or kiosks, if
any and among others.

‘The scope of VAPT will be at lpast the following:

Agency Scope
8ir 7 External resaurces, up to 80 IP addresses
GSIS 20 External resources, 2 mobile apps, up to 80 IP addresses
5SS 25 External resources, 3 maobile app up to 150 IP addresses
#DIC 8 Extemnal resources, up ta 80 IP addresses

Please see documant: TRENDS_VULNERABILITY ASSESSMENT AND PENETRATION TESTING PROCESS_v1.0, page. 16 - ANNEX 5.
Scops of Vulnerabilily Assessmant and Penetration Testing

3. Ths service provider shall deliver and malntain a vulnerabillly database vith relevant soflware
version upgrades and security policy update recommendatlons, Inclusive of changes to exlsting
and new vulnerability and threat signalures.

Trends VAPT team shall deliver and 1a ity with relevant soft version and rity policy updates

through various platforms and tools that shall be used to perform tha vulnarabliity and and penetration services.

Please see document: TRENDS_VULNERABILITY ASSESSMENT AND PENETRATION TESTING PROCESS_v1.0, page 16 - ANNEX 5.
Scope of Vulnerabliity Assossment and Penotration Testing

4. The service provider shall provide online reporting and metrics capabiiity;
~VAPT resulis/data (Including risk, remediation stalus, and data compromised, if any) and

Trands will provide oniino roporting and metric capabllity. Trends will provide accaess lo agencies lo an online reporting partal that will include
the VAPT results/ data {including risk, remediation status, and data compromised, if any) and access to historical tast resuit and trends

access to historical test result and trand analysis delivered via the servica provider's portal shall analysis dellvered. This would also include handholding vith the 1o properiy diate/mitigate vull yilites, findi
be accessible to Lhe agencies, This would also include hendholding with lhe agencies concemed and observations.
to propariy /mitigata vulnerabliities, and observall
Please see documont: TRENDS_VULNERABILITY ASSESSMENT AND PENETRATION TESTING PROCESS_v1.0, paga 7 - Section 4.4.
Communlcate
~
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6. The servics provider shall have predefined fieldsitemplates for the gensration of reports, such
as, but not limited to:

- VAPT Repo (i.e., Exsculive Summary, Conclusion for Management Area, and Speclfic
Aclion Plans)

- Security Profiting Resulls (including reports from automated scanning toals)

- Detailed observations and racommendations

This stage is focused on submitling the report and conducting a presentation,

Trends has predefined fields/ tempfates for the generation of reports, such as but not imited to:

- VAPT report (1.e,, Executive Summary. Conciusion for Management Area, and Specific Action Plans)
- Security Profiling Results (including reports from automated seanning fools)

- Delalled observations and recommendations.

After the resulls have been meticulously documented in a comprehensive report, this information vl be presented to all designated Points of
Gontact through a forma! presentation. Additionally, coples of the roports, avaiable in file formals Including but not Iimited to PDF and Excsl,
viill be submitted via our portal, The portal includes alf historical test reparts and trend analysis.

Please ses document. TRENDS_VULNERABILITY ASSESSMENT AND PENETRATION TEBTING PROCESS_v1.0, paga 7 - Seclion 4.4,
Communicate

Trends provide two (2) types of VAPT report which are Executive Report and Technical Report that includes all the deflnitions, references,
evidences and gulde on how findings can be diated

Please see dacument: TRENDS_VULNERABILITY ASSESSMENT AND PENETRATION TESTING PROCESS_v1.0, page 13 - ANNEX 2,
Vuinerabllty Assessment and Penelration Testing Report,

Please ses document: TRENDS_VULNERABILITY ASSESSMENT AND PENETRATION TESTING PROCESS_v1.0, page 14 - ANNEX 3.
Revalida Report.

6. Common Vulnerabilily Scoring Syslem values:

- The service provider shall use CVSS va.0 or lator for risk ranking end pricritizing security
vulnerabilties.

- The servics providsr shall be capable fo generate mulf-ormat reports, including exporting of
report dafa in PDF, Microsoft Exsel, XML, CSV, and HTML.

The severily rating for vulnerabilities is computed using the Common Vuinerability Seoring Syslem 3.1 (CVES v3.1) and the response time of
findIngs will be based on the risk rating on sach confirmed vulnerabifty.
https:/fvd.nist.govivuin-metrics/cvss

Trends VAPT tools and platform can generate mulli-format pre-buiit reports and czn be exported using PDF, MS Excel, XML, CS8V, and
HTML,

Please sea document; TRENDS_VULNERABILITY ASSESSMENT AND PENETRATION TESTING PROCESS_v1.0, page 12 - ANNEX 1.

| Ssverily Rafing.

7. The service provider shall perform Host di y and Operating System (OS) fingerprinting
functionalities for the following, but not fimited to:

~ Windows (all verslons)

- tInux and other Unix lfavors (all verslons)

- Netwark and security related equi 1, whether soft or hard! based

~ User profile sellings

~Advanced password analysis

During the discovery stage, VAPT enginoer vill commencs the process of discovering, fingetprinting, and identifying vulnerabiiities within the
host, operating system (0S) and services.

for the folloving, but not lmiled to;

- Windows (all versions)

~Unux.and other Unix flavors (all versions)

~Network and securlfy-relatod aquipment, whether soflware or hardware-based

- User profe selfings

-Advanced password analysis

This can he achieved through elther manual or automated methods. Aulomated Vulnerability Assessment employs different scanning tools
and in-house scripts. Subsequently, the findings are validated using & manual approach by tho enginests to minimize false posifives.

Please see documenl: TRENDS_VULNERABILITY ASSESSMENT AND PENETRATION TESTING PROCESS._v1 .0, page 64,21,
Perform the Manual and Aufomated Vulnerability Assessment on the Target.
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1. The solution shall defiver threat intelligence an ihe follawing:

8. The service previder shall perform common service discovery and fingsrprinting functionalities
for tha following, whether on-premise or cloud-based:

~ Application sarvers

- Authentication servers

- Backdoors and remole access services

- Backup applications/tools

- Database servars

~Aclive Directory, Lightwelght Diroctory Access Protocol (LDAP)

-Domain Name Systems (DNS)

- Mall servers and Simple Mall Transfer Prolocols (SMTP)

~Network Fila Systems (NFS), Netwark Basic Input/Output System (NelBlOS) and Common
Intemet Flle Systems (CIFS)

- Network Tima Protocols (NTP)

-Remote Procsdure Calis

-Routing protocals

- Simple: Nehwork Monltoring Protocal (SNMP)

- Telacommunications Nobwork (Teinat), Trivial File Transfer Prolocol (TFTP), Securs Shell
(SSH)

- Viruel Private Netwark (VPN)

- Web and mobile zpplications

-Web servers

|[Furthenmore, the engineer will perform common service discovery and fingerprinting functionalitlas for the following, whether on-premise or

cloud-based:

- Application servers

- Aulhentication servers

- Backdoers and remolo access services

- Backup applicationsfools

- Database servers

- Aclive Directory, Lightweight Directory Access Protoco) (LDAP)

~Domain Name Systsms (DNS)

- Mall servers and Simple Mall Transfer Protocols (SMTP)

- Networlc File Systeme (NFS), Nebwork Basic Input/Output System (NstBIOS) and Common Intsmet File Systems (CIFS)
~ Network Time Profocols (NTP)

~ Remote Procedure Cells

- Rouling protocols

- Simple Network Monitoring Protocol (SNMP)

- Telacommun(cations Nelwork (Telnet), Trivial Fils Transfer Protoco! (TFTP), Secure Shell (88H)
- Virual Private Network (VPN)

- Web and mobile applioations

- Wob servers

This can bs achieved through ejther or automated methods. Aut 1 Vulnerabliity Assessment employs different scanning tacfs,
and in-house scripts. Subsequentiy, the findings are validated using a manual appraach hy tho engineers to minimize fales posltives,

Please see documenl: TRENDS_VULIERABILITY ASSESSMENT AND PENETRATION TESTING PROCESS_v1.0, page 6 - 4.2.1.
Perform tha Manual and Automaled Vulnereblity Assessment on the Target.

~Brand protection - company names/domaln

Cyble Vision works on keywaords like Company Name, domains, exscufive Id, logo etc, Vision continuously scans for any expostre o thess
keywords on Open Infemet, Darkweb, Soclal modia platforms, messaging channels fike Telegram & Discord, if we identify any aclivity
h the Brand of cust tool i tely generate the alert wilh severily score,

Domaln name registration monitoring and search {newly reglstered domains) to dstact suspicious domains or {ypo-squalled domains that are
created to farget your brand

Referlo pags 11, About Cyble.pdf

- Social media pages

Cyble monitors multiple social media platforms, ta search for impersonated profiles & accounts of Gust acutive, fake f fgroups &
websiles

Refor {o page 11, About Cyble,pdf

- External Infemet Protocol (IF) addresses

Cyble Vision uses it's own inlemet scanner , through which on daily basis we're assessing more than 3 billlon IP, sorvices running on thoss
assets & assoclated vulnerabliilies. Cyble will regulary monltor all the ext facing IP of cust wherverther's a presence of client
keyvords at a meta dats level like on SSL cert, HTML seript, HTTP response efring.

With our ASM foalure, you can

1. Discover your domalns and sub-domains, thelr hosting Infrastructura along with the details of the!r discovarabillty and the [P reputation of
these assels.

4. Viguallzs the dynamic risk scora of evary IP address to nolify you whether there is any security risk or maliclous activity reported for that
asset to facllitate analysis and resolution of the issue.

Referfo page 8, About Cyble.pdf
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~Websits and mobile application monitoring

Cyble vislon monitors for all the fake that are misusing clisnt's keyy & logos, Cybla vision also provides Vieb App scanning
setvices vis a vis OWASP TOP 10 vulnerabilitles

Cyble's Vislon monilors mulliple app stores such as Google Playstore, Apple, Amazon, Tencont We do ¢lose {o real-time detection of the
apps though our enterpriss product Cyble Vision, and also pseform security analysls on them by checking agalnst our malware repositories for
early slgns of infections or nefarious activities.

VWebsite watermarking and monitoring to nolify you whenever a fraudster mimors your website or copiss your code to sefup a look alike
phishing website *

Deteclion of foke mobile apps that are hostad on Iegltimale as well as third parly app stores
Refer fo paga 11, About Cyble.pdf

~VIP e-mails

VIP Email monifoting is covered as a part of Execulive monitoring Servics.

Cyble ofters VIP/ Execulive monitoring spanning soclal media as wall 25 the Dark web by dstscling and nolifying you about suspicious
acliviies.

Refer fo page 12, About Cyble.ndf

- Seclor monitering Financial, Govemment, Insurancs, and Healtheare

Cyble is currently catering fo 100+ global BFSI customers, vve do exdensive research on DV & Open intemet {o Idenfify issues in BFSI
sector. Cyble provides sector & region specilic Threat Intel in the form of Advisaries, NewsFlashes & Ransomware updales

Cyble threat library contalns information on 41 sectors and industries.
Refer o page 15, About Cyble.pdl’
Sector moniering Financial, Govemment, Insurance, and Heallhcars ¢an be search it in Vision Portal

Referto Cyble Sector Monitoring Screenshats.pdf

- Soclety for Worldvide Interbank Financial Telecommunication (SWIFT) codes

SWIFT codo will be considsred as a keyword any exposure of that on Darloveb or on Open intemet will be indexed on the dashboard iiself.

Refer to Cyble SWIFT Codes.pdf,pdf

- Credit cards

Cyble Is present on all the Darkweb markelplaces, TOR sites, Teleg Is which provid i credit card detalls , on 8 monthly

T

basis we Index around 2-3mn comproniised cards on the platform itself, havrng card numbers. eyv, explry & Pll data of users

Refer to page 4, About Cyble,pdf

- GitHub Platform monitor exposed sensitlve codes on all of the platfanms fike: Github, BitBucket, Postman, Docker Hub
Discover (hs exposure of your sensitive data (API keys, user accounts, access keys, passwords, sensilive IP addresses ele,) and software
(application code and bullds) via public iInsecure code repositories such as GitHub and Bllbucket ete,
Refer to page 8, About Cyble.pdf

- Cusltom queries

Client can petform custom queries using Boolean operands In spolilght search agalnst 40+ seivices

The Master Dashboard module In Cybls Vision provides an easy-lo-use intetface for clients fo configure thelr search keywaords, domalns,
assefs and define the alerting rules for events of thelr interest.

Refer to page 17, About Cyble.pdf
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- 25 Site fake downs for sach agency during the duration of the conlract{i.e., phishing, Trands end Cybls {s praviding takedawn services for phishing, fake social media sites, maliclous and suspicious domains efc.

soclal media sites, and others) however, should the agency need additional fakedowns,

this will be provided by the service provider et no additlonal cost. Y Refer to page 20, About Cyblo.pdf
Refer to Bill of Malerials

- Scraping databases that confain large amounts of dala found In the deep and dark web  Through Cyble big data analytics and automalion platform as well as tradecraft and human lntelllgsnrﬁ (HUMINT) Cyble gathers ferabytes
(TB) of data dally across 1700+ cyber-trime forums and dark wab forums, e sites, hundi of Tel and Discord channels,

v and other markelplaces to gain unmalched insights info the activities of tha threat actors, thelr targets, their motivations and their tools and

technlquos.
Refer to page 8, About Cyble.pdf

- Third paity queries

The agencies can monitor the attack surface exposurs of {heir 3rd Parties with Cyhle.

Bscoms aware of prominent data leaks, breaches, or ransomware-related breaches across the globe along wilh any organizational data or

Y customer Pl exposed in lhe breach/leak at a third perty {pltsiness partnsr, vendor, constiting firm or service provider etc,) to assess ifs
impact to your business; a!l these {hrough our updated threat advisories and quick reports.

Refarto page 10, About Cyble.pdf

~ Investigation

Trends and Cyble dari¢ weh monitering and Intelligsncse team continuously monitors the activities across various open as well as invite-only
invite-only/private forums fo gain early waming inteffigence about a potential cyber-attack on 2 viclim, any posts or chalter or messages on
daric v/eb forums that could Indicate en access or data compromise involving the client organization, its employses, or iis vendors. This

v allows Trends to Initlate an appropriate response or conduct an internal investigation to identify the source of the incident.

Refer to page 8, About Cyble.pdf

~ Threat library Cyble Is currently monitoring 3000+ Threat Actars, 150+ ransomware gangs, 1000+ malware operators & 80 Bn+ Threat indicators are

indexed In tha platform.
Client can search for APT groups, Toals, Targeted Induslry, Targot Geagraphy, IP detsils, Ransomware groups ete.

Threat Library ssction, providing detalled inte) on globat Advanced Persistent Threat Groups, Ransomware groups, Threzt Actors, Taols they
uss, thelr Aliases, 10Cs, Counfry of Origin, Target Industry & Target Geography for effectiva moniforing and tracking.

Refor to paga 15, About Cyble.pdf

2, The (hreat infelligence solution must, at minimally, harvest data from the folloving open, technical

Cyble Vision provide a single dashboard to configure, manage, visvs and track users and incidsnts across Deep, Dark Web and Surfacs
and closed sources types:

Web, It continuously menitors and generats the exposure resulls.

Cyble monitors 5000+ cybercrime forums regularly which form 80% traftic of totel Cyber crime markets.

Vision on daily basls vislon is scanning 4bn+ Digital assefs, 40 bni OSINT pages, 1000+Malware operations, 3000+ Threat Actors & thelr
TTP.

Our Bots & toam of researchers ars prasent in varfous Throat Actor closed Telsgram Chat groups, IRC chal rooms, 12P sites, TOR sites,
Y Cybercsime Forums , Rar Forums ete, if we find any mention of our client's keywords liko; croden(ials, documents, lnfra detalls
senslﬂve codes ete. we immediately provide intel]lgance fo ourcustomers & provide the visibilily of same on the dashboard itself,

Cybls monitors multiple social medla platforms, to search for impersonated profiles & accounts of Customer tive, fake pag p:
websiles

Cyble has a group of human analy;st parforming rasearch

Refer to page 7, About Cyble.pdf
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- Malnstream Media (including news, information security sites, vendor reseerch, blogs,
vulnerability disclosures)

Through Cyble blg data analytics and automation pfat as wellas t and human intelligence (HUMINT} Cyble gathers terabytes
(TB) of data daily across 1700+ cyber-crime forums and dark web forums, ransomware sites, hundreds of Telegram and Discord channels,

and other marielplacss to gain unmatched insights into the activities of the threat aclors, their targets, {helr mofivations and their tools and
technigues.

Harvest data from the mainstream media (including nevss, information securnity sites, vendor ressarch, blogs, vulnerahility disclosures) are
bsing published in The Cyber Express,

 The Gyber Express by Cyble Is a cyber ity news publication that provides the lafest nevs and enalysis about the | lon rity
Industry.

We cover a vide range of {opics, Including cyber {hraats and vulnerabilities, data braaches, cybercrime, cyber defense and security, and the
[atest technologles and teols for protecting against cyber-attacks,

Refer to page 1, The Cyber Express, No, 1 Trusted Cybersecurity News Site.pdf
Sourcee: hitps:/ithecybsrexpress.com/firevall-daily/

~Soclal Media

Detocling soclal madia ace:
official accounts of the organization

t (Instagram, F

k. YouTube, Linkedin, Reddit) that are created to impsrsonate the

Cyble gathers terabyles (TB) of data daily across 1700+ cyber-crime forums and dark web forums, ransomwars sites, hundreds of Telegram
and Discord channels, and other marketplaces

Refer to page 9 and 11, About Cyble.pdf

-Forums

Cyble gathers terabytes (TB) of dafa dally across 1700+ cyber-crime forums and dark web forums, ransomware sites, hundreds of Telegram
and Discord channele, and other markelplaces

Refer o page 9, About Cyble,pdf

- Paste Sites

Galher infelligencs through scrap!ng, AP, manual collection, and other methods across a wids range of Deep and Dark Web sources
including TOR, (2P, ZeralNet, and Paste Sites.

Refer to Cyble Paste Siles - Dark Web & Deep Web Ronitoring pdf.pdf

- Cods Repositories

Discover the exposure of your sensifive data (API keys, user accounts, access kays, passwords, sensilive IP addresses elc.) and software
(application code and bullds) via pubfic insecure code repositorias

Refer to page 8, About Cyble.pdf

“Threat lists (including spam, , malicious infrastructure)

Delecting G2 or Phishing URLs by monitoring spam or phishing emalls largeting cllent brands via spoofing

The Platform must bs able to creats, monitor, automate alert and report for threat an Mahvare and Malicious Infrastructure related to
Customar domain,

Refer fo page 10 and 12, About Cyble.pdf

~ Datk Web (including mulliple Uers of tinderground communillss and marketplaces)

Cyble gathers terabytes (TB) of dala daily across dark web and other markstplaces to gain unmatched insights info the activities of the threat
actors, thelr targets, their molivations and their tools and techniquss.

Threat Intslligence gathered from various , ranging from putlic es, fechnical , dark web & deep web, Underground
forums, speclal access sites, Code Reposiferies, Paste bin and human analyst

Refer to page 9 and 14, About Cyble.pdf
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~ Original research from in-house human intelligence analysts

The Cybla Threat Research {eam also stays at the forefront of culling-edge threat research by continuously diseaveting, analyzing, and
reporting on emerging threat actors

Our dark web monftoring and Intelligence team cantinuously monilors the aclivilies across various open

Referto page 9, About Cyble.pdf

3. The solulions pravider must be able to;

Trends and Cyble is providing tekedown services for phishing, fake social media sites/accounts, mali and suspicious domains, fake
mobile apps from differant app stores

- Detect and take down servers launching phishing atlacks

Trentls and Cyble Is providing takedown services for phishing, fake soclal media siles, melicious and suspitious domains elc,

Refer to pags 20, About Gyble.pdf

-Take down of falte applications that impersonate legifimate ones from app slores.

Trends and Cyble is providing takedown services for phishing, Take soclal media sites, maliclous and suspicioss domains eto.

Refer fo page 20, About Cyble.pdf

~Take immediale action on the agencies behaif and provide all the conlext (o execule
rapid take-down of maliclous servers, v/ebsiles or social media accounts,

Trends and Cyble is providing tek services for phishing, fake social media sites, maliclous and suspicious domalns etc.

Refer {o page 20, About Cyble.pdf

4. The solution shall be capable to detect lsaked Porsonally Identifizble information (Plis) and the
agencles information from the deep and dark web, social media, and other forms of instant
messaging platforms and provide recommanded action plan.

Cyble monitors various Thresf Aclor closed Tefegram Chat groups, IRC chat rooms, [2P sifes, TOR sites, Cybercrime Forums , R

Forums efe, if we find any mention of our client's keywords liks; Pil data, eredentials, documents, infra detaNs sensltive codes ete. we
Iimmediately pravide intelfigence {o our customer

The Plalform must be able lo create, monitor, automate alert and report for {hreat on Dark Web.
-Compromised PHl such as Emall ID, Phone number and Address.
-Slolen / Comprornised Login Credentials and Customer Account information.

Refer to page 10 and 12, About Cyble.pdf

5. The threat intslligence sofution must be zbls to identily fraudulent social media accounts that are
impersonaling the agencies and its execulives

Covered as a Part of Soclal media monitoring & Execulive monitoring services

VIP/ Executive monitoring spanning social media as well as the Dark web by detecting and nofifying you about following suspiclous activity.
~Creation of lockaliks soclal media profiles {Twilter handles, Facebook pages, LinkedIn profiles, YouTube channels ete.)

Refer to page 12, About Cyble.pdf

6. The solution shall moniter the domains and IP addresses (hat have bad reputafion.

Threat intelligence feed identify new glebal threats like Mallcious (P Addresses, Domain, URL, Filename, File hash, Emall address, Known
C&C (Command and Confrol) hosts, Geolocation feeds iiks Lat long, AS Number, ISP, Country, sfc.

Threat {ntelligencs of {OCs delivered with full context of related entilies, such as related hashes, IPs, CVEs and Threat Actors, Threat
Veclors, Malwares, Praduct (mpacted efc, The contoxtualized threat information should be deliverad in a simpls and easy to digest format.

Referto page 8, 14, About Cyble.pdr

7. The service pravider shall consume intemal and external threal infefligence into its fhreat analysis
process,

Cyble Vislon provides “Out fo In" visiallty to customers, all exposures outside of clients firewall is monifored across 40+ 6evices In Darkweab,
Altack Surface, Brand Monitoring.

Cyble’s Threat Intelligence moduls Is powered by a vast global big data repositoty of Indicators of C { from | different
sources Such as

* our own and managed global honeypot sensor intelligence nstwork
»the open intemet,

* open-source publio {hreat intelllgencs sources

« premium commerclal fhreat infglligence providor feods,

Refer to page 13, About Cyble.pdf
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sector, and the govemment.

8, The sarvics provider shell deliver weekly intefligence summary reporis on the latest cyber threals, Trends vill also provide regular email advisery and Intslligence summary reporis on the Iatest local 2nd international news, latest cyber
including detected information on tha intention to terget agencles or other govemmsnt industrics, {hreats, and updates in Cyber ity space, including detecled inf tion on the intention to target les or other go
major activist campalgns, and indicallons of activism aganst the agencies, financial and health

g against the

industries, major activist campaigns, and indications of activism against the agencies, financial and heallh seclor, and the government.
Howaver, a spaclal raport or notlcs fo the agencies immediately, should there be any Informalicn or detection of farget,
agencles, tha government or the seclors of the concemned agencies.

During monthly service petformance review, Trends will facilitate SOC securily briefings to IT and GxOs and key decislon-malkers o discuss
the infeligence summary raparts and to share emerging technology frends and ths risks associated with it, new regulations, complexity and
sophistication of threats, requirement for companies fo cyber-resilient among others,

Please seg document: TRENDS_Project Management Program Plan for Govi Insuranco Cluster_v1.0.docx

Pleass see document: TRENDS_CYBER SECURITY INTELLIGENCE MANAGEMENT PSPG_v1.0_TLPGREEN.docx, pags 9 -6.1. Pallcy
Furlhermore, the Thraat Inteligence too! is capable of providing curated dally feed of 10Cs by integrating with cllent's cyber security
maniloring plalforms. It is also capable of publishing Global Sensor Intelligenca Reports on a weekly basis, CT1 Oparations Reports monthly
and Global Ransonwars Intelligence Reports on a quarterly basis,

Please seo document: About Cyble.pdr, page 22 - 2.8, Service Delivery Approach

9. The service providsr shall provide a special report or nolice to the les im y, should
there bs any information or dotection of targeted attacks against ihe agencies, the goverament or the|
sectors of the concerned agencles.

Trends vill also provida regular emall advisory and infelligance summary reports on the [atest local and intemational news, latest cyber
threats, and updates in Cyber secusity space, including detected Informatlon on the infention to target agencies or other govermment
industries, major actlvist campaigns, and indications of activiem against the agencles, financial and health sector, and the government,
Howaver, a spaclal report or notice to the agencies immediately, should thera be any | tion or det of t i attacks egainst the
agencles, the government or the sectors of the concemed agencles,

Please see document: TRENDS_Prosct Management Program Plan for Gowvt Insurance Cluster. v1.0
Please see document: TRENDS_CYBER SEGURITY INTELLIGENCE MANAGEMENT PSPG_v1.0_TILPGREEN.docx, page 9 - 6.1. Policy

Please sas document: TRENDS_CYBER SECURITY INTELLIGENCE MANAGEMENT PSPG_v1.0_TLPGREEN.docx, page 12 -6.3.2,
Internal Threat Discovary Procedure

Furthermore, the Threat Intelligence too! is capable of providing curated dally fead of [0Cs by infsgrating with client's cyber security
monitoring platforms. Itis also capable of publishing Global Sensor Intslligence Reporis on a veskly basis, CT Operations Reports monthly
and Global Ransonware Intelligence Reports on a quarterly basls,

Please see document: Aboutt Gyble.pdf, page 17-18 - 2.9, Servico Dalivary Approach

o=

- Escalation process
- Incidsnt containment pracess
- Incident eradicalion pracess

DilncldentResponse “v . & . du- ol - & 2 TR e . e ] D N R R - z ' R MR
1.The sewvice provider shall review the agencies Incident Response Plan (IRP), which would gulde Guided by the CI§ Controls Framevsork, Trends will conduck Ir ion ity ty A t which is a comprehensive gap
the ies on the tion, shh and documentation of incldent response playhooks, lysls and risk it of en ization's readi to detoch, provent, contain, and respond fo threats to Information systems. This
policles, and guidelines, such as, but not limitod to:

{akes on a hollstic look on the organization's people, procsss, and technology fo provide Insights and understand vuinerabliities, idantify, and
prioritize remediation activities and demonsirate complianco,

Under CS8C Control 17. Incident Response Management for Information Security Matusi

f i, Trends will review agencies Incident
- [ncldent recovery process Response Plan (IRP) which v/ould guide the agencles on the creation, enhancement, and documentation of incident response playbooks,
- Incident identificalion process policies, and guidelines.
- Process fiow
Please see document; TRENDS_Project Management Program Plan for Govt Insurance Cluster_v1.0.docx
Please sas documont: TRENDS_REFERENCE MATERIALS_v1.0_TLPGREEN.docx, page 12 - Annex 8, Cybersecurity Maturity
t—

Page 23 of 33




)

2. The service provider shall act as the Incident Response (IR) Manager and facilitale the SiX ®)
phases of IR. The servics provider must be on-call and v conduct the IR activiliss onsite, as
necessary (Le., in cases of breach). The IRs per agency shall cover 200 accumulated hours per
yaar. Beyand the requirad 200 hours, the agencies shall shoulder tha cost. In case tho 200 hours
allotted for IR is not fuily or not consumed, it can be converted to cther services, such as tralning
among others, that the provider can render for information security,

Trends shall assign an [ncident Resp (IR} M The Incident M: Is resf for malntaining the Incident Managemsnt
Process and facilifating the six (6) phases of [R.

Pleasa ses document: TRENDS_INCIDENT MANAGEMENT PSPG_v1.0_TLPGREEN.docx, page 14 - 6.9. Incident Manager

For {he six (6) phases of IR, please see document; TRENDS_|NCIDENT MANAGEMENT PSPG_v1.0_TLPGREEN.docx, page 32-36 -
Annax 6 ~ Guidelines in Handling of Specific Gecurity Incidents

Onsile Support Enginser performs igolation, contalnment, eradication, and romediation basod on tho recommendation from TRENDS
Qperallons Cenler. If the incident abserved is In the environment managed by the Client, the Client performs the isolation, contalnment,
eradication, and remediation based on the recommendation from TRENDS Qporations Conter.

Oncs the incident is resolved, Onsite Suppert Enginesr or the Cliont nolifiss TRENDS Operations Center.

Piease se2 documant: TRENDS_INCIDENT MANAGEMENT PSPG_vi 0_TLPGREEN.docx, page 17 - Typical Incident Handling Procedure
for information Sscurily Incident

For 200 hours allacation, please see document; TRENDS_INCIDENT MANAGEMENT PSPG_v1.0_TLPGREEN.docx, page 38 - Annex 8
Covorage of IR hours

3, The service provider shall conduct an anhual, or as nesdad, IR readiness tralning fo the agencles

Computer Security Inci Rasp Teams (CSIRT), including IT security awareness fralnings fo
both tachnical and non-technicel audiences of {he agencles. Tha readiness training shall include best|
practices r \dafion in isolation, conteinment, and remediation activities of the securify
tncident.

TRENDS v/l conduct an annual, or as needed, IR readiness training to the ies Compul ity Incident Resp Teams (CSIRT),
Including IT securily awareness training to both technical and non-technical audiences of the agencies. The readiness fraining shall include
bast practices recommendation in isofation, containment, and remediation activities of the securily Incident.

Please sea documenl: TRENDS_Tralning Plan for Govt [nsurance Cluster_\1.0.docx.

For rofarence of Annual Incident Response Readiness Training, please see document: TRENDS_REFERENCE

MATERIALS_v1.0_TLPGREEN.docx, page 23, ANNEX 18 ~ Snippet of Agenda Acceptanee for Annual Incident Response Readiness
Training (Detalls Redacted)

4. The service provider shall conduct an annual, or as needed, incldent response drill or simulation
exerelses wilth the agencles-GSIRTs to Improve detection and internal readiness for cyber security
incldents, This will Include intemal and extemal incident communications, reduced impact on
operation continulty, reporting to regulators (e.g., NPC, DICT), CSIRT readiness, blue team
capability, tablstop exercises, among athers.

During the Transition Phase, TRENDS vill conduct process discovary and workshop, develop Uso cases, creat playbooks and runbooks,
and conduct tablslop exarcises with the client.

Please see document: TRENDS_Project Management Program Plan for Gavt Insurance Cluster_v1.0.docx
TRENDS will conduct en annual, or as needed, incldent response drill or simulation exsrelses with the agencles-CSIRTs fo Improve detection

and Internal readiness for cyber security incldents. This will include intormal and ext Incldent communications, reduced impact on
operation continulty, reporting ta regulators (e.g., NPC, DICT), CSIRT readiness, blus team capabliity, tabletop exerclsss, among othars.

Please see document: TRENDS_ Training Plan for Govi Insurance Cluster,_v1.0.docx.

For referente of Sample Tabletop Exercise, please sse document: TRENDS_REFERENCE MATERIALS_v1.0_TLPGREEN.docx, pags 10
- Annex 6 - Sample Tablelop Exercise

For reference of Annual Incident Resp: Readij Training, please cee document; TRENDS_REFERENCE
MATERIALS_v1.0_TLPGREEN.docx, page 23, ANNEX 18 — Snippet of Agenda Accaptance for Annual Incident Response Readiness
Training (Detalls Redactad)
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5, The Service Pravider shall map sscurity playbook and runbooks for applicabls ity uss cases
to guido client an their incident rasponse,

During Transition Phase, Trends will d d y and workshop, develop use cases, creale playbooks and r ks, and

conduct tabletop exercises vith the clisnt, Trends vl map securily playbook and runbooks for zpplicable security use cases to gulds client an
thelr incident response.

{Pleass see document: TRENDS_Project Management Program Plan for Govt Insurance Cluster_y1.0.docx

Part of Trends Service On-Boarding procedure is the due dillgencs process where in agencies v4ll nesd fo provide their assst inventory &
criicalily malrix. In this document, {he assets shall be ploliod against the Information Securily Incident Use-cases and the prieritization and

severity malrix shell ba apreed upon by Trends and tho ngsncles. This document vill than be the refence document when oustamizing the
service for each agency,

Attack Vectors to which securily use cases are aligned to can be found in: TRENDS_INCIDENT MANAGEMENT
PSPG_v1.0_TLPGREEN.docx, page 16 - Aftack Vectors

For reference of Incldsnt Respense Flaybook, ploose see document: TRENDS_REFERENCE MATERIALS_v1.0_TLPGREEN,docx, pags
24, ANNEX 19 ~ Snippet of Incident Response Playbook (Details Redacted)

6. The service provider shall deliver technical assistance fo the agenciss CSIRTS during emergency
(succassful) breach response,

Any Information securily Incldent having a P1 priorily Tevel automatically Invokes the CSIRT. The GSI Managsr is responsible fn mokifiizing the
CSIRT. The CSI ManagerIs also responsible for providing teehnical assistance to the agencies' CSIRTs during emergencles ar successful
breach responses.

For invacation of CSIRT Process, please see document TRENDS_INCIDENT MANAGEMENT PSPG_v1.0_TLPGREEN.docx, page 18-
6.11.4 [nvocation of Computer Security Incident Respense Team

7. The Service Provider shall have a facilly to receive client's reported | (via authorized point
of contact from cllent) forincldants not captured on the monitoring tool,

Should there ba any irncidents not caplursed on the monitoring too), the agoncy can report fhe Incidont through thelr SDM or helpdesk support,
and contact Trends with the following detalls:

+Holline: 8811-8181 extn: 8703, 8708, 8710 8715, 8716 and 8727

+Trends-SOC Emall: soc@trends.com.ph

«Ivanti ficket: hitps://imictsv2-ism.frends.com.ph/HEAT/

Pleass see document: TRENDS_Project Managsment Program Plan for Govt Insurance Cluster,_v1.0.docx

Please ses document: TRENDS_REFERENGE MATERIALS_v1.0_TLPGREEN.docx, page 2 - Annex 1 - Trends Contact Numbsrs {excarmpt
from Client Onboarding Presentation) :

8, The service provider shall deliver net Jfi lifweb applications breach response, During Transillon Phase, Trends will canduct process discovery and workshop, develop Uge cases, crenle playbocks and unbooks, and conduct tabletop
exercisos with tho clicnt Trands vAll map security playbook and for security Use casos to guide clionf on their incident response,
Please see document: TRENDS_Project Managsment Program Plan for Govt Insurance Cluster_v1,0,docx
|Any Informafion securily Incident having a’P1 priorily leve! aufomaticafly invokes the CSIRT. The CSI NManageris responsible in mobilizing the CSIRT. Tho
CSsi {5 alsa responsible for providing fechnical assi fo the agencles’ CSIRTs during iusor breach
TRENDS CSIRT Is comprised of the ing
- Chicf Informalion Sscurity Officor (CISO)}
«MICTS Head
- Service Operations (SO) Head
« Managed Security Services (MSS) Head
- Infrastructuro and Securlly Solulions Suppert and Englneering (ISSE) Head
- Secutity Operafions Cenfer (SOC) Manager
- Digital Fe & Incident (DFIR)
- Threat Hunfing and Threat Inteliigence (THTI) Manager
- Sarvics Delivary Manager (SDM)
Plonse seo document: TRENDS_{NCIDENT MANAGEMENT PSPG_v1.0_TLPGREEN, page 18 - Invocation of Computer Sacurity Incldent Responsa Team
(CSIRT)
For Typical Incidont Handling Procaduro for Quality-of-Service Ingident, please see document TRENDS, INCIDENT MANAGEMENT
PSPG_v1.0_TLPGREEN, page 17- Typical Incident Handling Procedure for Quality-of-ervico Incident
For Fix F please see di TRENDS_INCIDENT MANAGEMENT PEPG_v1.0_TLPGREEN, page 20 - Fix lncident Procedure
For Digital Forenslcs Overarching Prozess, pleass so documsnt: TRENDS_INCIDENT MANAGEMENT PSPG_v1.0_TLPGREEN, page 21 - Secfion 6.14,
Digital Forensics Overarching Process
For Guidelines in Handling of Specific Sccusi idents, please see d TRENDS_JNCIDENT MANAGEMENT PSPG_v1.0_TLPGREEN, page 32
- Annax 6 — Guidelines In Handling of Specific Secsaify ncidents .
~
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9. The service provider shall identify, c} or contaln mali cods,
system-file hacks.

Py , and

Trends follows Guidelines In Handling of Specific Security incidents which covers the 8 incldent responss process in handling malvare

tlons, including mellclous code, spyware, and system file hacks:
- Preparation — gelling ready to handle the incident
- [dentification ~ defecting the incident
- Contalnment ~ Imiting the impact of the incident
- Remadiation — removing the threat
- Recovery — removing the threat
- Aftermath ~ draving up and improving the process

For the detailed process, pleass refer fo: TRENDS_JNCIDENT MANAGEMENT PSPG_v1.0_TLPGREEN, page 32 - ANNEX 6. Guldelines
in Handling of Specific Sectwity Incidents

10. The service provider shalt deliver rool cause analysis to identify the infrusion vector and provide
miligaling procedures o address natwork and system vulnerabilitles.

Undlsr the Digitat Forensics Overarching Process, Trends shall provide report that includes the root cause analysis which identified the
intrusion vector and the mitigaling procedures conducted to add twork and system vul lities.

Please see document: TRENDS_INCIDENT MANAGEMENT PSPG_v1.0_TLPGREEN.docx, page 22 - D. During Engagemont

Aftack Vectors o which securiy use cases are aligned to can be found In: TRENDS_|INGIDENT MANAGEMENT
PSPG_v1.0_TLPGREEN.docx, page 16 - Alteck Veclors

Pleass see document: TRENDS_REFERENCE MATERIALS_v1.0_TLPGREEN.doax, page 11 - Annex 7 - Sample Malware incident
Analysis & Recommendation

For RCA and DFICA Repoi, please see document: TRENDS_REFERENCE MATERIALS_v1.0_TL.PGREEN.docx, pages 21-22, ANNEX 16
- Sample RCA Report (Details Redactod) & ANNEX 17 — Sample Digltal Forensics/Compromiso Assessment Report (Dstails Redacted)

11. The service provider shall identify indicalors of compromise and sean the network to search for
other related infectsd systems.

Uslng different security tools and platforms, SOC analyst shall identify indicators of compromise, Analyze and suspected
aclivily by examining the detection sources. It helps to understand the maicious aclivity's characteristics and asslgn appropriate priority and
shall bohandled as ted in the Incldsnt Manag t Process.

Anafyze the symptoms o Identify the malware, ils propagalion, veclors, and countermeasures.

To scope and identify other infacted endpolnls from the network, use the malware’s Indicators of Compromise (IOG) and create defection and
blocking with logalng for all avallable and capable securily platforms and monitor the alarme and logs,

Please see document: TRENDS_INCIDENT MANAGEMENT PSPG_v1.0_TLPGREEN.docx, page 32-36 - Annex 6 ~ Guidelnes in Handling
of Spscific Sscurily Incidents.

12, Ths service provider shall deliver ingider threat investigation, as nesded.

Trends Is using Crowdsliiks Endpoint Detsclion & Respanse (EDR) which provides Investigate application that covers different tools such as
Search, Hunt, Timelines, Custom Alerts, elc. All of these capabilities is designed to take the complexity out of threat hunting and meant for
analysts to deep dive Information about the targel's movements and acfivities In thelr endpoint.

The Threat Huntng team will review all the documents and/or any related case to the hypothesis from Threat Hunling Database and request
for team's approval to conduct Investigation. The following are {he critfcal domains for investigation:

a) Endpoint Security Lags

b} User-behavior Analytics

c) Network Threat Analytics

d) Application Threat Analytics.

Please see document; TRENDS_CYBER SECURITY INTELLIGENCE MANAGEMENT PSPG_v1.0_TLPGREEN.docx, page 11 - 6.3.2
Internal Threat Discovery Procedure

Plaass see document TRENDS_INCIDENT MANAGEMENT PSPG_v1.0_TLPGREEN.docy, pages 32-38 - Annex 6 - Guidefines In
Handlings Specific Security Incidents
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By using Endpoint Detection & Responss (EDR), Trends can provide log information based on activilies perfarmad by an endpoint or
usemame. This is done by recording metedala inciuding things like process execution, network connecllons, fils system activity, user
Information, service details, script activity and admin too! usage.

13, Tho service provider shall detiver employee misconduct investigations, as nesded.

v bjUser-behavior Analytics. SOCs analyze user behavior anomalies for user and contextual data forinsider threats and fraud. TH detect and
look for any remaining signs of insider threat activily, such as new process execution, users accessing Inappropriate endpoints, aclivity at
unexpected hours or executlon of unexpected appiications.

Pleass see document: TRENDS_CYBER SECURITY INTELLIGENCE MANAGEMENT PSPG_v1.0_TLPGREEN.docx, page 11 - 6.3.2
Intemal Threat Discovery Procedure

Once an incident is resolved, an Incident Report shoutd be written and mads available fo all the aclors of the crisis management call,
The following themes should bs describod;

*Initial cause of the infection.

+Actions and timelines of every important oyent,

*What went right?

*What went wrong?

14. The service provider shall deliver incident and investigation reports.

Please saa document: TRENDS_INCIDENT MANAGEMENT PSPG_v1.0_TLPGREEN,docx, page 32-36 - Annex 6 — Guidelines In Handling
of Specific Secusily Incldents

Y Furthermore, for Incidents requiting Digital Foransic services, Evidence Documentalion and Reporting SOP v/l be executed, The SOP
outiines the syslemalic for accurately d ling and reporting on the collection, analysis, and handling of evidence during

Please ses document: TRENDS_INCIDENT MANAGEMENT PSPG_v1.0_TLPGREEN.docx, page 22 - B. Duing Engagement

Please see document: TRENDS_REFERENCE MATERIALS_\1.0_TLPGREEN.docx, page 11 - Annex 7 - Sample Malwars Incident
Analysls & Recommendalion

15. The servics provider shall have a carlified and recently {rained (at {east in the past 12 months) In-| v
house cyber secutity forensics specialist, to support advanced investigation.

16,The sorvice provider shall assist in the following:
- Incldent handling preparation and execution

Referto the documents in In-house Cyber Securily Forensics Specialist Section

Trends MICTS Is certified vith ISO/IEC 27001:2013 with the scope of Service Opetalions, Service Management and Complianco and
Gonlinual Impravement, Trends' with its competencies and disciplines shell assist agencles in their respective aclivilies such as:

- Crists management - [ncldent handlfing preparation and execution
~ Breach communication - Crisls Managemant
-~ Foronsic analysis Including preservation of evidence for chain of custody requlrements - Breach Communicalion
-Remedlation - Forensic analysls including praservation of evidences for chain of custody requirements
- Remediation
Y
Please see documenkt: TRENDS_REFERENCE MATERIALS_v1.0_TLPGREEN.docx, page 4 - Annex 3 - TRENDS ISO/IEC 27001:2013
Cerlification
Please see document: TRENDS_INCIDENT MANAGEMENT PSPG_v1.0_TLPGREEN.docx, page 38, Annex 9 - Scope of Incident
Response
17. The Service Provider shall rate the pricritization and severity of sscurity incldents and creats a Part of Trends Service On-Boarding procsdure I the due diligence process where In agencles vill nsed fo provide their assst inventory &
service tickst as peragreed Service Lavel Agreement (SLA). criticality malsix. In this document, the assets shall be plotted against the Information Securily Incident Use-cases and the prioritization and
severily malrix shall be agreed upan by Trands and the agencias. This document will then be the rafence document when custemizing the
service for each agenoy.
Y

Pleass see document: TRENDS_REFERENCE MATERIALS_v1.0_TLPGREEN.dacx, page 3- Annex 2 - Asset Valuation & Categorization
(excerpt from Operatlons Integraflon Document)

Please sse document. TRENDS_JNCIDENT MANAGEMENT PSPG_v1.0_TLPGREEN,docx, page 27 - Annex 2 - Trends Operations Center
Incident Response & Update Time.
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1. Acknowlsdgement SLA - The Acknuw{adgemenl SLAP fage shall be ¢ p per l;'mnlh
bass on the lotal numbsr of missed hours excasding the Acknowledgemsnt SLA guarantee of fifteen
{15) minutes per incident

Servica Level Targst Descriplion
Acknovdedgement SLA of 15 minutes from {he time
8% incident Is detscled by SIEM or from Lhe time the

Ctent provides e proof of compromise (POC)
incident report, whichever cames first, up to the
ceaafion of seqvice ticket.

Plsass see document: TRENDS_INCIDENT MANAGEMENT PSPG_y1.0_TLPGREEN.docx, page 27 - Annex 2 - Trends Opsrations Cenler
Incident Response & Update Time.

Please see document: TRENDS_INCIDENT MANAGEMENT PSPG_v1.0_TLPGREEN.docx, page 37 - Annax 7 - Sample measurement of
Acknowledgement SLA,

2, Incident Response SLA - Time te respond or provide request from whan incident or request is
reported based on severity [evel,

Pricrily Levs) Incident Response Time | Reference;
P1- Catastrophic Within 60 minules From the creation of senvice ticket
up fo triage. T[iage is when fhe
P2 - Crifica Within 90 minutes | SOC L2 _ Incident ' Responder

communicates with the dlient fo

futher invesfigate and provide

P3— Marginaf Within 120 minutes recomnendalion on  how fo
conlain, remediate, and racover
P4 - Negligible Wilhin 169 minutes | Trom {he security incident.

Target Response Tima 3 per Month

incident Priority 1and2 3and4

>=90% >=80% | Sum of the number of incidents
meeling required Response Time

for all days in the month

Please see document: TRENDS_INCIDENT MANAGEMENT PSPG_v1.0_TLPGREEN.docx, page 27 - Annex 2 - Trends Operations Genter
Incident Response & Update Time.

1I-Non farietiorial RéGuirchients. .3

sossion imeouts, mandates {he uee of mulli-factor authonfication (MFA), and provides anomaly
detection for monitering user behavior.

-Acce¥sManageme & b S A = : = R v FR N
1, All cradentials with the service pruvldar ahall ba slorsdma monitored central managemsnt All credentials ghall be stored in a monitored centeal system wilh a solutlon that can be ac d through a ¢
system. These are leassd lo the agencies oncs strong authenlication has been imp!! ited and for which enforces session timeouts, uses multi-factor authenticallon. Password will be stored and transmilted as sncrypled hashaes.
the specific task for which it was aulhorized,
Fleass see document: TRENDS_ACCESS MANAGEMENT_v1.0_TLPGREEN.docx, pags 3-4 -2.1 Prolecting Password
2, The service provider's solution shall be ac ] gh a centralized portal, which enforces All credentials shall be stored in a manitored cenfral management system with a solutfon that can bs d through a cenfralized porial,

which enforces session Uimeouts, uses mulfi-factor aulhentication. Passv/ord viil be stored and fransmitted as encrypted hashes.

Please ses documen(: TRENDS_ACCESS MANAGEMENT_v1.0_TLPGREEN.docx, page 3-4 - 2.1 Protecting Password

3. The service provider shall maintain logical access controls which are rofe-based, including
principles of least privilege and segregalion of dulies.

/Accass grantad will be based on the roles and responsibilities of the requestor, allgning with the principles of least privilege.

Pleass sae documanl: TRENDS_ACCESS MANAGEMENT_v1.0_TLPGREEN.docx, page 2 - 1 Access Management Activities
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4. All passwords must have a minimum of fiftesn (16) characters, Passwords must be changed every Strong p must be selsch
ninety (30) days and cannot be the same as tho prior three (3) passwords. The service provider's - using at leasl fiftzen characters
system must mask passwords when entered and sfote password files separately from the application - using at least one numeric character

system dala. Only encrypted hashes of passwords may be stored and transmitted, - using at least one uppercase and atlsast one lowercase alphabstic characler

- using at least one special character

- & passward must not be a dictionary vsord, dialectal or Jargon word from any languags, ar any of thess words writien backwards

- passwords must nol be based on personal data (e.g., date of birth, addsass, name of family member, slc.)
v - tho last threo passwords must not be re-used

J, in the following way:

Passward must be changed every thres months
Passward must be changed at first Isg-on {o a syslem
Password must not be stored in an automated log-on system (e.g,, macro or brayrser)

Please see document: TRENDS_ACCESS MANAGEMENT_v4.0_TLPGREEN.docx, page 4 - 2.2 Guidelingg

6. All aceess from the service provider's managed endpoints fo sensitive resources shall be done via

Access ta the opsralions network and sensitive resources via ramele accass [s to be confralled by using either a Virtual Private Nelwork (in
VPN configured vth MFA. Opportunistic Transport Layer Securily (TLS) is configured by default for
T

which a password and user id are required) or a form of advanced authenticallon {i.e., Cisco DUO, MFA, eto.).

e-mail. is d by comp ive enterprise 1t soft that Y

allows for maintenance and access control management, Please see document: TRENDS_ACCESS MANAGEMENT_v1.0_TLPGREEN.docx, page 4 - 3 Remote Access Users

6. The service provider shall pravide physical and environmental controls at the primary and As ISO/IEG 270D1:2013 certifiad, Trends MICTS has set of conlrol pratocals to implsment, strengthen and comply with physical and
secondary sltes for this project. i

environmental security controls. These conlrel protocols provide physical ity peri (l.e., physical enflry controls), equipment
securily, proteclion against extemal and environmentat threats, secured working areas, and Implement access confrol,

v Trends Operations Center has several physical security controls such as biometrics, designated securily guards, survelllance cameras or
CCTV to pravent unauthorized accsss, damage, and compromised assets,

Please ste document TRENDS_ACCESS MANAGEMENT_v1.0_TLPGREEN.docx, page 4 - 1.7 Physlical Accass Control

7. The agencies data shall e [oglcally separated by ueing uniqus tagging to ensurs segregation of
data from the other agencles. The apencles should retain as the [agal owner of the data processed
and managed by the service provider,

Each agency will be provided with individual set of solutions to ensure segregafion of data. The agencies vill be retained as the legal owner of
the data processed and managed by Trends.

Y Please see document: TRENDS_ACCESS MANAGEMENT_v1.0_TLPGREEN.docx, page 4 - 4. Scaps of Accass Managsment
8. Tralnlnp and Other Requireiierifs? e S o R o -3 L En . amE i EURRR 8T Yeen o e v
1. The service provider should facilitate at least once a year Continual Service Impravement (Cshy Trends' Manthly Scrviea Performance review, part of the agenda s fo discuss improvement plans based on the leamings and improvement
workshop with client for possible Improvement of service through process, pecple and technology. areas identified. This alows smali I tal impr ts to be incorp d in the day-to-day operaions with the objective of realizing the
benefils immediately.
 Trends conduct an annual CSI workshop every Getober or befora the Busingss Planning schedule of agencles, This allows both parties to
holistically dl on major imp t plans {hat maybe included in the following year's business plan, I lly, this fon [s aik i
v by Funclional Heads and Top Management,

Please see document: TRENDS_REFERENCE MATERIALS_vi.0_TLPGREEN.docx, page 12~ Annex8 - Cybersecurity Maturily
Assessment Sample

Please saa doctiment: TRENDS_Trining Plan for Govt [nsurance Cluster, v1.0.dacx.
2, Ths ssivice provider should provide ity advisories with the client for the cybersecurity news Trends pravide a Daily, Weekly and Monthly Digest for updates and trends in Cybersecurily spaceincluding emerging techrologies and
and updates fie the latest viruses, trojans, worms, or other maliclous programs. assoclated riske, vinises, maiwares, fargetad aftacks and oven the latest regulations for cyber-resillence.

Please see document: TRENDS_REFERENGE MATERIALS_v1.0_TLPGREEN.docx, pags 13 - Annex 9 - Cybersecurity Daily Digest
Pleass see documenk: TRENDS_REFERENCE MATERIALS_v1.0_TLPGREEN.docx, page 14~ Annex 10 « Threat Hunting Advisory

Pleass ses document: TRENDS_Training Plan for Gowvt Insurance Cluster,_v4.0.docx.
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3. The service provider shall conduct an annual cyber secuiy malurily assessment (i.e., peaple,
process, and technology} on sach Government Agency based on the NIST or CIS Controls,

Trends shall perform an annual Cyber Securily Matuiity Assessment using CIS Conlrols,

Plgase see document: TRENDS_REFERENCE MATERIALS _v1.0_TLPGREEN.docx, page 12 - Annex B - Gybersecurity Maturily

Assessment Sample
g&seﬁlc%@ﬁ"\'dﬂéi's% Qualifigation;and Requirements £ % . - B 3 ey
Nole: S nﬂ%&gﬁn of iéqulred ﬁ&'cuml}mté.éhall be during iefs0bISEoTRbdSiEE . w2 o N TR - = PR e ] L]
1. The service provider must be a certified/autherized reselier of the brand(s) being offered and shall Referfa Current ¢ Sorvice Provider Is a cerfified /aulhorized reseller of the brands being offered
submit a valid, cerlification from the manufaclurer(s). section,
2.The service provider must submil the following cerifications:

a, For Cloud based Security Opsrations Genter (SOC), that this is hosted In a provider
categorized as a leadar either in the fatast Forrester Wave™: Publis Cloud Development And
Infrastructure Platforms report or Gariner Magic Quadsant for Cloud Infrastructurs and Platform
Services;

b. For Endpoint Detaclion and Responss (EDR), that solulion s caleqorizad as a lsader either in
the latest Forrester Wave™ raport for Enterprise Delection and Response or Gariner Magic
Quadrant for Endpoint Pratection Platforms;

c. For Security Information and Event Management (SIEM), the solufion pravided Is oategorized
as a leadsrin the latest Fomester Wave™ report for Securily Analytics Platforms or Gartner Maglc
Quadrant for Secutity Informalion and Event Managemant (SIEM),

Refer {o Gariner Maplc Quacrant rsport for brands offered that has such requirement section

a. Gartner Magic Quadrant for Cloud infrastructure and Platform Services
Refer fo pages 1-2, Garlner Maglc Quadrant for Cloud Infrasfructure & Platform Services (CIPS).pdf

b. Gartner Magio Quadrant for Endpoint Protection Platforms
Refer {o pages 1-2, Gartner Maglc Quadrant for Endpolnt Proteclion Platforms,pdf

¢. Gartner Magic Quadrant for Security Inf ton and Evant Mar t
Refer {o pages 1-2, Gartner Magic Quadrant for Security Informetlon end Event Management.pdf

3. The selvica provider must have 24 x 7 x 365 local tachnology operation center (SOCINOC
facliliesfinfrastruciure and service), with a pool of at least 20 IT or Information Securily related
certified onsite support engineers viithin Metro Manila. A fist of the support engineers shall be
provided with thelr required qualifications, as stated in item D. Personne! Qualifications /
Reguirements.

Refer fo the documents in [nformation Socurity-related cerlification of the onsile support engineers section

4. The service provider must have sales and technical offices [ocated in the Philippings. The service
provider should submit the fist of thair sales and technical offlces in the Philippines, including the
complete address and contact details, This is subjoct for actual site visil fo the facTlily.

Refer to the documents in List of Local sales and Technical office In the Philippines section

6. The SOC can be provided an {he cloud or wilhin the premisss of the service provider, Should
the Securily Operations Center (SOC) vith thelr SOC analysts be on premise, they should be
housed in a Data Center vith TIA-942 Rated 3 Facifly Certiflcation or any equivalent third party
assessment indicating the eapabilly of the SOC to provide the required security, scafabllity, stabifity
and high p 1¢6.The proof of compliance shal be submitted,

Refer to the documents in TIA-942 Rated 3 Facillly Ceriiflcation or ISO27001 Certification for Managed IGT Service sections.

B. However, If the servics provider's SOC vl be implemented through a cioud sarvice providar
(CSP), the SOC platform must be guaranteed vith at least 99.9% uptimo or availability. The proaf of
compliance shall icewlse be submillsd.

Spunk SIEM

Refer lo page 1, Splunk uplime availabllily.pdf

Chronicle SOAR is running on Google Cloud Platform.

Referfo page 1-5, Google Compule Englne Servica Level Agraament (SLA).pdf
Splunk Cloud Platform Servics Datails

Reafer to Spiunk Cloud Platform Service Detalls,pdrl
Source: htips:fidocs.spiunk.com/Documentation/SplunkCloud/9.0.2305/Servica/SplunkCloudservice

7. The service providers SOC Analysts must have at leas! one or more of the folloving certifications:
Cerlified Ethioa! Hacker (CEH), GyberSce Firt Rosponder, nformation Technology Infrastructure
Library (ITIL), or any relsvant product certification to the securily products of the platform offered by
tho Service Provider.

- For Tier 1 Analyst, please refer to Documents Regarding the Team Membenr/Tler 2 or Tier 1 Analyst
- For Tier 2 Analyst, please refer to Documents Regarding the Team Member/Tier 2 or Tier 1 Analyst
~ For Tler 3 Analyst, please refer to Documents Regarding the Team LeadfYler 3 Analyst

- For SOC Manager or Tler 4 Analyst referto Documents regarding the SOC Manager/Tler 4 Analyst.
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8. The seivice pravider must ba at least five (5) years in Securily and ICT Industry and must have
more than threo (3) years of experienca in providing SOC services. The Service provider must have
a SOC 2 Types Il Aftestation Report or ISO 27001 cerfification for Maneged ICT Seivices or sImilar,
done at [east In 2021, to ensure conlrols refated fo securily, avalabiily, procassing integrity,
confidentiality and privacy are in place.

Trends Is a homs-grown ICT company that has besn providing Managed ICT services since 2017, It has been the Managed Secuity Service
Provier of sevaral institutions since 2018.

Furthermors, Trends holds 1SO 27001 cerillication, demonsirating a commitment to global standatds and best praclices in safeguarding data
and ensuring regulatory complienos, Through reguler racertification, Trands ensure ongoing compliance and continual improvement In

Y Information securily. Additionally, SOC 2 Typs Il compliance, aligned wilh ISAE 3402, pravide veluable insights into the design,
implementation, and malntenance of their securily conlrols, offering clients strong securily assurance.
Please cee Documents in Valid SOGC 2 Type [1 Attestation Report or [S027001 Cettification of Managed ICT Sarvices or simflar scrvice
{section
9. The prospeciive bidders shell be required during the post qual evaluation to demonstrate the Trends will demonstrate the sallent of the proposed Shared Cybsr Dafense solution al the Project Site or via aenfine during {he Post
salient features of ths proposed Shared Cyber Defense solution at the Project Site or via online, v Qualificalion Evaluation.
Please see document: TRENDS_Project Management Program Plan for Govl Insurance Clusler v1.0. docx
D. PersonnElfQualificationsIRequitseniy2y - D EE S ooy mew MEE A R A R SR 5 e Eemres W ;. A AR
1.The service provider must have at leasl Two (2) local Cerlified Enginser on each of the following
securily tools belov
- 80AR v Refer to the documents in List of Local Cerifed Enginesrs for the () SOAR, (i) S1EM and () Vulnerablily Management, Including thelr
~8IEM respeclive Cerfifcations on the hrand/solution being proposed section
- Vulnerability Managemsnt
The cerfification must be the same with the brand that is being proposed.
2.The service provider must assign a dedicated locat 8OC Manager ihat oversess the SOC and Trends conduct a monthly service performance review ith ikey staleholder every 1st week of the month to discuss what has transpirod in tho
conducts regutar monthly service performance review and reporting to client's management, A previous month Including the plans for the next month. This is regufarly done for the entire duration of the engagement to ensure that there
monthly service performancs report shall be submitted and discussed by the SOC Manager. It shall will be alignment of 15 and joinlly challenges and problems and agree on Improvement plans, Normally the agenda of this
contain the following: meseting follows this format:
- BLA Performance 1. 10Cs detecled - number, status, nature, impact, priority, source, ete.
- Correlated Events Overview 2. BLA Compliance - report time, rasponse time
~ Correlated Events Graph Disttibution Over Time 3. Correlation Rules - current #, # of liggerad Mitro ATTACK tactics, newly created, decommissioned
-Correlated Events and Rules Triggered Summary 4. Data Sources - added, inaclive, removed
- Summary of Incldent Ticket per Use Casss Incident Management 6. VAPT ~ # of vulneratillilles, status of pravious vulnerakfiitios based on rescan conducted, nesviy discovered, type of vulnerabiliies and
impact, assels.
6. Threats -# of threats detecled, fype of threats and Impact, updates and trends
The service provider must also assign a dedicated Project M that will oversee 7. CIS CAT score for ifs overall security pastura - every quarter month.
the project implementation. A Monthly project Monitoring report shatt be submitted 8, Trainings or Enablement Programs - schedules, attandeas,GSAT
and discussed by the Project Manager until the completian of the Phase [ and Phase Il v 8. Improvement Inilztives
of the project as defined in the Delivery Time/Completion Schedule, The Project . .
. - Hadl Furthermore, patt of the SOC Manager's tole Is to provide the following;
Manager shall be required to be onsite in any agency, by sc  if V. 1. SLA Performance
2, Correlated Events Ovetvietv
3. Correlated Events Graph Distribution Overtime
4. Correlated Events end Rules Triggered Summary
§. Summary of Incident Ticket per Use Cases Incident Management
For the assign dedicated Projscl Manager, please refar {o Documents regarding the Project Manager secllon
Please see document: TRENDS_REFERENCE MATERIALS_v1.0_TLPGREEN.docx, page 16 - Annex 12 - Sample Monthly Raports
Please sep document: TRENDS_Project Management Frogram Plan for Govi Insurancs Cluster_y1.0, docx
3,The service provider must submit the following for all the personnet to be assigned fo the cluster,
and fallure fo submit the any of the requirement below is subject for disqualification,
-Resume/CV of the Proposed Personnel Y Plgase refer o {nformation Securily Relaled Certifications of the onsile suppoit engineers seclion
-Company ID
- Certlficate of employment
y -~
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4. The setvice provider must have a dedicated 24x7x365 team assigned to the cluster, composed of at
least: .
- 2-Tler 1 analyst who will ba responsible for the following tasks:
1. Monitoring via existing SIEM/Analylics Platform
2 Funneling of alerts (nolse eliminalion)
3. Incldent Velidation
4, Cass Management
5. Threal Containment (Using Existing EDR or agreed process) — with guidanca from L2
and up
6. General Communieation
7. Weekly Summary Reports
~1-Tier 2 analyst Who vill be responshle to conduct further analysis and decides on a strategy for
containment.
1. Proactive Searches/ Threat Hunfing
2. Qualification of Incldent Priority/Severity
3. Investigation via SIEM/Analylics Platform and olhier accessible sources
4. Rule Tuning
&, Ad hoc Vulnerability Advisory & Resaarch
6. Thraat Containment (Using Existing EDR or agreed process)
7. Incldent Response/Recommsndations
- 1-Her 3 senlor analyst who will ba responsible to manags crilical incidants, Tler 3 analysts are
also respansibls far actively hunfing for threats and assessing {he vulnerabilily of the businass.
1. Manage High Severily Triage
2. Incideni Responss and Forsnsics Capabilities
3. Threat Containment (Using Existing EDR or agresd process)
4. Reporting and Post incident Review
&§. Use Case Development
6. Threat Searches
7. New Correlalon Rules
- 1-Tier 4 analyst or the SOC manager, who v/ll be in charge of siratogy, priorilles and the direct
|management of SOC staif when major securily Incidents occur. The SOC manager vill also be

ponsible for the g t of ihe MSOC operalions for the agency and cluster.

Trends will have a dodicated 24X7x365 team asslgned to the Government Insuranca Cluster
For the Roles and Responsibifities, please refer to: TREND'S_Project Management Program Plan for Govt Insurance Cluster. v1.0.docx

6. The service provider should ensurs that there will be alternate personne! deployed to the cluster
should the primary personne! be unavallable for whalever reason. The service provider shall be
]l 1 ta t the dedicated 1 with foreign support statf from pariners {hybrid)

Trends will ensure that there vl be allernale personnel deployed to the Insurance Gluster should the primary parsonnsl be tnavailable for
whalever raason.

- Has handled project management for at least two (2) financial corporations or should have
al least two (2) successful project implementations of at least Php 20M in amount in the last fwo
(2) years.

~Must provids a list of projects hundiod in {he last 6 years, indicating the Projact Nams,
Project Duration (Starf dele and end-date} and Contact Person vith details for verification,

- Must hava a valid project management cortification

as long as the minimum staffing req t are met. Please se documenk TRENDS_Projscl Management Program Plan for Govt Insurance Cluster_v1.0. docx
6, Qualifications
-Project (Vianager:
- Must be vith fhe service provider's organization at least one (1) year before the bid
opening Refer to Documents tegarding the Project Manager
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~ 50C Manager/Tier 4 Analyst:

- Must be wilh the servics providor's organization one (1) year hefore the bid opening

~ Has performed and managed thres (3) engagements wilhin the last five (5) years
comparable to the proposed engagsment

-Must have at least five (6) years active IT sacurity experience

- Must havs et laast thres (3) years SIEM or system and nelwork administration
experience,

~Has any two (2) of the following unexpired p onal cartifi Cetified [nformalion
Systems Auditor (CISA), Certifled information Security Menager (CISM), GIAC Security
Essentlals (GSEC), GIAC Continuous Monitoring (GMON), GIAC Cerfified Detection Analyst
(GCDA), GIAC Web Application Penstration Tester (SWAPT), GIAC Incident Handler (GCIH),
GIAC Cetifiad Forensic Analyst (GCFA), GIAC Certified Intrusion Analyst (GCIA), Cisco Certified
Nefwork Assaciate (CCNA), Information Technology Infrastructure Library (ITIL), Cexfified Ethical
Hacker (CEH), Computer Hacking Forensic Investigator (CHFI), Certilled Nelwork Defense
Architect (CNDA), CyberSec Firsl Responder (CFR), CompTIA Securily+, Certified Vulnerablity
Assessor (CVA), Offerisive Security Gerlified Professional (OSCP), Certified Information System
Secuitty Professional (CISSP), Global Information Assurance Cetification (GIAC) Penelration
Tester (GPEN), GIAC Explolt Ressarcher & Advanced Penstration Tester (GXPN), EC-Couneil
Ucensed Penetration Tester (LPT) Master, Certificd Penatration Tester (CPT), Certified Expert
Psnelration Tester (CEPT), Certified Mobile and Weh Application Penetretion Tester (CMWAPT),
ComgTIA PenTestt, Cerlifisd Payment Card industry Seaurity implementer (CPISI), or other
securily-relaled cerlifications.

Refer to Documents regarding the SOC ManagerfTier 4 Analyst

-Team Lead/Tier 3 Analyst:

- Must be with the servics providers omganization one (1) year befote ihe bid opening

~Has functioned as lead in the performance of three (3) engagements within the last five (5)
years compareble to the proposed engagement

~Must have at [east five (5) years active IT securly experience

- Must have at least three (3) years SIEM or system and nelwork administration experlence

- Has any lwo (2) of the following unoxpired professional carlifications: CISA, CISM, GSEC,
GMON, GCDA, GWAPT, GCIH, GCFA, GCIA, CCNA, ITIL, CEH, CHFI, CNDA, CFR, CompTIA
Security+ CVA, OSCP, CISSP, GPEN, GXPN, LPT Mastar, CPT, CEPT, CMWAPT, CompTIA
PenTest+, CPISI, or olher security- related ceriifications.

Refer to Documents regarding tho Toam LeadTier 3 Analyst

-Team Member/Tier 2 or Tier 1 Analyst:

- Must be with the setvice provider's organization one (1) year before the bid opening

- Has performed three (3) engagements within the lasl five (5) years comparable o the
proposed engagement

~Must have at [eas( three (3) years active IT securily experisnce

- Must have at fsast three (3) years SIEM or system and network adminfstration experienca

-Has at least one (1) of the following unexpired professional cerlifications: CISA, CISM,
GSEC, GMON, GCDA, GWAPT, GCIH, GCFA, GGIA, CCNA, ITIL, CEH, CHFI, CIDA, CFR,
CompTIA Securily+ CVA, OSCP, CISSP, GPEN, GXPN, LPT Master, CPT, CEPT, CMWAPT,
CompTIA PenTest+, CPISI, or athor security- related certifications,

Refer to Dc s reg g {he Team M {Ticr 2 or Tier 1 Analyst
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LBP-HOBAC-ITB-GS-20230725-01

Form No. 6

Omnibus Sworn Statement

REPUBLIC OF THERHILIRPINES)
NI CIPAL T NG )S.8.

AFFIDAVIT

1, Wilfredo N. Aguilar, of legal age, Married, Filipino, and residing at B4 L12
Madelaine Place, Camella SPV, Molino 3, Bacoor Cavite, after having been duly sworn in
accordance with law, do hereby depose and state that:

1.

| am the duly authorized and designated representative of Trends &
Technologies, Inc. with office address at 6th Floor Trafalgar Plaza, 105 H.V. Dela
Costa Street, Salcedo Village, Makati City, Philippines;

| am granted full power and authority to do, execute and perform any and all acts
necessary to participate, submit the bid, and to sign and execute the ensuing
contract for Two (2) Years Shared Cyber Defense Solution for the Insurance
Cluster with Project Identification Number LBP-HOBAC-ITB-GS-20230725-01
of the Land Bank of the Philippines, as shown in the attached duly notarized
Secretary’s Certificate;

Trends & Technologies, Inc. is not “blacklisted” or barred from bidding by the
Government of the Philippines or any of its agencies, offices, corporations, or Local
Government Units, foreign govemment/foreign or international financing institution
whose blacklisting rules have been recognized by the Government Procurement
Policy Board, by itself or by relation, membership, association, affiliation, or
controlling interest with another blacklisted person or entity as defined and
provided for in the Uniform Guidelines on Blacklisting;

Each of the documents submiitted in satisfaction of the bidding requirements is an
authentic copy of the original, complete, and all statements and information
provided therein are true and correct;

Trends & Technologies, Inc. is authorizing the Head of the Procuring Entity or its
duly authorized representative(s) to verify all the documents submitted;

None of the officers, directors, and controlling stockholders of Trends &
Technologies Inc. is not related to the following LANDBANK Officers, employees
and consultants: 1) members of the Board of Directors; 2) President and CEO,; 3)
members of the Head Office Bids and Awards Committee (HOBACY); 4) members

of the HOBAC Secretariat; 5) members of the Technical Working Group, if

applicable; 6) personnel of Procurement Department; 7) personnel of the
implementing unit or the end-user unit; and 8) project consultants, if applicable, by
consanguinity or affinity up to the third level degree;

Trends & Technologies, Inc. has no unsatisfactory performance with its ongoing
projects:

Trends & Technologies, Inc. complies with existing labor laws and standards;
and

Trends & Technologies, Inc. is aware of and has undertaken the responsibilities
as a Bidder in compliance with the Philippine Bidding Documents, which includes:

a. Carefully examining all of the Bidding Documents;




LBP-HOBAC-ITB-GS-20230725-01

b. Acknowledging all conditions, local or otherwise, affecting the
implementation of the Contract;

¢. Making an estimate of the facilities available and needed for the
contract to be bid, if any; and

d. Inquiring or securing Supplemental/Bid Bulletin(s) issued for the Two
(2) Years Shared Cyber Defense Solution for the Insurance Cluster
with Project Identification Number LBP-HOBAC-ITB-GS-20230725-

ot

10. Trends & Technologies, Inc. did not give or pay directly or indirectly, any

11.

IN WITNESS WHEREOF, | have hereunto set my hand this

commission, amount, fee, or any form of consideration, pecuniary or otherwise, to
any person or official, personnel or representative of the government in relation to
any procurement project or activity.

In case advance payment was made or given, failure to perform or deliver any of
the obligations and undertakings in the contract shall be sufficient grounds to
constitute criminal liability for Swindling (Estafa) or the commission of fraud with
unfaithfulness or abuse of confidence through misappropriating or converting any
payment received by a person or entity under an obligation involving the duty to
deliver certain goods or services, to the prejudice of the public and the government
of the Philippines pursuant to Article 315 of Act No. 3815 s. 1930, as amended, or
the Revised Penal Code.

0§ 0CT 2023day of 2023

- at Makati City, Philippines.

SUBSCRIBED AND SWORN to before me thish § odt m‘z%ay of

Trends & Technologies, Inc.
Authorized Representative
Affiant

, in Makati

City, Philippines. Affiant is personally known to me and was identified by me through
competent evidence of identity as defined in the 2004 Rules on Notarial Practice (A.M.
No. 02-8-13-SC). Affiant exhibited to me his Passport, with his photograph and signature
appearing thereon, with no. P3957268B and his Community Tax Certificate No. 25816214
issued on January 31, 2023 at Bacoor City, Cavite.

: N\
Witness my hand and seal this“ 4 ol day of

p— Notary Public
TG LLE My

ATTY. PAMELA A. BARREDO
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Notary Pubtic faddini in¥he City of Makati

Appointment Ho. M-041 (2023-2024)
Until 31 December 2024

Roll of Attorneys No. 78508; 5 May 2022

PTR Na. 8582131112 Janusry 2028/Makat City
1BP No. 2768085/8 January 2 18sig Cily

23/F Tralalgar PlazgAuilding
105 H.V Dela Costa St/Salcedo Viliags

The names of specific LANDBANK officers, employees and consultan!s'ﬁelyng‘%'?erre 0 are shown

in Annexes E-1 to E-2.
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Go:gle Cloud
Partner Advantage

Partner Certificate

Date of Issuance: October 3, 2023,

REYNALDO C. CAPA

Senior Vice President Chairperson,

Bids and Awards Cammittee

Land Bank of the Philippines

1598 M.H. Del Pilar cor. Dr. J. Quintos Sts.
1004 Malate, Manila

Project Name: Two (Z) Years Sharad Cyber Defense Solution for the Insurance Cluster - LBP-HOBAC-ITB-GS-20230725-01

This is to certify that TRENDS & TECHNOLOGIES, INC. is a certified/authorized Google, Cloud Partner with the current
status as described below and in the Partner Directory for Google Cloud Partner Advantage:

Partner Level: Partner

Product Engagement Model

Partner Advantage Region

Google Cloud Platform

Sell

e Other Asia Pacific

Partner Level: Partner

Specialization/ Expertise/
Initiative

Specialization/ Expertise/
initiatives Name

Initiative

]

SecOps Reseller Initiative

This certificate is valid until’ December 31, 2023.

Very truly yours,

P

Kim Lasseter
Global Director, Partner Advantage Program

-

&

1
‘ . . . .
Provided that partner is current with all the mandatory requirements of the program y“ﬁ e ,&} %‘g *’“’"E} w

sry LR
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Raising the bar in Security Operations: Google
Acquires Siemplify

January 4, 2022
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Sunil Potti
VPIGM, Google Cloud Security

At Google Cloud, we are committed to advancing invisible security and democratizing security

operations for every organization. Today, we're proud to share the next step in this journey with
the acquisition of Siemplify, a leading security orchestration, automation and response (SOAR)

provider. Siemplify shares our vision in this space, and wil] join Google Cloud’s security team to
help companies better manage their threat response.

in a time when cyberattacks are rapidly growing in both frequency and sophistication, there’s
never been a better time to bring these two companies together. We both share the belief that
security analysts need to be able to solve more incidents with greater complexity while requiring
less effort and less specialized knowledge. With Siemplify, we will change the rules on how
organizations hunt, detect, and respond to threats.

Providing a proven SOAR capability unified with Chronicle’s innovative approach to security
analytics is an important step forward in our vision. Building an intuitive, efficient security
operations workflow around planet-scale security telemetry will further reajize-Googt

vision of a madern threat management stack that empowers customers togo beyond lcal
security event and information management (SIEM) and extended detectiop and nzsnon§a =4)

taoling, enabling better detection and response at the speed and scale of HOdiFéfnv nmen :
_@. Ci

'&"u

“We're excited to join Google Cloud and build on the success we've had in the market helping
companies address growing security threats,” said Amos Stern, CEO at Siefnplify. “Together with




Chronicle’s rich security analytics and threat intelligence, we can truly help security professionals
transform the security operations center to defend against today’s threats.”

The Siemplify platform is an intuitive workbench that enables security teams to both manage risk
better and reduce the cost of addressing threats. Siemplify allows Security Operation Center
analysts to manage their operatians from end-to-end, respand to cyber threats with speed and
precision, and get smarter with every analyst interaction. The technology alsa helps improve SOC
performance by reducing caseloads, raising analyst productivity, and creating better visibility
across workflows.

We plan to invest in SOAR capabilities with Siemplify’s cloud services as our foundatian and the
team's talent leading the way. Our intention is to integrate Siemplify’s capabilities into Chranicle in
ways that help enterprises modernize and automate their security operations.

We're looking forward to welcoming the Siemplify team to Google Cloud and working with them to
help security operations teams accomplish so much more in defense of their organizations. You

can read Siemplify CEQ Amos Stern's blog for more on this exciting news.

Posted in Segurity & identity—Google Cloud
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250 Narth Bridge Road #39-04

- Sp u ﬂ k > Raffles City Tower, Singapore

178101

Manufacturer’s Authorization Letter

To: REYNALDO C. CAPA
Senior Vice President Chairperson,
Bids and Awards Committee
Land Bank of the Philippines
1598 M.H. Del Pilar cor. Dr. J. Quintos Sts.
1004 Malate, Manila

We, Splunk Services Singapore Pte Ltd, are a computer software manufacturer founded under U.S, Laws, with
its principal place of business at 250 North Bridge Road #39-04 Raffles City Tower Singapore 179101. We hereby

confirm Trends & Technologies, Inc. (the “Authorized Reseller”), a company incorporated under the laws of the
Philippines is the authorized reseller of Splunk Services Singapore Pte Ltd who may perform the following activities
under the capacity of independent contractor:

The Anthorized Reseller is authorized by Splunk Services Singapore Pte Ltd to resell Splurk products in the Philippines
to you for the invitation of project Two (2) Years Shared Cyber Defense Solution for the Insurance Cluster - LBP-

HOBAC-ITB-GS-20230725-01.
1)  The Authorized Reseller shall independently bear all responsibilities with respect to the provision of the Splunk

products to you in accordance with the agreed terms between you and the Authorized Reseller.

2)  Asthe manufacturer, Splunk Services Singapore Pte Ltd will provide the Splunk products and/or services to the
Authorized Reseller in accordance with the terms and conditions of the Splunk Reseller Agreement entered into

between Splunk Services Singapore Pte Ltd and the Authorized Reseller.

3)  Splunk Services Singapore Pte Ltd will provide the Splunk products and/or services to you, the End User, via
its Authorized Reseller, in accordance with the terms and conditions of Splunk Software License Agreement

located at: https://www.splunk.com/en__us/legal/splunk-software-license-agreement—bah.html.
IN WITNESS WHEREOF, this Authorization Letter is hereby executed as of 19% September 2023.
Manufacturer Name:  Splunk Inc.

Authorized Name: Raen Lim
Title: Group Vice President, Asia
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18 September 2023

Mr. REYNALDOQ C. CAPA

Senior Vice President Chairperson,

Bids and Awards Committee

Land Bank of the Philippines

1598 M.H. Del Pilar cor. Dr. J. Quintos Sts.
1004 Malate, Manila

Dear Sir,

LAND BANK OF THE PHILIPPINES
Two (2) Years Shared Cyber Defense Solution for the Insurance Cluster - LBP-
HOBAC-ITB-GS-20230725-0

CrowdStrike, Inc., hereby confirms that Trends & Technologies, Inc of 23 Floor
Trafalgar Plaza, 105 H.V. Dela Costa St., Salcedo Village, Makati City 1227,
Philippines, is a CrowdStrike authorized Reseller and Managed Service Provider.

Trend & Technologies will be supplying Support to Land Bank of the Philippines for
the said Project listed above; and we are happy to confirm that we will also be
providing Land Bank of the Philippines with our support in accordance with our
Terms & Conditions.

This certification is issued in compliance with the post-qualification requirements of
Land Bank of the Philippines.

Yours faithfully,
DocuSigned by:
[MM Roprs

8107287BCADG4EE...

CROWDSTRIKE INC.

Michael Rogers

Name:
Title: vice President
Date: 9/19/2023

E Z
150 MATHILDA PLAGE. SUITE 300, SUNNYWALE, cywéeaé‘%

T: @CROWDSTRIKE W: CROWDSTRIKEGOM
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~DocuSign Envelope ID: 9059AA6B-AEE7-46BA-82CB-1C45AABD43FD
Tenable Metwork Security ireland Limited

t bg . 81b Campshires

. ena @ Sir John Rogerson’s Quay
Dublin 2
Ireland

15 September 2023

Land Bank of the Philippines
1598 M.H. Del Pilar cor. Dr. J. Quintos Sts.
1004 Malate, Manila

Attention: REYNALDO C. CAPA, Senior Vice President Chairperson, Bids and Awards Committee

Project Name: Two (2) Years Shared Cyber Defense Solution for the Insurance Cluster - LBP-
HOBAC-ITB-GS-20230725-01
RE: MANUFACTURER'S AUTHORISATION FORRM

Dear Sir

As of the date of this letter, Tenable Network Security Ireland Limited (“Tenable™), as the manufacturer/
publisher of Tenable-branded products and solutions, verifies that Trends & Technologies, Inc.
(‘Reseller”) of Trafaigar Plaza, 105 H.V. Dela Costa St., Salcedo Village, Makati 1227 Philippines, is
authorized to resell Tenable’s products to Land Bank of the Philippines. As such, Tenable will supply
Reseller with-sufficient quantities of its products, subject to the ongoing reseller/manufacturer
relationship between Reseller and Tenable.

Signed for and on behalf of Tenable

DocuSigned by:

37425626000C491 ..

Thomas Parsons, GM
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i NETWeRK
September 21%, 2023
To:
REYNALDO C. CAPA

Senior Vice President Chairperson,

Bids and Awards Committee

Land Bank of the Philippines

1598 M.H. Del Pilar cor. Dr. J. Quintos St.
1004 Malate, Manila

Project Name: Two (2) Years Shared Cyber Defense Solution for the
Insurance Cluster - LBP-HOBAC-ITB-GS-20230725-01

To Whom It May Concern:

Cyble Singapore Private Limited, a cybersecurity company that is based at 45 North
Canal Road #01-01 Lew Building Singapore 059301 confirms that as of today,
Trends & Technologies Inc., (“Reseller’), a company incorporated under the laws of
the Philippines located at 6F Trafalgar Plaza, H.V. Dela Costa Street, Salcedo

- Village, Makati City, Philippines is an authorized and non-exclusive MSSP
Reseller/MSSP of all of Cyble products and services (collectively “Cyble Products™)
in Philippines.

Best Regards,

DocuSigned by:
E’IM Claclads
CDA26EACD539436...
Cyble Singapore Private Limited
Mr. Manish Chachada
Authorized Signatory s

CERTIFIED TRUE COPY
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‘a@ ExtraHop

September 15, 2023
Manufacturer’s Authorization Letter

To: REYNALDO C. CAPA

Senior Vice President Chairperson

Bids and Awards Committee

Land Bank of the Philippines

1598 M.H. Del Pilar cor. Dr. J. Quintos Sts.
1004 Malate, Manila

Project Name: Two (2) Years Shared Cyber Defense Solution for the Insurance
Cluster - LBP-HOBAC-ITB-GS-20230725-01

ExtraHop Networks, Inc. (“ExtraHop”), a Delaware corporation with its principal place of
business at 520 Pike Street, Suite 1600, Seattle, WA 98101, hereby confirms that as of the date
of this letter and, absent termination for breach of its agreement with ExtraHop, for a period of
six (6) months thereafter, Trends & Technologies Inc. (“Reseller”), a company incorporated
under the laws of the Philippines is an authorized reseller of all of ExtraHop products and
services (collectively “ExtraHop Products”) in the Philippines.

All sales of ExtraHop Products are subject to the following end user license agreement:
ExtraHop Master Customer Agreement, found at
https://www.extrahop.com/go/customeragreement/ (“MCA”).

Should you have any questions regarding this matter, please do not hesitate to contact
partners@extrahop.com.

Best Regards,

EXTRAHOP NETWORKS, INC.

DocuSigned by:
.| Lo Zag

Name: Lauren Zajac
Title: Chief Legal Officer

.()

P I L cMJTon&nSCE"d

EXTRAHOP NETWORKS, INC. 520 Pike St.. Site 14600 87733388,2

Clotd Native Metwork Deteclion & Response S=attle, WA 20101 ertrahagitom

CERTIFIED "%'ELEE C@PV




AL Technologies

Date: 15 September 2023

REYNALDO C. CAPA

Senior Vice President Chairperson,
Bids and Awards Committee

Land Bank of the Philippines

1598 M.H. Del Pilar cor. Dr. J. Quintos Sts., Malate Manila

Dear Sir or Madam:

LETTER OF CONFIRMATION

MAL_Philippines_T2 v Jan 2019

Two (2) Years Shared Cyber Defense Solution for the Insurance Cluster - LBP-HOBAC-ITB-GS-20230725-01 (the “Project”)

We confirm as follows:-

1. Trends & Technologies, Inc. having an address at 8Th Floor Trafalgar Plaza 105 H.V. Dela Costa St., Salcedo Village
Makati City (the “Bidder"), is authorized to guote and resell Dell products and/or services products in  Philippines (the
“Territory") as part of their bid for the abovementioned Project in their own capacity:~

Dell EMC PowerEdge R750xs

The Bidder shall acquire such Dell products and/or services products from an Authorized Dell Distributor in the Territory listed
at https:/fwww.dellemc.com/partner/en-sa/pariner/find-a-partner.htm.

2. The Bidder shall provide first level support to you in respect of all hardware-related issues pertaining to the Dell products
and thereafter to escalate any unresolved issues to the Authorized Distributor. Dell will provide support and assistance for
the Dell products and/or services to the Authorized Distributor in accordance with the terms of the prevailing channel partner

agreement,
3. The Bidder is an independent contractor at all times and Bidder does not make any commitments/obligations on behalf of

Dell.

4. The above confirmation for the supply of the above-mentioned products, or services and access to related technology, (the
“Materials") is subject to the following conditions:-

The Materials are for your own use, not for resale, export, re-export or transfer.

The Materials is subject to compliance with export control and economic sanctions laws of the United States and the
Territory.

The Materials and may not be used, sold, leased, exported, imported, re-exported, or transferred except with prior
written authorization by Dell EMC and in compliance with such laws, including, without limitation, export licensing
requirements, end-user, end-use, and end-destination restrictions, and prohibitions on dealings with sanctioned
individuals and entities, including but not limited to persons on the Office of Foreign Assets Control's Specially
Designated Nationals and Blocked Persons List or the U.S. Department of Commerce Denied Persons
List. Customer represents and warrants that it is not the subject or target of, and that Customer is not located in a
country or territory (including without limitation, North Korea, Cuba, {ran, Syria, and Crimea) that is the subject or
target of, economic sanctions of the United States or other applicable jurisdictions.

We respectfully look forward to receiving your cooperation in order for the above conditions to be implemented.

Thanking you in anticipation for your support to Dell.

_incent Lee

Yours faithfully,
Dell Global B.V. (Singapore Branch)

L AR
[ &
s TS

General Manager
Channels — Singapore & South Asia

*To verify this document, please contact: Rache_Resurreccion@dell.com

o
£ 4

ra

Delt Global B.V. {Singapore Branch) (Incorporated in The Netherlands witf; Jimj’cga,t_t;ligbgify)’u
e 1 Changi Business Park Central 1, #08-101 One@Cha ‘gl@ltyf_smga 07’

3
» Tel +65 6823 6688 Fax +B5 6829 1668 » DellTECHAGIogies.com \
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ANNEX 1 - Trends Contact Numbers {(excerpt from Client Onboarding Presentation)

TOG Hofling: | Hotline — 8817 8181 |
0917507 1812 . | Localk 8701 %0 8703 :
0917 558 9675 | ' Local: 870810 8710 |

TOC Gperations Hotline

Soc@ftrends.com.ph

- TOC GS Gateway:
0917 8222574
0917 845:60 85
© 2021 Trends & Technologies, Inc. All Rights Reserved
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ANRNEX 2 -~ Asset Valuation & Categorization (excerpt from Operations Integration Document)

4 IT Asset Valuation & Categorizatian 4.2 Hoddl for measuring Weight of en Asset

The IT anet valustion & dussificotion puidekies orovhz gudance to silveve & conststert dagroach in 9
:n‘mﬂ,, ,‘,‘i‘i,‘,‘.‘,‘g’;",.‘:‘,‘;;‘{ ;«aq;;pﬁu:m" w;‘";“‘""" 1AnE 210 0alag, attachid L tha ralwerk, and pradfing o 4 The value of date in the container iy ltrxlnon-ﬂis!ml Laaed on buskaess objetthes,
At comparad to anathes Similar containes's data value,

Thve mathodd lor 5T 2852t valuation i anchored an e CIA moedel, The rasuiting measurement from the CIa The vallia 6f 4313 in the contalner i meckm D100 60 hutinoss ohiectivet, a8

model is then multiaLed aoalnst the weight of an atict bused oo the b33t senfaiviy aithin the clienr’s | edium 2 | comparea o ynother simiar contairer’s eatavalue,
argrelzalicn. Hgn N e value of data in the tentainer is high taned on business ebjectives, 33 compared

Tetal Auset Vnlun « Asset Valuo = Asant Viekrt — tiranothe sewlit eentiner’s dita velue

43 Asser Categorizatian

Ater baving assety ixtd dyalist the C14 modcl amd s wreiglt 1fentlied, ossels ore num ceody to Le
categuiized By munb ying the Asset Value nilhi ity m—th 235813 Can then be calegorlzed tor s over A

valuo, Categary mating hac a un;e of 1.3, 1 be'ng tho highest sttt Catogory for thote mayets having 23+
7m lhﬂn\!‘ﬂ Value-Weight Mai

4.1 CIA Hode! tar mensuring Value ol an Asset

Confidentiatity Uriterd acversn effect | Scrious maversecifey | SCTeIC or aktic
Tho el dogcee of | on on advetss etfed oo
rformar ata could ba opentions, rmatsof | operations, xssets or .
cavested o have a: tedividusis. ndvEus. """m“é&’,:” .
Inteodity . Sovera or uithdl
- seauts d. uﬂw advwese ellect xlkm e, edlea advatse ciect o
et 1 "
infermaticnydata enuid be otsaom, ety of m“""‘"“““"' eperations, assels ot
erptes tohave o incivigiEs. vl e casts
Aypflabiing Severe 1 crtial
The Gaipton of accasstaoe | LIRS DIvErsa witact | Secvug acvirse et | ol wrarr o
sk ¢f Intormution/Gaty of I om“'m’-"“ porsiim "gn, oty ¢t ergargzations)
Informaticn aritem rouid he e cpanatins, 22 cparations, assets ar
“XpRTEA TS 3
— R IS J [ 4 -
T = - - — x| «
‘comnmr - LO\’?H! MEDIUM {2) HIGH {3) " . :‘:) H 2 oy g.
e iy Vereder Tiee 3 ; i 8 2 S: X
~ il Bl
= el ! : ; Vancwas Crek
I ] SDaxvte L, it ;?éﬁﬂm SR NE- AN ] - A%, 3
il s 6 s s 7 3 7 8 snnee s U Fevsi¥] szt s by
o] B g
3 - Alzmamver mvpney A
_)‘gnGi 3 L] ’ e 7 8 ’ 8 9 1Y = Cor U DO .27 (e aixtaieloald g8 L2
- Apfeer.. . serash wcosahee Lol ate ol s 132
Hetwork D:t:nse
= Danlal of Service Attacks
o Succassful Inbound traffic from a knawn malkdous or susplcious site
Application Defense
. Sucmssful fogin of prlvllaged account on any IT Asset Categary
. of normal ascount on ony IT Asset Categary
Endpmnk Delfense
. Malwam en\ar!ng tha notwark on IT Asset Category 1
on IT Asset Categery 1
Dntubusc Delense
Unauthordzed extraction of confidential and/ar sensitive Information on any IT Assot Cateqge:
P2 —HIGH -
Hetwork Detense
* Persistent reconnalssance scan
Application Delense
Mult iled f privilegad account on b 5: ateqory.
Endpoint Rafonse
« Malwere alerts on IT Asset Category 1 {la: dient databases) that hava been cleoned and/for
quarantined
=__Undebned, unguarantined malwore on [¥ Asset Catagory 2
P3 - HEDIUM
Awllmﬂun Dcun.c
of prlvllegcd account on any IT Asset Category
- Multlplnml,gd_mn of normat accounts on IT Asset Category 3
Network Defense
+ Successful Qutbouad trafiic to a knovn GTI site
Endpoint Defense
Unclenned, unquarantined malware on IT Asset Category 3
P4 ~LOW
Appllcaﬁan Delen.e
of authorized normat account on IT Asset Category 3
Endpoln! Defcn::
= Malware aferts on IT Asset Categary 2 (le: Internal databases & systems) that have been deoned
andfor guarantined
palnt Defen:
& Maiware alerts on IT Asset Categary 3 {Ig; voskstations) that have beea cleaned andfor
quarantined
©Copyright 2021, Trends & Technologies, Inc, All Rights Resarved Page 3 of 27
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ANNEX 3 - TRENDS ISO/IEC 27001:2013 Certification

RNATIG,
e Ny

%

CERTIFICATE

No. SCUK001708D

De“:“ Fi CATIO

! SOCOTEC

certiligs that :

Trends & Technologies, Inc.

A0th Trafatgar Plaza, 105 HV Deta Costa, Satcado Village Makatt, Philippines

:‘ oparatas 3 managemant aystem that has boah assessed a3 conforming o :
ISO/IEC 27001:2013

for the scope of activities :

Trends Managed ICT Services- Service Qperations Group which consists of
Trends Operations Center, Systems & Platforms, Service Management'and
Compliance & Continual Improvement .
Stalement of Applicability: MICTS-50-Statement of Applicability Version & effective July 20, 2020

N

igsue dats 34 Azel 2000 Mo Ghaus dgeratizns Jirector SGDOTEC Ceatilicaon UK
Vald untit : 28 Cetabar 2323 {Subeel to 3dkarance o the agresd cagang

i , sueeessiul o »man of #l g each qudt ana
compfiance witkh the tenns and rowsitcns of ceridfoation.)

i Onginat date ci contification : 25 Dzicher 2047 . :

SOCOTEL Cartification UK LUd, § Gordana Count
Sarkart Close. Porlichead, Bristot B520 7FS
UNITED KINGDOM
http://socolac-cortificalion-i Leo.uk

e e

e

—

©Copyright 2021, Trends & Technologles, inc. Al Rights Reserved Page 4 of 27
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ANNEX 4 - Personnel Certifications

AMNEX 4.1 — EC-Council Certified Ethical Hacker

o e a0
ECCY254601873

10 ucknowledge-ihat
o~ = DELFIN.JR BARQUILLA
hSrLuccesstully sompleted all requiremonts 2ng criteris (or
Caortified Exhlcal Hacker
ce!;!l!cadun thspugh examination administeted by EC-Councit
:}ic"onm:'lﬁ March, 2023 Expiry Dates 15 March, 2026

et ot fpm

W st th Nty

ECC3985402716 |

EH

Gribes | taimt madne

hins sucenssfully compluted ail H quitements and cntesa ror

Certified ! ! Hacker

Tentr anan el

"£CC3140697852

I

—]
X A i
. Thigi€iaacknowledge thay ackngwiedga that
e s L
Lo Mardy. Anne-ViZcarra - ERLYN BARREDO
Ras successiutly cemplated all regulrenients. ond ritaria for has successiolly campleted allfequiremunts and criteria for
. \ :
. . Certified Ethical Hacker Ccrliﬁc:‘lithyu:nl Hacker
certltization ihioughiexamination administered by €C-Cauncht ‘certification through examinatidn administured by EC-Council
. v i
[;;uc Datc:20 Ocztober, 2021 Expiry Date: 15.0ctober, 2024 3 . lssus Date:17 October, 2022 Expiry Date: 10 October, 2025
Y ST
<
e ny, b Drecanat

©Copyright 2021, Trends & Technologies, Inc, Ali Rights Reserved
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Page 5 of 27




~ 7/ TRENDS

Managed ICT Services

Service Delivery with Flexibility

ANNEX 4.2 — EC-Council Certified Incident Handler (ECIH)

' Cerufiration Nusler ernfication Numbet
ECC0247438028 ECC0975281436
EiCIH EC-Cuunuil Qertified Incident Handler
AT T A i N T e N ot o R Y i oo s R T e it 2 e T N i RTEA T i Cr A M
Thic s tr acknowledpe that This i tr acknuwlodge that
t Jestonl Moralos Gemalyn Cabanos
; han Sally piletest il e and eriterti far hus Tull teted n}l i and esllceria lor
£C-Council Certifled Incident Handler EC-Council CortHiod Incidont Handlor
! thnagh o di 1 hy KC-Caunal ion thmugh d by EC-Council
1 fssue Bute: 28 Dacember, 3022 Expiry Uate: 27 Recambor, 2025 Tanue Dnte: 20 July, 2022 Expiry Dunes 48 July; 2029
: et gt @ o
: Eg-Conncil £ @ EC-Bouncil o5
ANNEX 4.3 - EC-Council Certified Security Specialist
P Cestificatron Nustber
] ECC8012859347
]
i
—
Ty S
“This is 10 acknowledge that
Mardy Anne Viscarea
Hox sugeessfuly leted all and eritemu for
EC-Counci! Cortifiod Security Specinlist vo
through dml ¢ by EC-Council
fasuo Date: 03 December, 2021
EG-Conncil v ol
Sanjy Bavitl President
. 9 . .
®©Copyright 2021, Trends & Technologies, inc. All Rights Reserved pPage 6 of 27
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ANNEX 4.4 - EC-Council Certified Threat Intelligence Analyst

1 LCemificatmn Nember
ECCB024379518

Certified Threat Intelligence Analyst

U P P TR R R 170
Thi» i 1w ucknawledyge that

NELFIN JR SARQUILLA
ham 1 foted all rqui and ertena fur

Certlfied Threat Intalllgonco Analyst

) Certifieansn Number
| ECC5214037838

“Thi [3 u ncknuwledie thay
Mardy Anna Vizcarra
hitn s fully loted nll i and criterdn for

Cortificd Throat Intelligonco Analyst

Iaxue Date: 02 Junc, 2023

through d

f by EC-Council

Expiry Hate: 0% June, 2028

d.

wor ion thmugh

insur Datr: 17 November, 2022

d by EC'quncil

Ixpiny Date; 16 Novembor, 2028

o

Sargay Bavmd, Presdent

EC-Copncd

EC-Goanch av el

©Copyright 2021, Trends & Technologies, {nc, All Rights Reserved
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ANNEX 4.6 — ITIL FOUNDATION CERTIFICATE IN IT SERVICE MANAGEMENT

PeopleCert’

AR Laderds, certfat

Toue miedee ¢

Mardy Anne M. Vizcamra

He v e

ITIL® Foundation Certificate in
iT Service Managemant

Prue b 03 Aug L0 s =Y WA

LRI cavr GRETIIBISITIV Cortm wetes BHOSNTIMGINS

b—uhn.mximwrb T

D I o PR T AT VWL

{ TS --,-.“.- RS

PeopleCert'’ QAXELOS
SALCAL £28) PRacf Qo
Atgents orotfed
e L ey ban
Gemalyn Cabanos

Hr atend e

{TIL@ Foundation Certificate in
iT Service:'Management

QAL U2 Ocn oA
LT 1 GRATY) fo2zmtom e s
e B X5 RCIEY e T, RS Gt e
¢ i idimbe . . ]
mﬂl“-ﬂll N

i
B

, n‘wmn«gﬂm—m-—. no-o'—qucn-o—.
[ memms I Ao TPl -:.-:':.-WM <

@Astos

Certification >

Sroveny 60! 6

R Sl IR L3 Ave - Tiw

<&"k‘ ;

LA

—————er
e

s M, e trom axe

Dcifin gr Barquills 0o

Foundation 20121104
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ANNEX 5 ~ Sample Email Notification

‘Na

‘M 4639178786617
| T +63 2 811 8181

! Mon-Fri 0B30-1860
Immediate Stuperior: Alyssa Santiago
i Next OoD:20220226-20220227

Trends & Techinekegies, Inc:
1 20% Floor Trafalgar Plaza.
. -1 105HV.DelaCosta §i.. Saleedo Village,
" “NMakati City 1227 Philippiries

| wwve.trends.com.ph

@©Copyright 2021, Trends & Tachnologies, Inc. All Rights Reserved Page 9 of 27
Any hard copy or unprotected soft copy of this document shall be regarded os uncontrolled copy.
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ANNEX 6 ~ Sample Tabletop Exercise on Incident Handling

;/;f- TREMDS 'Menaged ICT Services | e .

1 Procedure
1, Attendees: PQCs, leads, and one-level below (if FOCs and leads deem them necessary}.

2. The game masters will lay out the scenarios and their constraints, Prescribed references:
a. Trends: call tree
b. Trends and! == ¥ playbook
c. [==7 internal procedures as appropriate

Allowed references
a. call an internal resource {answer must be relayed into the game}

3. Participants will provide answers to the questions raised. Answers must be straightforward,
concise, and complete, Participants may be asked follow-up questions on how tasks will be
specifically performed, particularly on internal required processes and procedures.

4, Game masters may interrupt at any time to insert relevant information.
a. Trends game master: Pxene
b. (== )game master: [ ==

- 5. Observers will record the answers as well as other observations.
a. Trends observer: Jgwy

6. After the participants have provided their answers, new information and constraints will be
provided by successive injections and the above procedures will be repeated untit end.
7. in the event a scenario “hangs” as judged by the observers, the game masters will provide the
correct answers 50 that the scenario may proceed.
8. After each simulation, observers will provide feedback.
2 Duration of exercise (simulation and immediate feedback)
s Scenario 1 - 45 mins
= Scenaric 2 — 45 mins
» Scenario 3 - 60 mins
3 Scenarios
I Simple (Brute force attack)
1i. intermediate (Malware and phishing attack detected on both sides, internal only)
IIi.  Advanced (Advanced Persistent Threat)

©Copyright 2021, Trends & Technologies, Inc. All Rights Reserved Page 10 of 27
Any hard capy ar unprotected soft copy of this dacument shall be regorded as uncontrolled copy. g
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ANNEX 7 - Sample Malware Incident Analysis & Recommendation

i PA.CKFI‘ DETANS

ADVTSOFW NUPEER 56519

“Daten d
Tl'mel'ncidl:nt 02/23/2023 15:34:3%
Dat&kd

u;‘g‘;t’ €51
'

Y] thnreoe:xtnd Chedipent - h:’:lod(&d
Prionity: | P3

INCIDENT DETAILS
' GenedCHER.gelm - Matware in this famify enables cybaraimnals to conrel infacted
tcmputers remotely, These programs are used to creats lazge groups ¥ zerebie
Desaiption: ' cempusers, knovm p3 batmets, whith are then axpleived for withous
user knewledge, Criminals can use the infected computers te send spam, crack passviceds
on remote systems, and pesform DDIS atacks and cther malicious actions,

S~ - Source IP:
Source Port: 5331

. Reslipaton.XP: 52.89.2.199
! Dastination Putt-. .

Dircction: Qutbeund
« Event Subtype: alart

Rgmarks- Device Action: menitar
IHan: 'A:cnn ™ ste knc-nn to cortain mahware

 Emall defected g F dunet )
- Links: i
heplfenanid.org/ TRAxhoml 2/ DTD/xhtnlil~ransitonatdid |
. ht:p:llmm.w&or;ﬂ%?/th
+  hepsifgar w/redonerke php?
ut, scur:rSB&u:m _centent=a
- hcps-!lonr!en linkedin. co:‘.’cnmrfdnnmuaboutlbnkadln I:c-z.;pg.cn; naljps
«  hips:f/stadalicdn.comise/plcom Linkedin FATINES
frontend-static-contentSe28 | fatest, _;r/“:zt-‘errz‘l-assem F
Related .
Ematl: néA J
RECOMMENDATION
= Perform Full Scan on the affecred endasing,
o Refrain frem acdessing/downlonding anv ﬁ'efln:ml cations frem urknewn sources.
. Kinc'lv Black the dem:tei e:cemal 1P acdress
«__For centinucus S0C monitering.
r‘-\\

©Copyright 2021, Trends & Technologles, Inc. All Rights Reserved BioiEB) -
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ANNEX 8 — Cybersecurity Maturity Assessment Sample

- i
. * - % 3 2 9 x |2eror® Matatt
E ECUT ; 3 E ORT gtz g St Sxm e A0
. 2 ’ d AR BFREN i rryne
: * ¥ & toaema A
: H AL FIT)R Y
Rt TR emart
e = MR T IEURTH Ll )
PR T
PR PP LTI ot o)
Zeferiin
3 {3
Nialn M U e et
BESEHIED Y.
(AR SO I ALLAK HAY M, LIBARIO
: el MADELEINEG. ENGUA
-, f:@}!l.{{ll(‘ﬁﬂf&\l, : INECHIMATION SEQURITALONSHITAST PP S Sy
: RECAGTEORG N FDUSORCARD AUDIT
— v /, 3 -
## TRENDS
TN  CONFIDENTIAL RSN 7 o
Paan
.
p——

* N T .

. k}
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ANNEX 8 —~ Cybersecurity Daily Digest

ENDS Opgrafion Cettar. |

N
©Capyright 2021, Trends & Technologies, inc. All Rights Reserved Page 13 of 27
Any hord capy or unprotected saft copy of this dacument shall be regorded os uncontrolled copy.




| Managed ICT Services PR —
Service Delivery with Flexibility : THQ?E’@@%?@M

ANNEX 10 -~ Threat Hunting Advisory

T

TH RE‘L T ( pUSORYFROM \ " Conti/Lockbit MalSpam
PROFESSIONALS Campaign

S ADVESORY & Ransomware o MalSpam

'

! QeT 20 202] . A Spike in Oyher Reference

Through sensitive source reporting, our threat intelligence partner, Insikt Group, recently
identified an ongoing TrickBot malspam campaign targeting a large number of personal and
corporate email addresses. In this campaign, TrickBot is used as the first stage for initial access
to victim networks, with the subsequent deploymentof the Conti ransomware variant.

P

THE THREAT

In total, Insikt Group are aware of several million email addresses listed as targets in this
campalgn. The presence of an email address in this dataset does not imply active TrickBot or
Conti infection, but indicates that these recipients are being actively targeted by email
spearphishing attempts to initiate an attack.

o e g e

Per checking, after a broader search for any emails with ".com.ph" or ".ph" in the list, none of
such domains were found. Do note that this does not mean that the Philippines is free from
Trickbot infection, but rather indicates that there is no known active targeting or spearphishing
attempts to initiatean attack.

WHAT’S IN.IT FOR YOU?

RECOMIMENDATIONS -

The Threat Hunting Team recommends the following next actions:

« Use YARA rules to hunt for ContifLockbit Ransomware {if applicable).
« Keep the antimalware, firewalls, and machines updated.

« Fortify email security with strong spam fiiters,

* Keep email security policy in check {DKIM, DMARC, SPF, etc.)

## TRENDS
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ANNEX 11 - Datacenter Certification

PRIMARY DATACENTER (Makati) BACKUP DATACENTER (DR SITE) (Clark)
i ! i
f i ‘ epl’ |
| g j £ |
|  CERTIFICATE OF CONFORMANCE CERTIFICATE OF CONFORMANCE |
‘ COHSTRUCTED FACILITY CDNSTRUCTED FACILITY i
I Thizks 10 cortify that the conttructed data cantar facktes of : thatthe !
: ePLDT Inc, aPLDT Inc i
! VITRO Makati 2 Data Center ! VITROQ Clark Data Center !
I 5322 Nicanor Carsla Strest, Digy. Bel-Alr H VITRO Clars, Lot 3, Monoy Aquitio. Av:nun .
H Hako Clty, The Phillppincs ! Clark Fraepart Zans, Pampang
I‘ The Prilippines )
i B 25 B and found! o - |
! ANSI/TIA-242-B-2017 ANSI/TIA-842-B-2017 !
; i
! Rated-3 ; Rated-3 !
i ' ‘
for the folkoadng ceope: i : 127100 fedowin) toepe:
Archechae Telecam Beatncal Mechancat Archtetture Telecom Elesttical Mechanicat
: Rated3 Rated-2 Rated3 Raled-3 Rated-3 Sated3 Rated-3 Rated-d
E Ciscaie Nurdes TAMIIHEOCICE . Errtfcate Numbee TIAAI FHEIREEOT .
Conificate vatetey MImIEIT uvtd ThAU-2023 lﬂ‘l" .- Lertucate yald iy, 2> Aury 202 Urett 21 Ay 2025 _'ﬁ"" - ——
i _ ContAnon Massger . :mnan‘:um’nu
H - !ﬁhﬂ.szlhnh-\-i - | CaiLttcation Pre tadt
(TIA-942 TIA-942
= =5 Q) , = ©Q
iR ol i S e
D T ittt
-—
AT o g Sisternent
ePLDT &g = ePLDT Srmse i
R o Soias TEERERS son sz
3 TRING S AAD TIO L O 5 TG LT T Rty HICS A TLOWRILL S I ram Dwe e
2'—'-‘:\ Tomat 3 Vodura 4 i memr BTN o g Wty Ll
13 CWMN'WMI—-‘I—.'&-M Il £y ey an-lﬂh.h‘mv-un- ancndle ] L)
1 lb"—klﬁi"\l .- LE mnmh.p 4 Rl
. Nt Seter e
Pwnn Sorme Papnet ey [y ey
TRATIACMS owwar> | T rREL FOLAR RSt
[T ——
'-‘u:l::a‘ﬂ-r.nm
CARRIINIEE T
Contwr Snas pves T N
pestseniyead
P
1
[
Srmene -
Ld
Taaes Dam S e wvn Saa o Sne P TEres S by AL =
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<

ANNEX 12 - Sample Monthily Reports
Excerpt of Monthly Report for Client A
SIEM: Executive Overview

a  Data sources are from 232 devices

= These are events gathered from January 01, 2022 to January 31, 2022

#4 TRENDS

s Correlated events are decreased due to SIEM Correlation Rules fine-tuning activities of Trends TMG-Sec team.

\ Rec'eiv'eg];EvenlS (bel.:,ember’ 2021y /
\ 26,544,383,545 /

. ﬂGor.relaiéd Events
2177262

©OUF Tena & Tehnglopes, Ine A wghts B e

Excerpt of Monthly Report for Client B
_~

SIEM Ticket Summary

SIEM Ticket Summary

Elgm : E 'if

Ba-21 feb 2l Mart ARG Magt lun2l 7T Auge21 Sepa2t nnt)d

. v SENSITIVE INFORMATION REDACTED

PE3 RRC A W IR N T8 SRR 2T PRIt

954

i

A%

5%

Receivad Events (January 2022) /1
24,987,571,750 7
Correlate '
3
## TRENDS

Ticket SLA Perfonmancy

100%% 1005 100% 100% 10095 10G% 100% 10036 100% 100%%

1023 Frir?1 Mas21 ApE-21 May-21 Jun2l J-21 Aug-?1 Sepd3 Cet-2l

1 00% Month-on-Month Running Average

SLA Hit Rate
Pland P2 PlandP3
o Events Handled 204 Events Handled
PL~0, P20 P38, P40

®Copyright 2021, Trends & Technologies, inc. All Rights Reserved
Any hard copy or unprotected soft copy of this document sholl be regarded as uncontralled copy.

Page 16 of 27




R L S S

i &

4 .. Managed ICT Services
‘ f/éf TRENDS ! ServicegDelivery with Flexibility

ANNEX 13 ~ Ticketing Tool

Trends shall use the provided case management to capture and track incidents and facilitate routing to
appropriate resolving groups. Below are the sample screenshots of the Ticketing tool.

s rmac msirree

e g

IIINE TRENDS
T R N
AR

Gants ey e Liar azer
N LA LN & age
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ANNEX 14 - Sample Onboarding Presentation

Shared Cyber Defense Solution

| Operational Workshop
—~~
Overview
« QObjective
+ Transition Strategy H
—_ * On-boarding

« Service Delivery Architecture
* Incident Reporling Process
« Incident Response Playbook
» On-boarding

« Appendices

Transition Strategy

»Process Discovery -\"%

» Planning & Alignment %m

= TOC On-boarding i

« Client Orboarding F
L]

« Table Top Simutaticn

&8 - swbilizaton Petiod
i I Process Dry-run

« Farma! Process Launch
*Measure

'
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ANNEX 15 - Sample Security Briefing Presentation

Responding & Adapting to a Changing Cyber Landscape ﬁf TRENDS

TH Advisorles in January Analyzed and Reported Advisories by Category

aEscalated = Proactive a Threats  BVuinerabll & Brand Inted! nSeaurly Risks  @incdent Investigetion  ®1Others

i See More Technical Details
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Responding & Adapting to a Changing Cyber Landscape ,z/g’ TRENDS
Advisory of the Month: New Multi-Platform “Sysjoker * Malware

Summary:

+ SysJoker is a remote access trojan and a backdoor that
targets Windows, macOS, and Linlx operating systems.

» It has advanced backdoor capabiliies and can remain
undetected for every antivirus scan for several months.

« It masquerades as a system update and generates its four
separate Command-and-Control servers by decoding a
string retrieved from a text file hosted on Google Drive.

.Cybier Posture Assessmerits -

ning: Tesults .showed no; de
signatures.on endpoints and eIy

See More Technical Details

. !
T b AT
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ANNEX 16 - Sample RCA Report (Details Redacted)

INCIDENT REPORT

# TRENDS \cIoBNT e

Tect otz To Torxe~a

-5

o

R Requestor; DagRequenes .. "o
Feznns = . com .
TN e IR
bicdent Report DeteSotmitet: -
Omner: IS
Recerte Peronfs i S 2
sadforTealr ss - mad ma =
- o = Rar Approvedt -
RAppmyedty: .- re
—
e
—_—
—_—
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ANNEX 17 - Sample Digital Forensics/Compromise Assessment Report (Details Redacted)

- . . .
## TRENDS * Manoged ICT Services TLR:AMBER
TABLE OF CONTENTS
1 EXECUTIVE SUMMARY. 3
2 EVIDENCE INFOPMATION OVERVIEW a . !
P N 3 TABLE OF CUNTENTS
22 - 3 .Y OVERVIEW 2
a 4 1 Ve Quwarr i x
33 a LT ATTACK Prass Amd Kis Cuars ; x
gg : 2 SCRVIRTHAGT AND MEMONY DUMY FINOINGS | s
(3 < 3 stk EDINGT ‘ | L
323 5 Tt Brawres ( e s | #0022 7
4 ARTIFACTS FINDINGS 6 32 g £ e oy e 1 7=.'er s
41 . wwié T Jicm oo e o [ 4 CONQLUGION ) |
K :i; ﬁ:;m g 3 RECOMMLNOATIONS
413 Mawy C . 2
@13 08 Cosianon H DOCURENT ACCATANCE ! )
4.1.5 NOWERK & PAICISS MONTCANG B B L . |
cQ TTOT YL LT T T ®
$31 Somme T = : Compromise Assessment Report’s Table of
422 Usies 8
423 Mamar 1 Contents
42.4 05 CoansuTien 1
42,5 Memwere & PROCESS MonToana 12
A MDY i3
Digital Forensics Report’s Table of Contents
—_
-
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ANNEX 18 ~ Snippet of Agenda Acceptance for Anrnual Incident Response Readiness Training
(Details Redacted)

Agenda Acceptance for
Annual Incident Response Readiness Training

Good day‘ R CMTRTRTCES BT TR (R

Trends and Technologies inc. {Trends) is pleased to present the proposed agenda for the Annual
s fenices twmay oW =S s D (e o Qe B

= (iJ ""'m:“ Oy T =

About:

Trends’ Annual Incident Resp Readi Training is an event that aims to effectively address

the stipulated objectives of fartifying incident response rapabilities and fostering a culture of
~ heightened IT security awareness acrass varlous stakeholders, By extending training to both technical

experts and non-technical personnel vithin the agencies, it aims to foster a unified understanding of

the incident response processes.

Proposed Agenda:

e (zmemsa - m R SR I

Objectives:

&= g 2 TEE TETES 3 TR U
AT e d b e T 6 i

R T P ey S L P RTINS S

TSRS G TR0 R i ow )
‘ormmn w5 o i & osm o b B2 e ot mee=d a
‘m
CmRR@, C W TDEDEES g o S = Y 7T eS I ER AR
[t
g aws ¢ Te TTIRI= o0 = - T
°oE TR el 0 B o b e )57 I Had B el
T oo cnﬂx: [ =~ -~ oot e R T/ IO =TT " =3
Target Audience: 7 T v ER ~3get o0 TR ST T R (T
ProposedRateand Time: ” " o, 7 70 . 00C, TTSE T
Proposed Venue; Trends & Technologies Inc., 16% floar, Trafalgar Plaza, 105 H.V. Dela Costa, Makati,
1227
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ANNEX 19 ~ Snippet of Incident Response Playbook (Details Redacted)

3 Incident Playbook

3.1 Data Theft

A. About
B temr gaes  oe T2 oo ddl teos eml s oocme =a Lowls w0 e gy o
Ca-Te Elas . Jx el s po! =lnm
B magm Bepes wm imsw | w3 o egEe ¢ oo mmeom e
o —mmes ¢ T e e
B. Teols:
LI S T P % sl o= Plra @
y eoe o S8 bpmo® 3 wTEm
o~ 4Lj, 1
C. Detection and Analysis
N _"F’;-u = ﬂ’f"’i‘ L 3
nAy P T e L tlea o=
LD, mU ESECTY a
s LR o emli=Tr oms] o oeme wRe
8 L s ol kedaim Do 60 o Sl (B PR o 8 el
LI v e o e e s >z oa
L A R e
D. Containment and Eradication
b OURRLT Sl e el P oite T T oma” e’
9 m
T fhoms o as?
— e Shall Roor i~ N S S Tt
s g B L A oos w=
8 wanlw
Erzeoo so==s
= e ‘man 7 ows’ tedp
R R P - : emo § T TS L TR STEII
als
PR M e = et
N Rl s )
L m::rﬂ«’:qm:m*:'l T ESRD Lot -]
—— T rBa: Tesdan a Yo
' 1 S5 ET e L
g em.e mopmae g wwEm -
T
® Tl (1 A i
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ANNEX 20 - TRENDS SOC 2 Type II Attestation Report
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ANNEX 21 ~ SAMPLE SOC DASHBOARDS
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