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(i) Sale of Equipment

The Company determines that its revenue from sale of equipment shall be recognized at a
point in time when the control of the goods have passed to the customer, i.e., generally when
the customer has acknowledged delivery of the goods.

Determinaiion of Transaction Price and Allocation of Amounts to Performance Obligations

The transaction price for a coniract is allocated amongst performance obligations identified in the
contract based on their stand-alone selling prices, which are all observable. The transaclion price
for a contract excludes any amounts collected on behalf of third parties (i.e., VAT).

The Gompany uses the practical expedient in PFRS 15 with respect to non-adjustment of the
promised amount of consideration for the effects of significant financing component as the
Company expects, at confract inception, that the period wien the Company transfers promised
goods or services to the customer and payment due date is one year or less.

Determination of ECL on Financial Assets af Amortized Cost and Confract Assels

The Company uses the simplified approach to calculate ECL. for trade and other receivables and
contract assets, except those trade receivables from certain agencies of the Philippine National
Government (NG). The provision rates are based on days past due for groupings of various
customer segments that have similar loss patierns (i.e., by geography, product type, customer type
and rating).

The provision matrix is based on the Company's historical observed default rates. The Compan'y‘s
management intends to regularly calibrate (i.e.. on an annual basis) the matrix to consider the
historical credit loss experience with forward-looking information (i.e., forecast economic
conditions).

With respect to trade receivables arising from contracts with NG, management determines the ECL
based on the most recent exiemnal credit rating provided for the Philippines. Such rating is
considered as the equivalent loss rate in determining the loss allowance related to frade receivables
with NG agencies, as it reflects both historical and current considerations, and accounts for the
potential impact of future events.

fn the case of receivables from related parties. which are repayable on demand, the contractual
period is the very short psriod needed fo transfer the cash once demanded. Management
determines ECL based or the sufficiency of the related parties' highly-liquid assets in order to repay
the Gompany's receivables if demanded at the reporiing date, taking into consideration the historical
defaults of the related parties. If the Company cannot immediately collect its receivables,
management conslders the expected manner of recovery to measure ECL. if the recovery strategies
indicate that the outstanding balance of receivables can be fully collected, the ECL is limited to the
effect of discounting the amount due over the period unlil cash is realized.

Details about the ECL on the Company's financial assets at amorlized cost disclosed in Note 20.3.
Evaluation of Business Model Applied in Managing Financial Instruments

The Company developed business models which reflect how it manages its portfolio of financial
instruments. The Company’s business models need not be assessed at erlity leve] or as a whole
but shall be applied at the level of a porifolio of financial instruments (i.e., group of financial
instruments that are managed togsther by the Company) and not on an instrument-by-instrument
basis (i.e., not based on intention or specific characteristics of individual financial instrument).

in determining the classification of a financial instrument, the Company evaluates in which business
model a financial instrurment or a portfolio of financial instruments belong to taking into consideration
the objectives of each business model estabfished by the Company (e.g., held-for-trading,
generating acerual income, direct matching ta a spegcific liability) as those relate to the Company's
investment and trading sirategies.

Testing the Cash Flow Characteristics of Financial Assets and Continuing Evaluation of the
Business Model

In determining the classification of firancial assets, the Company assesses whether the contractual
terms of the financial assets give rise on specified dates to cash flows that are SPPI on the
ouistanding, with interest representing time value pf money gfd credit nsk associated
principal amount outstanding. The assessment as {q wheghe,‘g,m; Gas&ﬂg&a i
in the currency in which the financial asset is denomibatecg; ‘%i,n “othe “‘izogig el
the timing or amount of cash flows {unless itis a vagl‘a Ie jnterest ratel th it
money and credit risk) does not meet the amorlized cosl criteria. In Tasksa)
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between the passage of time and the interest rate of the financial instrument may be imperiect,
Kknown as modified fime value of money, the Company assesses the modified time value of money
feature lo determine whether the financial instrument still meets the SPPI criterion. The objective
of the assessment is to determine how different the undiscounted coniractual cash flows could be
from the undiscounted cash flows that would arise if the time value of money element was not
modified (the benchmark cash flows). If the resulting difference is significant, the SPPI criterion is
not met. In view of this, the Company considers the effect of the modified time value of money
element in each reporting period and cumulatively over the life of the financial instrument.

In addition, PFRS 9 emphasizes thal if more than an infrequent sale is made out of a porifofio of
financial assets carried at amortized cost, an entity should assess whether and how such sales'are
consistent with the objective of collecting contractual cash flows. In making this judgment, the
Company considers certain circumstances documented in its business model manual to assess
that an increase in the frequency or value of sales of financial instruments in a particular period is
not necessary inconsistent with a held-to-collect business model if the Company can explain the
reasons for those sales and why those sales do not reflect a change in the Company’s objective for
the business model.

Determination of Lease Term of Coniracts with Renewal and Termination Qptions

in determining the lease term, management considers all relevant factors and circumstances that
create an economic incentive to exercise a renewal option or nat exercise a termination option.
Renewal options andfor periods after termination options are only included in the lease term if the
lease is reasonably certain to be extended or not terminated.

The Campany did not include the renewai peried as part of the lease term for leases of office spaces
because the terms are renewable upon the mutual agresment of the perties.

For (eases of office space, the factors that are normally the most relevant are (a) if there are
significant penalties should the Company pre-ferminate the contract, and (b) if any feasehold
improvernents are expected to have a significant remaining value, the Company Is reasonably
certain to extend and not {o terminate the lease contract. Otherwise, the Company considers other
factors including historical lease durations and ths costs and business disruption required to replace
the leased assst.

Recognition of Provisions and Conlingencies

Judgment is exercised by management to distinguish between provisions and contingencies.
Accounting policies on provisions and contingencies are discussed in Note 2.9 and relevant
disclosures are prasented in Note 189.

Key Sources of Estimation Uncertainty

The following are the key assumptions concerning the future, and other key sources of estimation
uncertainty at the end of the reporting period, that have a significant risk of causing a material adjustment
fo the carrying amounts of assets and liabilities within the next reporting period:

(a)

(b)

Determination of Appropriate Discount Rate in Measuring Lease Liability

The Company measures iis lease liability at present value of the lease paymenis that are not paid
at the commencement date of the lease contract. The lease paymenis were discounted using a
reasonzble rate deemed by management equal to the Company's incremental borrowing rate. In
determining a reasonable discount rate, management considers the term of the leases, 'the
underlying asset and the economic environment. Actual results, however, may vary due to changes
in estimates brought about by changes in such factors.

Recognition of Revenues Based on Percentage of Completion

The Company recognizes its revenue from rendering maintenance support and services, and
system integration projects based on the POG under the input method of the project whereby the
performance obligations are satisfied over time (see Note 2.10), The Cormpany's application of
POC method is based on its efiorts or inputs (i.e., aciual costs incurred) to the satisfaction of a
performance obligation relative to the total expected construction costs. Review of the benchmarks
set by management necessary or the determination POC is done regularly. Actual data is being
compared o the related benchmarks and critical judgment is exercised ta assess the reliability of
the percentage of completion procedures WhifT & FPEAtIy T DIACE alig NIaRE UIE recossary
revisions in the light of current progress.
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Estirmnation of Allowance for ECL

The measurement of the allowance for ECL on financial assets at amortized cost and at FVOCl and
contract assets is an area that requires the use of significant assumptions about the future economic
conditions and credil hehavior (e.g., likelihood of customers defaulting and ihe resulting losses).
Explanation of the inputs, assumptions and estimation used in measuring ECL is further detailed in
Note 20.3.

Determination of Net Realizable Value of Inventories

in determining the net realizable value of inventories, management takes into account the most reliable
evidence available at the dates the estimates are made. The Company's core business is
continuously subject to rapid technology changes which may cause inventory obsolescence.
Moreover, futura realization of the carrying amounts of inventories as presented in Note 6 is affected
by physical deterioration, physical damage, price changes and other causes based on specific
identification. Both aspects are considered key sources af estinmation uncsrtainty and may cause
significant adjustments to the Company’'s inventories within the next reporting period.

Estimation of Useful Lives of Praperiy and Equipment

The Company estimates the usaful fives of properly and equipment based on the period aver which
the assets are expected to be available for use. The estimated useful lives of property and
equipment are reviewed periodically and are updated if expectations differ from previous estimates
due to physical wear and tear, technical or commercial obsolescence and legal or other limits on
the use of the assets. In addition, the estimation of the useful lives of property and equipment is
based on collective assessment of intemal technical evaluation and experience with similar assets.

The carrying amounts of property and equipment are analyzed in Note 8. Based on management's
assessment as at December 31, 2022 and 2021, there is no change in estimated useiul fives of
property and equipment during those years. Actual results, however, may vary due o changes in
gstimates brought about by changes in factors mentioned above.

Determination of Realizable Amount of Deferred Tax Assets

The Company reviews its deferved tax assets at the end of each reporting period and reduces the
carrying amount to the extent that it is no longer probable that sufficient taxable profit will be
available to allow all or parl of the deferred tax asset to be utilized. Management assessed that the
deferred tex assets recognized as at December 31, 2022 and 2021 will be fully utilized in the coming
years. The carrying value of deferred tax assels as of those dates is disclosed in Note 16.

Impairment of Non-Financial Assets

The Company's policy on estimating the impairment of property and equipment, investment in
subsidiary and other non-financial assets is discussed in detail in Note 2.14, Though management
believes that the assumptions used in the estimation of fair values reflected in the financial
statements are appropriate and reasonable, significant changes in these assumptions may
materially affect the assessment of recoverable values and any resulting impairment loss could
have a material adverse effect on the results of operations.

No impairment loss on non-financial assets is required to be recognized in 2022 and 2021 based
on management's assessment.

Valuation of Post-Employment Defined Benefit Qbligaiion

The determination of the Company’s obligation and cost of post-employment benefit is dependent
on the selection of certain assumptions used by the actuary in calculating such amounts. Those
significant assumptions include, among others, discount rates and salary increase rate. A
significant change in any of these actuarial assumptions may generally affect the recognized
expense, other comprehensive income or losses and the cartying amount of the post-employment
benefit obligation in the next reporiing period.

The amounts of post-employment defined benefit obligatior, and analysis of the movements in such
account are presented in Note 15.2. .

Fair Value Measurement for Financial Instruments

Management applies valuation techniques to detgrmine the;ﬁé‘l? value of financial instruments whefe

active market quotes are not available. This equ‘;-,eg]‘lpan gy Oy g&HL
assumptions based on market inputs, using obsgrvghi aﬁg}a t:%mw 3 3"' 3
pricing the instrument. Where such data is no obggfz' e, m 7gg‘ézm o3 it e
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Estimated fair values of financial instruments may vary from the gctual prices that would be achieved
in an arm's length transaction at the end of the reporiing period.

The carrying value of the Company's financial assets at FVOCI and the amount of fair value
changes recognized on those assats are disclosed in Note 9.
CASH AND CASH EQUIVALENTS

This account includes the following compenents as of December 31:

2022 2021
Cash on hand and in banks 1,474,698,646 966,418,138
Shori-term placements - 2,982,208,913
1,474,698,646 3,948,627.051

Cash in banks generally earn interest at rates based on daily bank deposit rates.
Short-term placements are made for varying periods from 30 to 183 days and earn effective interest
from .25 % to .575% in 2021. Interest income amounting to P14.4 million and to P23.9 million in 2022
and 2021, respectively, is presented as part of Other Income - Net account in the statements of
comprehensive income (ses Note 14).

The balances of cash on hand and in banks as of December 31, 2022 and 2021 did not include
restricted cash amounting to P 61.4 million and P50.9 million, respectively, which is shown as pait of
the Prepayments and Other Current Assats, and Other Mon-Current Assets accounts in the statements
af financial position (see Nate 7). Such arnount is not available for the current use of the Company in
accordance with the restrictions provided under certain contracts with customers.

TRADE AND OTHER RECEIVABLES

This account consists of the following:

Note 2022 2021
Trade receivables 3,272,652,554 2,356,543,630
Due from related parties 7.4 3,261,246,412 1,5619,878,594
Receivabies from officers and employees 11,489,820 27,655,875
Others 508,972,762 450,104,809
Gross 7.064,361,548 4,354,182,808
Allowance for impairment (148,324,651} {  145,348,077)
Met 6,2006.036,897 4,208,833,831

MManagement determined that there is a significant financing component on confract assets related to a
certain contract, wherein there are lower payments as compared fo the POC, and the difference between
the timing of payment and performence of related services is more than one year. Relative lo this, the
Company recognized interest income of P 1.6 million and P 1.1 million in 2022 and 2021, respectively,
relating to such contract, which is presented as part of Interest income under Other Income — Net account
in the statements of comprehensive income (see Note 14). The remaining unrecognized financing
component (i.e., unearned interest income), which shall be recognized as interest income using the
efiective interest method, amounts to P 47.7 million and P 44.9 miilion as of December 31, 2022 and 2021,
respectively.

Receivables from officers and employees are subject for liquidation and/or satary deductions. Liquidations
are normally done within a prescribad period of fime after the purpose of advances is accomplished,
otherwise it should be charged to monthly payroll deductions to liquidate the advances.

Other receivables periain to reimbursable promotional and marketing costs paid by the Company in favor
of certain suppliers.
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In 2022, P2,352,488 and P2,118,716 impairment loss on frade receivables and loans receivables,
respeciively, were recognized. Certain trade receivables were found to be impaired using the provision
matrix as determined by management; hence, an adequate amaunt of aflowance for impairment has been
recognized in 2022 [see Note 20.3(b)]. A reconciliation of the allowancs for impairment at the beginning
and end of each reparting period is shown below.

Note 2022 20211
Balance at beginning of year 145,349,077 74,025,918
Impaiment losses 13 2,352,458 72,741,123
Impairment on loans recelvables 13 2,118,716 -
Write-off during the year { 1,495,630} ( 1,417,962)
Balance at end of year 148,524,651 145,349,077
6. INVENTORIES
The details of inventories are shown below.
2022 2021
Information and technology
equipment, and supplies 1,172,447,803 1,370,148,159
Allowance for inventory obsolescence { 43,872,535) { 43,972,535} .
1,128,475,368 1,326,175,624

The movement for inveniories is presenied below.

Mate 2022 2021
Balance at beginning of year 1,326,175,624 P 1,247,298,642
Net purchases 7,594,361,688 7.129,870,580
{nventories available for sale 8,920,537,312 8,377,169,222
Cost of inventories sold 13 { 7,792,061,944) { 7,050,993,598)
Balance at end of year 1,128,475,368 P 1,326,175,624

Management niakes periodic review of its inventory for possible impairment due fo obsolescence and wear
and tear.

The movement for the allowance for inventory obsolescence is presented below.

2022 2021
Balance at beginning of year 43,972,535 38,958,580
Write-off
Loss from inveniory
obsolescence during the year - 5,012,855
Balance at end of year 43,972,635 43,972,535
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PREPAYMENTS AND OTHER ASSETS

The composition of this account is shown below.

Notes 2022 2021
Current:
Restricted cash 4 45,456,521 41,303,198
Prepayments 7,886,535 26,277,552
Input VAT 505,047 17,169,313"
Deferred input VAT 2,892,798 2,229,358
56,740,901 86,969,421
Non-current: .
Deferred input VAT 195,547,888 187,254,378
Restricted cash 4 15,892,145 9,589,625
Sacurity deposits 19 1,169,615 1,050,465
Refundable bonds 4,367,953 3,035,237
Refundabie deposit 216,670 45,537
217,293,671 201,875,242
. 274,034,572 288,844,663

Prepayments include prepaid rentals and local taxes, advance payments fo a mainienance service
provider for certain office equipment and machineries used in operations, and other prepayments which
are expected to be realized within 12 months from the end of the reparting period.

Restricied cash represents amount contracivally sestricted under ceriain agreements with customners

which obligate the Company to set aside cash maintained in banks for any future defects in the projects
completed by the Company (see Note 4).

PROPERTY AND EQUIPMENT

The gross carrying amounts and accumulated depreciation and amortization of property and equipment at
beginning and end of 2022 and 2021 are shown below.

44 Notes 2022 2021
Property and equipment 8.1 136,445,980 106,462,645
Right-of-use asset 8.2 49,898,674 63,430,445
186,344,654 169,893,090

&1 Carrying Values of Properiy and Equipment

The gross carrying amounts and accurnulated depreciation of property and equipment at beginning and
and of 2022 and 2021 are shown below.

Afnchi T .
Y P
Condoiini L hold and and Delivery Other .
fond Units Imp Enuipment Equipment Equipmen: Tatul

Deccembe: 31, 2022

Cost 1,519,900 21,790,180 113,470,010 096,545,189 31,321,946 109,955,315 1,274,600,84%

Accumulated depreciatinn

and amunization . ¢ 270450 97AB2156) (190,793.917) { 30953357 (107.213.059)  (1,138154.869)

et carrying amount 1,519,900 - 26,067,863 103,750,772 307,189 2,740,356 136,345,950
Decerybse 31, A21

Cast t.519,700 24.790,450 119895577 912,310.063 31,531,%9 7574763 Li73,641.742

Arcunzadiicd depreciatian and

Amordzaton - i JLTI0EG 3 BLAD.6EY) i 830691913} ¢ BT960% { TU3667.452) { 1.089.179.097)

Wet cxonying ssavuat 1,519.900 - 200350 71535150 1542357 159731 106462343
Jenuary 1, 2021

Cost 1519965 21,790.450 §5.265,330 B35393.47 31.321.936 103,039,309 1053841 838

Accumdated deptecizien and — .

amorization L4 up480)  p  GBAINSIG 8 T

Net ezurying amouat 3,519 - 17127843
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A reconciliation of the carrying amounts at the beginning and end of 2022 and 2021 of property and
equipment is shown below.,

Madiinery By

Condosmisi L hiold and and Ddivers

Land Units fmy Ennig Equipment Other Equipment Tord
RBalauce at January 1, 2022, net
af accumulated depreclation
and amastization 159,900 - 29,644,947 71,848,150 1,542,357 1,907,301 106,462,645
Additiuna fAdjuament - - 2,575,420 93,005,125 . 2,378,552 98,959,106
BDepreciation and amortizatian
charges for the year - - { GISZENR)  (60002,505) (415148 ( 1345600  ( S97ETID)
Disposal tuoegh e - - - - - - -
Balanee at December 31, 2022,
net of accumulated
depzeelation 2ad amortzatisn 1,519,800 - 26067853 105,750,772 507,183 2,740350 136,443,980
Balusser at Jazuary 1, 2021, net of
acaumelated deprearation and
amastization 1519890 . 17,127,845 65,420,795 3,747,657 14,525,786 103,945.987
Additions . REARL B 60930645 . 42486y F172.904
Depreristion and asruzzgon
charges fos the goa . - U2611,182) L5,735,204) 12.205,3205 12,531,529 (023235
Dispuszl dueaugh tzurement . . . .
Dalancs 32 Dacanber 33, 2021,
cet of secvemulated deprraanon
and amaruzation 151950 20634047 7158130 1.5392,35? 199734 106362640

There are no other contractual commitments made for the acquisitions of property and equipment in 2022
and 2021.

The amount of depreciation and amortization is allocated and presented in the statements of
comprehensive income under the following accounts:

Note 2022 2021
Direct costs 48,558,247 85,331,167
Operating expenses 20,417,525 3,952,078
13 66,975,772 §0,283,245

No impairment loss was recognized in 2022 and 2021 as the carrying value of property and equipment is
fully recoverable.

As of December 31, 2022 and 2021, the cost of the Company's fully-depreciated and fulfy-amortized
property and equipment that are siilt in use amounts P 671.8 million and P627.6 million, respectively.

8.2  Right-of-use Asset and Lease Liabifity

The Company has leases for office space. With the exception of short-term leases, each lease is reflected
on the statements of financial position as a right-of-use asset and a lease liability. Variable lease payments
which do not depend on an index or a rate are excluded from the initial measurement of the lease liability
and asset.

Each lease generally imposes a restriction that, unless there is a contractual right for the Company to
sublet the asset to another party, the righi-of-use asset can only be used by the Company. Leases are
either non-cancellable or may only be cancelled by incurring a substantive termination fee. Some leases
contain an option to purchase the underlying lease asset outright at the end of the lease, or to extend the
lease for a further term. The Company is prohibited from selling or pledging the underlying leased assets
as security. For leases over warehouses and offices, the Company must keep those properties in a good
state of repair and return the properties in their original condition at the end of the lease. Further, the
Company must insure the leased assets and incur maintenance fees on such items in accordance with the
lease contracts.




The carrying amounts of the Company’s righi-of-use asset as at December 31, 2022 and 2021 and the
movements during the period are shovwn below.

2022 2021

Cost

Beginning balance 76,962,216 46,738,132
Remeasurement on ROU - 30,224,084
Ending halance 76,962,216 76,962,216
Amortization

Beginning halance { 13,5831,771) { 16,113,681)
Current provision { 13,531,771) ( 13,531,771}
Remeasurement on ROU - 16,113,681
Ending balance ( 27,063,542) { 13,531,771}
Carrying values { 49,898,674) p 63,430,445

The amount of amortization is presented as part of direct costs in the staiements of comprehensive
income (see Note 13).

Lease liahility amounting to P82.7 million as at December 31, 2022 and P75.7 million as at December 31,
2021 are presented in the staternents of financial posifion.

For both years presented, the Company is not commiited to any leases which had not commenced.

The Company has elected not to recognize lease liabilities for shori-term leases. Payments made under
such leases are expensed on a straighi-line basis. In addition, certain variable lease paymenis are not
permitied to be recognized as lease liabilities and are expensed as incurred. The expenses relating to
shori-term leases amounts P3.7 million and P2.3 miillion in 2022 and 2021, respectively, and are presenied
as Rental expenses under Operaiing Expenses in the statements of comprehensive income (see Note

13).

The Company's lease liability amounting to P16.4 million in 2022 and 2021, are current and expected o
be seftled within one year, while lease liability amounting to P48.3 million and P59.3 million in 2022 and
2021, respectively, are non-current. Interest expense in relation io the lease Habilty amounts to
P1,041,229 in 2022 and 2021 and is presented as part of interest expense under Other Income - Net in
the statements of comprehensive income (see Note 14).

INVESTMENTS IN A SUBSIDIARY AND EQUITY SECURITIES

The composition of this account as of December 31, 2022 and 2021 is as follows:

2022 2021
Financial assets at FVOCI 537,571,962 588,283,256
Investment in a subsidiary 76,546,816 76,546,816

664,118,778 665,830,072

The recongiliation of the camrying amounts of financial assets at FYQC! are as follows:

2022 2021
Balance at the beginning of year 589,283,256 686,215,494
Fair value gain {loss) during the year { 1,711,294) { 96,932,238)
Balance at end of ysar 587,571,962 589,283,256

The financial assets at FVOC! pertain to the unquoted equity securities of TG held by the Company, which
represent 16.64% ownership interest. The investmenti is carried at fair value, which is measured by the
Company with reference to the effective share in net assets of TGl (see Note 21.4).

Invesiment in a subsidiary pertains to the shares of Stogirvf*’ﬂ‘ m i S ?
representing 100% equity ownership inierest in TTIV and P12 mlihon reprezsennng1 100% equi
ownership interest in TTIl. The carrying value of the mvestmgnus;woo ?’

Managernent assessed that the investment is fully recoveéabijﬁ'nﬁ%e r'.llg

be recognized in 2022 and 2021. th 0, og_g/ 7o Transcend
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LOANS PAYABLE

-25.

Interest-bearing loans and borrowings are broken down as of December 31 as follows:

Current
Non-current
Total

2022 2021

649,034,892 336,768,551
77,556,372 368,390,587

726,591,264 705,159,138

The summarized terms and conditions of each loan as at December 31 are as follows:

Outstanding Bafance interest Raie Mature Term
2022:
71.6 million Fixed at 5.0% Unsecured 2 years
64.4 mililon Fixed at 5.0% Unsecured 2 years
48.7 million Fixed at 5.58% Unsecured 2 years
43.0 miliion Fixed at 5.0% Unsecured 2.5 years
34.6 million Fixed at 4.87% Unsecured 1.25 years
34,6 million Fixed at 5.0% Unsscured 2 years
27.4 million Fixed at 6.31% Unsecured 2 years
28.7 million Fixed at 5.65% Unsecured 2 years
26.2 mitlion Fixted at 6.31% Unsecured 2 years
24.2 million Fixed at 5.0% Unseeured 2 years
28.4 miflion Fixed at 5.8% Unsecured 2.5 years
19.8 million Fixed at 5.54% Unsecured 2 years
18.€ miilion Fixed at 5.0% Unsecured 2.5 years
18.6 million Fixed at 4.45% Unisecured 2 years
16.7 million Fixed at 5.46% Unsecured 2 years
16.6 million Fixed at 5.0% Unsecured 2 years
13.3 million Fixed at 4.87% Unsecured 1.25 years
14.8 million Fixed at 5.0% Unsecured 2.5 years
12.1 million Fixed at 6.57% Unsecured 2 years
42.1 millien Fixed at 5.0% Unseeured 1.25 years
11.5 millien Fized at 5.0% Unsecured 2.5 years
11.5 million Fixed 2t 5.0% Unsecured 3 years
9.3 million Fixed at 5.05% Unsecured 2 years
8.8 million Fized at 4.0% Unsecured 1.25 years
7.8 mitlion Fixed at 5.0% Unsecured 3 years
7.4 million Fized at 4.0% Unsecured 1.25 years
7.1 million Fixed at 5.0% Unsecured 3 years
6.9 miilian Fixed at 5.0% Unsecured 1.25 years
6.8 million Fixed at 4.45% Unsecurad 2 years
6.5 million Fixed at 5.05% Unsecured 2 years
5.0 mitlion Fixed at 4.0% Unsecured 1.25 years
4.6 million Fixed at 6.31% Unsecured 2 years
4.4 maiflion Fixed at 5.0% Unsecured 2.5 years
4.3 million Fixed at 5.46% Unsescured 2 years
4.2 million Fixed at 6.57% Unsecured 2 years
4.1 million Fixed at 6.31% Unsecured 2 years
3.9 million Fixed at 5.46% Unsecured 2 years
3.7 million Fixed at 4.0% Unsecured 1.25 years
3.7 million Fixed at 4.0% Unsecured 1.25 years
3.6 million Fixed at 5.05% Unsecurad 2 years
3.5 miliion Fixed at 6.57% Unsecured 2 years
3.1 mitlion Fixed at 4.0% Unsecured 1.25 years
2.6 million Fixed at 4.0% Unsecured 1.25 years
2.3 million Fixed at 4.0% Unsecured 1.25 years
2.2 million Fixed at 5.0% Unsecured 2.5 years
2.2 million Fixed at 5.0% Unsecured 3 years
2.1 million Fired at 5.05% Unsecured 2 years
2.1 million Fixed at 5.45% Unsecured 2 years
1.9 miilion Fixed at 5.0% Unsecured 1.25 years
1.8 miilion Fixed at 4.0% Unsecured 1.25 years
1.7 million Fited at 4.0% nsecured 1.25 years
4.7 million Fixed at 5.0% p=dusecurgd Fepearae
1.7 million Fixed at 5.04% § Unsecyfed 2 years
1.6 miltion Fixed at 5.8% gyfjacgf’éd‘*;%‘“% @%}; % ;532 &
o To Transcend
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Outstanding Balance Interest Rate Nature Term
2022
1.4 million Fixed at 5.58% Unsecured 2 years
4.3 million Fixed at 5.46% Unsecured 2 years
4.2 million Fixed at 4.0% Unsecurad 1.25 years
1.2 mitlion Fixed at 5.45% Unsecured 2 years
.9 million Fixed at 5.45% tnsecured 2 years
.7 million Fixed at 5.05% Unsecured 2 years
.7 million Fixed at 5.0% Unsecured 2,5 years
.6 million Fixed at 4.0% Unsecured 1.25 years
.5 million Fixed at £.0% Unsecured 1.25 years
.4 million Fixed at 4.0% Unsecurad 1 year
.2 million Fixed at 5.0% Unsecured 2 years
Ouistanding Balance Interest Rate Nature Term
2021:
101.8 million Fixed at 5.0% Unsecured 2.6 years
85.9 million Fixed at 5.0% Unsecured 2.6 years
71.6 milfion Fixed at 5.0% Unsecured 2 years
64.4 million Fixed at 5,0% Unsecured 2 years
46.0 million Fixed at 5.0% Unsecured 2 years
42.7 milfion Fixed at 5.0% Unsecured 3 years
39.5 million Fixed at 4.75% Unsscured 1.3 years
37.1 miflion Fixed at 5.0% Unsecured 2.6 years
34.6 million Fixed at 5.0% Unsecured 2 years
29.5 million Fixed at 5.0% Unsecured 2.8 years
25.9 million Fixed at 5.0% Unsecured 2.8 years
23.0 million Fixed at 5.0% Unsecured 3 years
21.2 million Fixed at 5.0% Unsecured 2 years
16.6 million Fixed at 5.0% Unsecured 2 years
15.6 million Fixed at 5.0% Unsecured 3 years
14.5 million Fixed at 5.0% Unsecured 2 years
8.9 million Fixed at 5.0% Unsecured 2.6 years
5.7 million Fixed ai 5.0% Unsecured 2 years
5.2 million Fixed ai 5.0% Unsecured 2.6 years
5.2 million Fixed at 5.0% Unsecured 3 years
3.8 million Fixed at 5.0% Unsecured 2.6 years
3.4 million Fixed at 5.0% Unsecured 2.6 years
1.5 million Fixed at 5.0% Unsecured 2.8 years
1.2 miltion Fixed at 5.0% Unsecured 2 years

These loans were obtained from local banks for the purpose of working capital requirements of the

Company.

Interest expense on loans payable amounis P 2.1 million in 2022 and P 4.5 million in 2021, and is shown
as part of interest expense under Other Income - Net account in the statements of comprehensive income
(see Note 14). The related interest payable is presented as part of Accrued expenses under Trade and
Other Payables account in the statements of financial position.

TRADE AND OTHER PAYABLES

This account consists of:

Current:
Trade payables
Due to related parties
Deferred oulput VAT

Payable to government agencies

Accrued expenses
Others

Motes 2022 2021

5,548,317,674 5.340,832,668

17.4 +1,311,368,062 2,275,684.732

242,312,555 186,461,341

58,136,147 49,669,385

722,924 18,331,418

103,644,232 313,372,678
7,264,501,564  _ 8,184,352,120

=

Trade payables are liabilities to pay for goods or services tlfat hal_/e/}ge;@'o

been invoiced or formally agreed with the supplier. Trade
and are normally settled on a 30 to 60 days payment term.
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Deferred output VAT is the ouiput VAT on sales whose related receivahle balance is still outstanding and
collectible from the Company's customers.

Accrued expenses include unpaid inferast, salaries and other employee benefits and other costs and
expenses incurred which are incidental to the Company’s operations and are expected to be settied within
12 months from the end of the reporting periods.

Other payables include obligation pertaining 1o withheld salaries intended as payment for the personal
joans of the employees to third party ienders.

REVENUES
12.1 Disaggregation of Revenues
The Company derives revenue from the sale of equipment and rendering technology sojutions and

services (which includes maintenance support and services, and system integration project) in the
following major product lines, local geographical regions, and other disaggregation:

Technology Sclutions
Sale of Equipment and Services Total
2022;
Timing of revenue recognition
Over time - 8,727,395,665 8,727,395,665
At a point in time 1,194,952,795 - 1,184,952,795
1,194,952,735 §,727,395,665 §,922,348,460
2021:
Timing of revenue recagrition
Qver time - 6,764,077,578 6,764,077,578
At a point in time 2,301,050,236 -~ 2,301,050,236
2,301,050,236 6,764,077,578 9,0685,127,814

Revenues arising from rendering maintenance support and services are not presented separatsly as such
source does not represent a significant poriion of the Company's revenues.

On the other hand, a substantial portion of the Company's revenues arises from confracts with different
government agencies. The disaggregation of the Company’s revenues as to customer type is presented
below.

2022 2021
Non-government 8,454,647,641 8,488,363,364
Government 1,467,700,819 576,764,450
9,022 348,460 9,065,127,814
72.2 Coniract Balances
The breakdown of contract halances are as follows:
2022 2021
Confract assets 1,341,738,718 2,007,134,645
Coniract liabilities { 667,422,273} ( 810,612,731)
674,316,445 1,196,5621,914

The significant changes in the balances of confract accounts related to contracts with customers are as
follows:

2022 2021
Contract assets
Balance at beginning of year 2,007,134,645 1,728,181,267
Net addition/reduction during the year* { 665,385,527 278,853,378
X 2007 134,64

*Na? of transior to irade raceivable

Balance at end of year % Bt Bee
g
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2022 2021
Confract liabilities
Balance at beginning of year 810,612,731 1,661,847,336
Net addition/reduction during the year®” { 143,190,458} { 851,234,605)
Balance at end of year 667,422,273 810,612,731

**Cash recaived fass amouni recegnized as revenug during the yoar

Changes in the contract assets and contract liabilities are recognized by the Company when a right to
recejve payment is already established and upon performance of unsatisfied performance obligation,

respectively.

The current and non-current classification of contract assets account as presented in the statements of
financial position is shown below.

2022 2021
Current 1,100,502,582 1,560,630,386
Mon-current 241,238,136 446,504,259
1,341,738,718 2,007,134,645

Contract assets are classified as current if the related contracts are expected to be completed within one
year, atherwise the contract balance is classified as noncurrent.

The current and non-current classification of the contract liabilities account as presented in the statements
of financial position is shown below.

2022 2021
Current 359,203,577 741,728,284
Non-current 308,218,696 68,886,447
667,422,273 810,612,731

COSTS AND OPERATING EXPENSES BY NATURE

The details of cost and operating expenses by nature are shown below.

Noles 2022 2021
Cost of inventories sold 6, 17.3 7,792,061,944 7,050,993,598
Salaries and employee beneiits 15.1 1,014,561,901 952,090,845
Outsourced services 17.14 331,313,366 350,160,525
Depreciation expense 8.1,8.2 82,507,541 102,815,016
Taxes and licenses 25f 77,269,231 68,144,172
Directors’ fee 51,315,359 19,376,781
Transportation and travel 38,381,543 28,253,257
Software license fees 31,704,125 31,375,142
Communication and utilities 27,602,893 39,001,777
Representation 25,083,461 8,831,511
Training and seminars 24,482,706 21,356,376
Retirement Expense 20,637,790 19,951,766
Advertising and promotions 13,222,659 6,063,605
Penalties and surcharges 9,172,321 25,354,943
Professional fees 8,459,245 5,995,694
Bonds and biddings 7,506,668 7,581,769
Dues and subscriptions 5,569,349 5,243,951
Repairs and maintenance 4,214,247 1,876,285
Rentals 17.2, 18.1 3,672,323 2,261,056
impairment losses on receivables 5 2,352,483 72,741,123
Impairment losses on loans
receivables 5 2,118,716 -
Supplies 1,647,260 1,118,038
Charitable & Other Contribution 41,000 -
Miscellaneous 32,728,164 54,124,126
9,607,924,700 8,874,711.356
R .:'.,;:?
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Expenses are classified in he statements of comprehensive income as follows:

2822 2021
Direct costs 8,878,268,489 8,116,324,170
Operating expenses 729,656,211 758,387,186

9,607,924,700

8,874,711,356

The details of direct costs in the statements of comprehensive income are as follows:

Notes 2022 2021
Cost of inventaries sold 6, 17.3 7,792,061,944 7.0560,983,598
Salaries and wages 15.1 933,628,069 808,850,829
Depreciation expense 8.1,8.2 62,090,019 98,862,938
Others 90,488,457 56,616,705
8,878,268,489 8,116,324,170

Other direct costs partain to directly attributable costs incidental to the Company's sales of goods and
rendering of services, which includes supplies, freight and handling costs, and athers.

OTHER INCOME - NET

The breakdown of this account is as follows:

Motes 2022 2021

Interest income 4.5 16,310,998 25,130,580
Interest expense on loans 10 { 2,089,397) ( 4,556,974)
Interest expense on lease liabilities 8.2 { 1,041,229) ( 1,041,229)
Foreign currency gain - net 347,046,536 €0,976,834
Dividend income 20,315 14,996
Others 31,404,855 19,874,841

291,652,078 130,489,048

Qther income includes billings made by the Company to its cusiomers for reimbursable expenses.

EMPLOYEE BENEFITS

15.1 Salaries and Employee Benefifs

Details of salaries and employee benefiis are presented below.

Motes 2022 2021
Short-term benefits 993,924,111 932,139,079
Past-employment defined benefits 9.2 2 20,637,798 19,951,766
i3 4i,014,561,901 952,080,845
Salaries and employse benefits are classified in the statements of comprehensive income as follows {see
Note 13):
2022 2021
Direct costs 933,628,069 808,850,929
Operating expenses 80,533,832 42,239,916

1,014,561,901

952,090,845

16.2 Post-employment Defined Benefii Asset or Obiigation

(a)  Characteristics of the Defined Benefit Plan

The parent company has a multi-employer plan covering the Company and other refated parties,
which is a funded, noncontributory post-employment defined benefit plan in the form of a frust
maintained by a trustee bank. The multi-ernployer plan was submitted by the parent company lo

the Bureau of Internal Revenue (BIR) on December 15

Z0TU IO TELiSTratGT St wa

approved on June 13, 2012. The trustee bark mana

es the fund in coordmatlon with the parent

company who acts in the best interest of the plan
investment policies. The post-employment plan cover§

‘assets;: ard :s
 allreguiat ténaempgg‘s}ge%@ﬁ@
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The normal retirement age is 60 with a minimum of 5 Years of credited service. The plan also

late retirement after age G5, both subject to the approval of the Company. Normal retirement ber_lefit

Explanation of Amounts Presented in the Financial Statements

Actuarial valuations are made annually o update ihe defined benefit plan. Al amounts presented
below and in the suceeeding pages are based on the actuarial valuation report obtained from an
independent actuary in 2022 and 2021.

The amounts of retirement benefit obligation (asset) recognized in the statements of financial
position are determined as follows:

.o2022 202
Present value of obligation 245,097,352 248,475,260
Falr value of plan asseis { 179,220,318) ( 183,298,641)
Defined Benefit Liability 65,871,074 55,176,619

The movements in the present value of the past-employment defined beneiit obligation recognized
in the hooks follow:

2022 2021
Balance at beginning of year 248,475,260 243,074,166
Current service cost 17,470,206 17,906,039
Interest cost 12,075,898 8,507,596
Benefits paid { 6,843,113) ( 1.425,702)

Remeasurements -
Actuarial gains arising from:
Changes in financiaf assumiptions ~ { 44,870,417) ( 31,501,813)
Changes in demographic
assumptions - -
Experience adjustments 18,783,558 11,915,074
Balance at end of year 245,091,302 248,475,260

The movements in the fair value of plan assets is as follows:

2022 2021
Balance at beginning of year 183,298,641 184,624,816
Interest income 8,908,314 6,461,869
Benefits paid ( 6,643,113) { 1,425,702)
Return on plan assats { 6,143,524) ( 6,362,342)
Contributions - -
Balance at end of year 179,220,318 183,298,641

The plan assets at the end of the reporting periods are invested in special deposit account i
maximize interest income earnings. As of December 31 » 2022 and 2021, none of the funds were
invested in securities, stocks, bonds, real estate properties, and other financial instruments or
commercial papers. There are no transactions and/or outstanding balances of fund, in the form of
foans, investment, lease guaranty or surety, with the Company or any of its rejated parties.

R
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amaN
The components of amounts recognized in profit or loss and in other comprehensive income in
respect of the defined benefit plan are presented below.
- 2022 2021
Recognized in profit or loss:
Current service cost,
including net transfers 17,470,206 17,906,039
Net interest expense (incoms) 3,167,584 2,045,727
20,637,790 19,951,768
Recognized in other comprehensive
income (loss):
Actuarial gains (losses) arising from
changes in:
Financlal assumptions 44,870,417 31,501,913
Demographic assumptions - -
Experience adjustments { 18,783,558) ( 11,915,074)
Return (loss) on plan assets { 6,143,524) ( 6,362,342)
— 18,943,335 13,224,497
Current service cost Is presented as part of Salaries and employes benefits (see Notes 13 and
15.1).
Amounts recognized in other comprehensive income is included and presented as itern that will net
be reclassifted subsequently to profit or loss.
In determining the post-employment defined henefit obligation, the following actuarial assumptions
were used:
2022 2021
— Discount rate 7.00% 4.86%
Salary increase rate 5.00% 5.00%
Assumptions regarding future mortality are based on published statistics and mortality fables. The
average remaining working life of an individual reliring at the age of 60 is 32. These assumptions
were developed by management with the assistance of an independent actuary. Discount factors
are determined close to the end of each reporting pericd by reference to the interest rates of zero
coupon government honds with terms to maturity approximating lo the terms of the post-
employment defined benefit plan. Other assumptions are based on current actuarial benchmarks
and management's historical experience.
= (¢} Risk Associated with the Retirement Plan

The plan exposes the Company ‘o actuarial risks such as investment risle, interest rate risk,
longevily risk and salary risk.

{0 Investment and Interest Risk

The present value of the defined benefit obligation is calculated using a discaunt rate determined
by reference to market yields of government bonds. Generally, a decrease in the interest rate of
reference government bonds will increase the plan obligation. However, this will be partially offset
by an increase in the return on the plan’s investment in a special deposit account and if the return
on plan asset falls below this rate, it will create a deficit in the plan,

(i)  Longevily and Salary Risks

The present value of the post-employment defined benefit obligation is calgulated by reference to
the best estimate of the martality of the plan participants during their employment and to their future
salaries. Consequently, increases in the life expectancy and salary of the plan participants will
result in an increase in the obligation. .




-

(d)

Qther Information

The information on the sensitivity analysis for certain significant actuarial assumptions and the
timing and uncertainty of fuiure cash flows related to the retirement plan are described below. -

(i) Sensitivity Analysis

The jollowing table summarizes the effects of changes in the significant actuarial assumptions used
in the determination of the retirement beneiit asset (obligation) as of December 31:

Impact on Retirement Benefit Obligation

Change in Increase in Decrease in
Assumpiion Assumption Assumption
2022
Discount rate . 1% { 17,218,017) 18,291,621
Salary rate 1% 18,650,687 17,887,442
2021
Discount rate +H-1% { 19,780,676) 22,634,633
Salary rate 1% 22,326,017 (  19,877,093)

The sensitivily analysis is based on a change in an assumption while holding all other assumptions
constant. This analysis may not be representative of the actual change in the post-employment
deifined benefit plan as it is unlikely that the change in assumptions would occur in isolation of one
another as some of the assumptions may be correlated. Furihermore, in presenting the sensitivity
analysis, the present value of the post-employment defined benefit obligation has been calculated
using the projected unit credit method at the end of the reporting period, which is the same as that
applied in calculating the post-employment defined benefit plan recognized in the statemments of
financial position.

The methods as types of assumptions used in preparing the sensitivity analysis did not change
compared to previous year.

(ii) Funding Arrangements and Expecied Contributions

The expected maturity of undiscounted expected benefits payments within the next 10 vears is as
follows:

2022 2021
Within one year 23,108,888 15,591,768
More than one year to five years 108,447,460 96,871,885
More than five years to 10 years 206,406,056 170,607,390
337,962,404 283,071,033

The weighted average duration of the post-employment defined benefit obligation at the end of the
reporting period is 11 years.
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16. INCOME TAXES, DEFERRED TAX

a. Income tax benefit (expense}

The components of tax expense as reported in profit or loss and in other comprehensive income foliow:

Reported in profit or loss
Current tax expense:
Regular corporate income tax
(RCIT) at applicable rate

Deferred iax expense:

Adjustment on income tax provision —
GREATE

Deferred tax expense (income) relating to
origination and reversal of temporary
difference

Reporied in other comprehensive

income
Deferred tax benefit (expense) relating to
origination and reversal of temparary
difference

2022 2021

{_ 190,526,576) {__ 82,837,833)
. (  1471.635)

8,508,707 ( 697,808)
8,508,707 | 2,169,443)
(182,017,869 (__ 85,007,276)
{  4,729,140) 11,233,711

The reconciliation of iax expense on pretax profit computed at ihe statuiory rate to tax expense reported

in profit or loss is as follows:

Tax on pretax profit al applicable rate
Tax effects of:
Non-deductible expenses

Non-taxable income
Adjustment on income tax provision —
CREATE

Reversals of temporary diiference

b. Deferred tax assets, net

2022 2021

{ 176,518,958) ( 80,226,376)
(  6,262,055) ( 18,577,985)
3,604,834 8,643,616

. (  1471,635)

{_ 2,841,689) 6,625,104
(_ 182,017,869) (__ 85,007,276)

The deferred tax assets, net reflected under non-current assets in the statements of financial

position is as follows:

Deferred tax assets (liabilities)

Deferred tax assets:
impairment losses on frade and other receivables
Retirement benefit obligation
Past service cost
Provision for inventary obsolescence
Leases
Subtotal

Deferred tax liabilities:
Unrealized falr value gain on financial asssts at
FVOCI
Unrealized foreign currency gains
Subtotal

Total

The Company is subject to minimum comporate mcome

income, as defined under the tax regulations or RCIT, whl
2022 and 2021 as the RCIT was higher than MCIT in bc"lh years

o p—

2022 2021
37,279,882 36,691,760
16,467,770 16,294,156

5,664,872 7,866,108
10,993,134 10,993,134
2,560,411 2,732,371
73,156,169 74,577,529

31,578,491} (

31,835,185)

36,566,158) ( 41,510,392)
( 68,144,649) ( 73,348,577}
‘ 1,231,952

']’Gﬂ' 44 hI::E: @1
;U’erf-‘fs high

s CORY




C.

- 34 -

Optional standard deduction

Effective July 2008, Republic Act 9504 was approved giving the corporate iaxpayers an option to claim
itemized deductions or optional standard deductions (OSD,) equivalent to 40% of gross income. Once the
option to use OSD is made, it shall be irrevocable for the taxable year for which the option was made.

In 2022 and 2021, the Company opted to claim itemized deductions.

CREATE Act

On March 26, 2021, the President of the Philippines signed into law the Corporate Recovery and Tax
Incentives for Enterprises (CREATE) Act to atiract mare investments and maintain fiscal prudence and
stability in the Philippines. The Republic Act (RA) 11534 or the CREATE Act iniroduces reforms to ihe

corparate income tax and incentives systems.

The bill was published in a newspaper of general

circulation on March 27, 2021, and became effective on April 11, 2021, which is 15 days after its

publication.

The key changes to the Philippine tax law pursuant fo the CREATE Act which have an impact on the
Company is that effective July 1, 2020, the reguiar corporate income tax (RCIT) rate is reduced from 30%
to 25% far domestic and resident foreign corporations. For domestic corporations with net taxable income
not exceeding Php5 million and with total assats not exceeding Php100 million {excluding land on which
the business entity's office, plant and equipment are situated) during the taxahle year, the RCIT rate is

reduced to 20%.

The income tax rate used in preparing the financial statements for the years ended Decamber 31, 2022

and 2021 is 25%.

RELATED PARTY TRANSACTIONS

The Company's related parties include its parent company,

entities under common ownership and others

as described below. The following are the relevant transactions of the Company with its related parties:

2022 2021
Amount of Quistanding Amount of Qutstanding

Related Party Category Notes Transaction Balance Transaction Balance
Parent Company:

Qutsourced services 17.1 307,844,002 - 328,862,994 -

Due to relaled parties

(Accounts payable - .

outsourced services) 17.4 410,225,363 (128,054,817} (538,280,180} (538,280,180)

Due to related parties

(Advances obtained) 17.4 (2,475,658) (3,501,277) (1,025,618} (1,025,618)

Due from related parties

(Advances granted) 17.4 760,557,525 1,346,636,294 (263,285,681) 586,078,769

Due from related parties

{Accounts receivable) 17.4 34,828 360,394 (29.619) 325,566

Rentals 17.2 3,421,073 . 1,833,763 -

Right-of-use asset 8.2,17.2 (13,531,771) 49,398,674 94,054,896 63,430,445

Lease liability 8.2,17.2 13,016,123 (62,690,401} (34,664,746) (75,706,524)
Related Parties Under Common Ownership:

Purchase of goods and

services 17.3 458,551,327 - 700,783,850 -

Sale of goods and

services 17.3 22,647,190 M 2084.815 -

Due lo related parties g &

(Accounts  payable - P g For R - .

purchase of goods and b £ E@@ =X @

services) 17.4 045242008 (BBZ1STZA0F (308,157 56 s 01 BT Aa0R)

Due from related parties f * Fechackaad?Te Transcend

(Accounis receivable — ] ;

sale of goods and :

services) 17.4 127,287,084 23p,366,445 9,934,098 112,078,464

Due to related parties e e e o A

(Advances obtained) 174 320,569,195) 234,471,457} 1 1 5 BOBDE7Y Rog a0 T80y

Due from related pariies ( ¢ 4‘7'{"”,: ‘).“..‘.j eyl JE “‘“‘)mggg& 3

(Advances granted) 17.4 34,202,983 159,076,386 (111,272,129) 124,873,403
Related Parties Under Sharcholders:

Due from related parties

{Advances granted) 17.4 819,284,498 1.515,806,890 240,805,393 696,522,392

Due 1o related parties

(Advances obtained) 17.4 (358,105,938) (358,208,782) (102,844) (102,844)

——
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The outstanding balances from these transactions are generally payable in cash on demand, unsecured
and noninterest-bearing. Due lo the short duration of the receivables and payables to related parties,
management considers their carrying amounis to be a reasonable approximation of their fair values.

17.1 Services from TG

TGl provides services to the Company. These services are presented as part of Oufsourced services
under Operating Expenses account in the statements of comprshensive income (see Note 13). The
outstanding balance, which is payable in cash on demand, unsecured and noninterest-bearing, refated to
these transactions as of December 31, 2022 and 2021 are presenied as part of Due to related pariies
under Trade and Other Payabies account in the statements of financial position (sse Note 11).

17.2 Rentals

The Corpany occupies certain floors in the units owned by TGI. On January 1, 2019, the Company
adopted PFRS 16 and recognized a lease liability and a related right-of-use asset in one of the Gompany's
leases with TG [see Note 2.12]. The rent incurred by the Company on short-term leases is presented as
part of Rentals under Operaiing Expenses account in the statements of comprehensive income (see Notes
13 and 19.1). There are no outstanding liabifities relating fo these short-term leases and operating lease
contracts as of December 31, 2022 and 2021, respectively. .

17.3 Purchases and Sale of Goods and Services

The Company purchases certain inventories from iis related parties under cornmon ownership at market
prices which are recognized as part of Costs of inventories sold under Direct Costs account in the
statements of comprehensive income {see Note 13). The outstanding balance, which is payable in cash
on demand, unsecured and noninterest-bearing, from these transactions as of December 31, 2022 and
2021 are presented as pari of Due to related parties under Trade and Other Payables account in the
statements of financial position.

The Company also sold certain inventaries to its related parties under common ownership at market prices
which are recognized as part of Revenues in the statements of comprehensive income. There are no
outstanding receivables related to these transactions as of Decembsr 31,2022 and 2021.

17.4 Due from and to Related Parties

The Company transferred funds fo its parent company and related parties under common ownership for
working capital purposes. These advances are noninterest-bearing, unsecured and have no definite
repayment terms. The net outstanding balances of advances fo and from related parties as of December
31, 2022 and 2021 are netted against the outstanding payables or receivables of the Campany for each
related parties and are presented as part of efther Due from related parties under Trade and Other
Recsivables account or Due to related parties under Trade and Other Payables accaunt in the statements
of financial position (see Notes 5 and 11).

The changes in Due from Related Parties account are shown below.

2022 2021
Balance at beginning of year 1,519,878,594 1,643,626,534
Additions 1,798,896,681 689,685,443
Repayments ( 57,529,063} ( 813,433,383)
Offsetting - -
Balance at end of year 3,261,246,412 1,519,878,594

The changes in Due to Related Parties account are shown below.

2022 2021
Balance at beginning of year 2,275,684,732 1,660,801,302
Additions 514,686,852 2,735,693,058
Repayments { 1,479,083,522) { 2,120,809,628)
Oifsetting - -
Balance at end of year 1,311,368,062 2,275,684,732

PN g iiclf Kot o ks,
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17.5 Key Management Personnel Compensation

The Company has no key management personnel. The management and administrative function is being
handled by TGI for which the Company is being charged for a consideration that is presented as part of
Outsourced services under Operating Expenses account in the statements of comprehensive income (see
Notes 13 and 17.1). There are no outstanding balances from these transactions as of December 31, 2022

and 2021.

17.6 Retiremeni Plan

The Company's retirement fund for its retirement benefit plan is administered by a trustee bank. Note 16.2
presents the details of the plan assels, fts movements, fair value, and composition as of December 31,

2022 and 2021.
EQUITY
18.1 Capital Stock

The details of the Company’s capital stock as at December 31 are as follows:

Shares Amounts
2022 2021 2022 2021
Common stock — P1 par value

Authorized 2,508,000,000 2,500,000,000 2,500,000,000 P 2,500,000,000
issued and outstanding

Balance at beginning of

year 4,875,000,001 1,875,000,000 1,875,808,001 P1,875,000,000

Issuance of share - il - 1

Balance at end of year 14,875.000,801 1,675,000,001 1,875,000,001 1,875,000,001

On February 26, 2021, the Company declared cash dividends out of the Company's unrestricied
accumulated profits amounting to P 83,000,000 to existing shareholders as of date of record which is
February 23, 2021. In February 24, 2021, the Campany has paid the P 83,000,000 cash dividend.

On August 1, 2021, the Company declared cash dividends out of the Company's unrestricted’
accumulated profits amounting fo P 52,000,000 io existing shareholders as of date of record which is
June 30, 2021. In August 25, 2021, the Company has paid the P 52,000,000 cash dividend.

On February 21, 2022, the Company declared cash dividends out of the Company’'s unrestricted
accumulated profits amounting 1o P 67,000,000 to existing shareholders as of date of record which is
February 8, 2022. In February 26, 2022, the Company has paid the P 67,000,000 cash dividend.

On March 18, 2022, the Company declared cash dividends out of the Company's unrestricted
accumulated profits amounting to P 104,334,000 to existing shargholders as of date of record which is
March 118, 2022. In March 25, 2022, the Company has paid the P 104,334,000 cash dividend.

As of December 31, 2022 and 2021, the Company has six shareholders owning 100 or more shares
each of the Company's capital stogic.

418.2 Revaluation Reserves

The components and reconciliation of items of other comprehensive income presented in the statements
of changes in equity under Revaluation Reserves account, are shown below.

Financial Retirament Benefit
Assels at FVOCI Qbligation Total
{ses Note 9) (see Note 15)
Batance as of January 1, 2022 180,399,380 2,303,071 182,702,450
Remeasurements of retirerent benefit obligation - 19,943,335 19,943,335
Fair value loss on financial assets at FVOCI (1,711,284) - (1,711,294}
Tax income (expense) 256,694 {£,285.834) (4,729,148}
Qther comprehensive income after tax {1.454,600) 14,957,501 13,502,301
Balance as of December 31, 2022 178,944,780 . 17,260,572 196,205,351
Balance as of January 1, 2021 262,791,782 (7.615,302) 235,176,480
Remeasuremenis of retirement benefit obfigation i P Er e 4872505
Fair value loss on financial assels at FVOG! (96.932.23q. ;g - {96,932,238)
Tax income (expense) 14.539.835 . T (BEEIER :
Other comprehensive income after tax {82,392,402) . ! 0
Balance as of December 31, 2021 180,389,380 _# 2503071 = AR L g R s
X TGCITOl 1o franscend
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COMMITMENTS AND CONTINGENCGIES
The following are the significant commitments and contingencies invalving the Company:

19.1 Operating Lease — Company as a Lesses

The Company is a lessee under non-cancellable operating leases covering the premises it uses for its
office space (see Note 17.2). The lease has a term of one to three years, with renewal options. The future
fixed guaranteed rental payments are payabfe over the lease term.

Total rentals from these operating leases for the year ended December 31, 2022 and 2021 amounts P3.6
million and P2.2 miltion, respectively {(see Mote 13). The Company paid rental deposits related to these
leases amouniing to P 1.16 miilion and P 1.05 million as at December 31, 2022 and 2021, respeclively,
and is presented as Security deposits under Other Non-Current Assefs account in the statements of
financial position (see Note 7).

19.2 Others

The Company is contractually committed to restrict ceriain amount of cash funds as a bond in case of
future defects related to projecls rendered to customers. The Company restricted cash amounting to
P&41.4 million and P50.8 million as of December 31, 2022 and 2021, respectively (see Notes 4 and 7).

There are other commitments, guarantees and contingent liabilities that may arise in the normal course of
the Company's operations which are not reflected in the financial statements. As of December 31, 2022
and 2021, management is of the opinion that losses, if any, from these commitments and contingencies
will not have material effects on the Company's financial statements taken as a whale.

RISK MANAGENENT OBJECTIVES AND POLICIES

The main purpose of the Company's principal financial instruments is to fund its operational and capital
expenditures. The Company's risk management is coordinated and in close cooperation with the BOD,
and focuses on actively securing the Company's short- to mediurm-term cash flows by minimizing the
exposure to financial markeis. Long-ierrn financial invesiments are managed fo generate lasting returns.
The Company does not actively engage in the trading of financial assets for speculative purposes nor does
it write options. The Company's overall risk management program seeks to minimize potential adverse
effects on the financial perfarmance of the Campany. The relevant financial risks to which the Company
is exposed to and the policies for managing these risks are described in the succeeding pages.

20.1 Forefgn Currency Sensitivity

Most of the Company’s transaciions are carried out in Philippine peso (PHP), its functional currency.
Exposures to currency exchange rates arise from the Company's certain items under cash and cash
equivalents and payables arising from overseas purchases, which are denominated in United States

Dollars (USD).

To mitigate the Company’s exposure to foreign currency risk, non-Philippine peso cash ilows are
monitored.

Exposures to foreign exchange rales vary during the vear depending on the volume of overseas
fransactions. Monetheless, the analysis above Is considered to be representative of the Company's

currency risk.
20.2 Interest Rafe Risk

Interest rate risk is the risk that {he value of a financial instrument will fluctuate because of changes in
market interest raies.

The Company's management policy on interest rate exposure enters on  reducing  the  Company’s
overall interest expense and exposure to changes in interest rates. As of December 31, 2022 and 2021,
there was no significant interest rate risk because the Company's interest-bearing loans and borrowmgs
have fixed interest rates (see Maote 10); while for cash in banks and cash equivalents wherein interest rate
fluctuated in 2022 (see Nole 4), the financial impact is considered negligible.

20.3 Credit Risk

Credii risk is the risk that a counierparty may fail io discharge an bhga‘lon o the Company. The Company
is exposed to this risk for various financial instruments, whigh mpludes«aeﬁag m%ﬁ :
services to customers and other counterparties, commilting a restrxcted i pash, a‘md;ﬁl‘a%:. ]

banks and other counterparties. L&
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The Company continuously monitors defaults of customers and other counterparties, identified either
individually or by group, and incorporale this information into its credit risk controls.

The Company manages the level of credit risk it accepts through comprehensive credit risk policy setting
out assessment and determination of what constitutes credit risks for the Company; setlting up exposures
limits by each caunterparty or group of counterparties, geographical and industry segment; guidelines on
obtaining collateral and guarantees; reporting credit risk exposures and breaches to the monitoring
authority; monitoring compliance wilh credit risk policy and review of credit risk policy for pertinence and

changing environment.

Receivable balances are being monitored on & regu!ar basis to ensure timely exscution of necessary
intervention efforts.

Where available at a reasonable cost, external credit ratings andfor reports on customers and other
counterparties are obtained and used. The Company's policy is to deal only with creditworthy
counterpartiss.

Generally, the maximum credit risk exposure of financial assets is the carrying amount of the financial
assels as shown in the statements of financial position {or in the detailed analysis provided in the notes
to the financial staternents) as summarized below. The Company’s het cantract assets are also subject

to credit risk.

Noies 2022 2021

Cash and cash equivalents 4 4,474,698,646 3,948,627,051
Trade and other receivables — 5
gross”™ 7,042,871,728 4,326,527,034
Contract assets, net 12.2 674,316,445 1,196,521,914
Restricted cash 7 61,448,666 50,892,823
Security deposits 7 1,169,615 1,050,465
Refundable bonds 7 4,367,953 3,835,237

9,258,873,053 9,527,554,524

‘Exchiding receivabias from cfficers snd employees

Nane of the Company’s financial assets are secured by collateral or other credit enhancements, except
for cash and cash equivalents and restricted cash as described in the succeeding paragraph.

(a) Cash and Cash equivalents and Reslricted Cash

The credit risk for cash and cash equivalents, restricted cash and refundable bonds is considered
negligible, since the counterparties are reputable banks with high quality external credit ratings.
These are insured by the Philippine Deposit insurance Corporation up to a maximum coverage of
P500,000 per depositor per banking institution.

(b) Trade and Other Receivables and Coniract Assels

The Gampany applies the simplified approach in measuring ECL. which uses a lifelime expected loss
allowarnice for frade receivables (inciuding contract assets), other than the receivables from Non-

Government (NG) and due from related parties.

To measure the ECL, trade receivables and other receivables have been grouped based on shared
credit risk characteristics and the days past due (age buckets). The trade receivables relate mostly
to recsivables from third parties and NG arising from sale of equipment, rendering maintenance
support and services, and system integration projects. The Company assessed that the expected
loss rates for these financial assels are a reasonable approximation of the loss rates for othar
receivables.

The expected loss rates on frade receivables (except those from MG} are based on the payment and
aging profiles of such receivables over a period of 12 months and 48 months before December 31,
2022 and 2021, respeciively, and the corresponding historical credit losses experienced within such
period. The historical loss rates are adjusted to reflect current and forward-fooking information on
macroeconomic Taciors affecting the ability of the customers to seitle the receivabies. The Company
has identified retail price index and inilation to be the most relevant factors as at December 31, 2022
and 2021, respectively, and accordingly, adjusts the historical loss rates based on expected changes
in these factors.

On that basis, the loss allowance for trade and other recelv%bles (exciiding RBCGI‘IEDIEa rorm oﬁlcers'

and employeas, which are considered non-financials; and cewalg}gg
assessed below) and contraci assets as at December 31 Ozzamd 2?%
months past due.
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With respect to trade receivables from NG, the Company assessed the ECL based on the latest
oxternal credit rating provided by Standard & Poor's (S&P) for the Philippines, which evaluates
current and historical information and assesses the potential impact of foreseeable future events as
basis for the credit ratings. Management used S&P's rating of “BBB”. Such rating resulted to a
negligible loss allowance as of December 31, 2022 and 2021, and therefore no longer recognized.

For due from related parties that is repayable on demand, the ECL is based on the assumption that
repayment of the loan is demanded at the reporting date. The management determines the
probability of coltection upon demand. I the related parly is unable to make repayment, the
management considers the manner of recovery fo measure the ECL. On that basis, no impaiment
losses were recognized since the related party has the ability to pay the outstanding balance as of

the reporting periods.

Management has assessed that there is low probahility of default with regard o securily deposits
since the Company has continuing operating lease with the counterpariles, and the deposit can be
applied against future rentals.

The Company identifies a default when the receivables become creditimpaired or when the customer
has not able to settle the receivables beyond ihe normal credii terms; hence, these receivables were
already considered as past due on ifs confractual payment. In addition, the Company considers
qualitative assessment in determining default such as in instances where the customer is unlikely to
pay its obligations and is deemed to be in significant financial difficulty.

A reconciliation of the allowance for ECL as of the end of the reporting periods to the opening loss
allowance is presented in Note 5.

{c) Security Deposits and Reiundable Bonds

Credit risk for security deposiis and refundable bonds is considered negligible to the Company's
financial statements.

204 Liguidity Risk

Liquidity risk is the risk that the Company will not be able to meet its financiat obligations as they fall dve.
The Company manages its liquidity needs by forecasting projected cash flows and maintaining balance
between continuity of funding and flexibility of operations. Treasury controls and procedures are in place
to ensure that sufficient cash is maintained to cover daily operational and working capital requirements.
Management closely monitors the Company's future and contingent obligations and setups required cash
reserves as necessary in accaordance with internal requirsments. Funding for lang-term liquidity needs is
additionally secured by an adeguate amount of committed credit facilities.

The Company's financial lisbiliies have contractual maturities which are presented below.

i

Current Mon-current
Upon Demand __ Within 6Months 610 12 Months 1to 5 Years
December 31, 2022:
Trade and other
payables * - 5,652,684,830 - -
Due to related
parties 1,311,368,062 - - , -
Lease liabilities 8,194,359 8,194,359 46,301,683
Loans payable - 649,034,892 - 77,586,372
1,311,368,062 6,309,914,081 8,194,359 123,858,055
Decernber 31, 2021:
Trade and other
payables * - 5,672,536,662 - -
Due o related
parties 2,275,684,732 - - -
| ease liabilities - 8,194,359 8,194,359 59,317,806
Loans payable - 336,768,551 - 368,380,587
2,275,684,732 6,017,499,572 8,194,358 427,708,393
*Excluding duc fo refated parties, deferred aulput VAT and payable ta g payabl
7
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CATEGORIES AND OFFSETTING OF FINANCIAL ASSETS AND FINANCIAL LIABILITIES

21.1 Carrying Amounts and Fasir Yalues by Category

The carrying amounts and fair values of the categories of financial assets and financial liabilities presenied
in the statements of financial position as of December 31 are shown below.

2022 2021 .
Hotes Caming Values Faic Values Camying Valves Fair Values
Fipanclal assets:
Cash and cash equivalents 4 1,474,698,646 1,474,698,646 3,948,627,051 3,948,627,051
Trade and othsr recelvables - S
nat* 6,894,647,077 6,894,547,077 4,181,177,956 4,181,177,956
Restricted cash 7 61,448,666 61,448,666 50,892,823 60,892,823
Sacurily daposils 7 1,169,615 1,169,615 1,050,465 1,050,465
Refundable bends 7 4,367,953 4,367,953 3,835,237 3,935,237
8,436,231,957 8,436.231,957 8,185,683,552 8,185,683,532
Financlat asset at FYOC! 9 587,571,962 587,571,962 589,283,256 589,283,256
Financial labilities:
Loans payable Hd 726,591,264 726,591,264 705,159,138 705,159,138
Trade and other payablas™ 11 §,652,684,830 5,652,684,830 5,672,536,662 5,872,536,662
Due to related partles 17 1,311,368,062 1,311,368,062 2,275,684,732 2,275,684,732
Lease {iabilties 8 62,690,401 62,690,401 75,706,524 75,706,524
7,753,234,557 7,753,334,557 8,729,087,056 8,729,087,056

*Excluding raceivabies fiom employzes
*Excluding due lo related parlies, deferred ovtput VAT and payzbls to government payables

See Notes 2.4 and 2.8 for a description of the accounting policies for each category of financial instrument,
A description of the Company’s risk managsment objeciives and policies for financial instruments is
provided in Note 20.

21.2 Ofisetiing of Financial Assefs and Financial Liahilities

The Company has not set-off any other financial instruments in 2022 and 20217 and does not have relevant
offsetting arrangements. Currently, financial assets and financial liabilities are settled on a gross basis;
however, each party to the financial instrument (particularly related parties) will have the option to settle
all such amounts on a net basis in the event of default of the other parly through approval by both parties
BODs and sharcholders or upon instruction by the parent company. In addition, the Company’s
outstanding loans payable from ceriain banks can be potentially offset o the extent of the Company's
outstanding cash deposited in the same banks (see Notes 4 and 10).

21.3 Fair Value Hierarchy

in accordance with PFRS 13, Fair Value Measurements, the fair value of financial assets and financial
liabilities which are measured at fair value on a recurring or non-recurring basis and those financial assets
and financial liabilities not measured at fair value but for which fair value is disclosed in accordance with
other relevant PFRS, are caiegorized into three levels based on the significance of inputs used to measure
the fair value. The fair value hierarchy has the following levels:

° Leve! 1: quoted prices {unadjusted) in active marlets for identical assets or liabilities that an entity
can access at the measurament date; :

o Level 2: inputs other than quoted prices included within Level 1 that are observable for the asset or
liability, either directly (i.e., as prices) or indirectly (i.e., derived from prices); and,

° Level 3: inpuls far the asset or fiability that are not based on observable market data (unobservable
inputs).

The level within which the financial asset or financial liability is classified is determined based on the lowest
level of significant input to the fair value measurement.

For purposes of determining the market value at Level 1, a market is regarded as active if quoted prices
are readily and regularly available from an exchange, dealer, broker, indusiry group, pricing service, ar
regulatory agency, and those prices represent actual and regulary occurring market iransactions on an
arm’s length basis.

For investments which do not have quoted market price, the fair valug;

acceptable pncmg models and valuation techniques or by referen i
instrument which is subsiantiaily the same after taking into a ‘couﬁitheareiat :
or is calculated based on the expected cash flows of the ung eﬂgg@‘mﬁ asset b
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When the Company uses valuation technique, it maximizes the use of observable market data where it is
available and relies as little as possible on entity speciiic estimates. If all significant inputs required to
determine the fair value of an instrument are observable, the instrument is included in Level 2. Otherwise,

it is included in Level 3.
21.4  Financiaf Instruments Measured at Faiy Value

The equity securities of TGI held by the Company are classified as financial assets at FVOCI and are
measured at fair value as of December 31, 2022 and 2021. These are categorized under Level 3 since
their market values are nol quated in an active market (see Note 9). The fair value of these equity
securities were determined based on the valuation method internally developed by management using the
net asset value approach which involve analysis of the recent financial statements of the investee company
with the assets and liabilities adjusted as appropriate for potential increment or decrement in valuation.
This valuation approach also takes into consideration the historical operating results and potential growth
pattern to determine the appropriate estimate of haircut rate applied to the measurement. Based on the
current operating resuits and financial position of the inveslee companies, management assessed that this
valuation approach provides a reasonable approximation of the fair value of those unguoted equity
securities.

21.5 Financiaf Instriments Measured a¥ Amaortized Cost for which Fair Vaiue is Disclosed

The following tables below summarizes the fair value hierarchy of the Company's financial assets and
financial liabilities which are not measured at fair value in the statements of financial position but for which
fair value is disclosed:

Level 1 Leval 2 Lavel3 Total

Becember 31, 2022

Financial assets:
Cash and cash equivalents 1,474,698,646 - - 1,474,698,646
Trade and other receivables — net” - - 6,834,547,077 6,884,547,077
Restricted cash 61,448,666 - - 61,448,666
Security deposits - - 1,169,615 1,169,615
Refundable bonds - - 4,367,953 4,367,353
1,536,147,312 - 6,900,004,645 8,436,231,957

Financial liabilities:
Loans payable - - 726,591,264 726,581,264
Trade and other payables* - - 5,652,684,830 5,652,684,830
Due to related pariies - - 1,311,368,062 1,314,368,062
Lease liabilities - - 62,690,401 62,690,401
- - 7,753,334,557 7.753,334,557
Leval 1 Level 2 Leval 3 Tatal

December 31, 2021

Financlal assets:
Cash and cash equivalents 3,048,627.051 - - 3,948,627,051
Trede and olher receivables - net* - - 4,181,177,958 4,181,177,956
Restricled cash 50,892,823 - - 50,892,823
Security deposits - - 1,050,465 1,050,465
Refundable bonds - - 3,935,237 3,935,237
3,995,519,874 - 4,186,163.658 8,185,683,532

Financial liabilities:

Loans payable - - 705,159,138 705,159,138
Trade and other payables®* - - 5,672,536,662 §,672,536,662
Due to relaled parilss - - 2,275,684,732 2,275,684,732
Lease liabifilles - - 75,706,524 75,706.524
- - 8.729.087£56 8,729,087,056

* 1g recsivables from
“Excluding duce to refslod parﬁgs. aefeln:d ouiput VAT and payabis o government payebias

For financial assets such as ecash and cash equivalents and restricted cash included in Level 1,
management considers that the carrying amounts of those shori-term financial instruments approximate
their fair values.

The fair values of the financial assets and financial liabilities included in Level 3 above, which are not
traded in an active market, is determined based on the expected cash flows of the underlying net asset or
liability base of the instrument where the significant inputs requirad to determine the fair value of such
instruments are not based on observable market data.
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24.

CAPITAL MANAGEMENT OBJECTIVES, POLICIES AND PROCEDURES

The Company's capilal management objectives are lo ensure the Company’s ability to continue as & going
concern entity and to provide an adequate retum to the shareholders by pricing products and services

commensurate to the level of risk.

Relevant information is shown below.

Total liabilities
Total equity

Debt-to-equity ratio

2022 2021
8,787,076,576 9,841,007,132
3,292,278,510 2,926,045,640

2.67:1 3.36:1

The Company sets the amount of capital in proportion to its overall financing structurs, i.e., equity and
liabilities. The Company manages the capital structure and makes adjustments to it in the light of changes
in economic conditions and the risk characteristics of the underlying assets. In order to maintain or adjust
the capital structure, the Company may adjust the amount of dividends paid to shareholders, issue new
shares or sell assets o reduce debt.

RECONGILIATION OF LIABILITIES ARISING FROM FINANCING ACTIVITIES

Presented below is the reconciliation of the Company's liabilities arising from financing activities.

Balance as of January 1, 2022
Cash flows from financing
activities:
Repayments
Proceeds
Non-cash financing activities:
Interest expense

Balance as of December 31,
2022

Balance as of January 1, 2021
Cash flows from financing
aclivities:
Repayments
Proceeds
Remeasurement
Non-cash financing activities:
Gain on lease modiiication
Interest expense

Balance as of December 31,
2021

IMPACT QF COVID 19

Loans payable

Lease Liabilifies

{s=e Note 10) {see Nate 8) Total
705,159,138 75,706,524 780,865,662
(589,943,316) (14,057,352} (604,000,668)
611,375,442 - 611,375,442
~ 1,041,228 1,041,229
726,591,264 62,690,401 789,281,665

Loans payable

Lease Liabilities

{see Note 10) {see Note 8) Total

398,522,590 41,041,778 439,564,368
(403,577,315) (14,057,352) (417,634,667}
710,213,863 - 710,213,863

- 47,916,272 47,916,272

- (235,403) (235,403)

- 1,041,229 1,041,229

705,188,138 75,706,524 780,865,662

The implementation of community quarantine by the government as a precautionary measure to contain
CQVID-18, which staried in the earlier part of 2020, has negatively impacted the Philippine economy. In
2021, though the Company is not significantly affected by the above situation, it was marked by sustained
efforts fo mitigate the impact of the pandemic and learning to operate with the reality of COVID-18,

In the earlier part of this year, the Philippine economy has started fo recover from the economic losses,
brought about by the COVID-19 pandemic. Al year end,

posted a growth rate of 7.6% based on the year-end datg releaseg'by IBE‘?% ;gﬁgn@ g‘y

Nanethzsless, the compaity wilt still cortinue to implement su;szalnabmty aq{i & ‘13%@"%' Figasures: and

(PSA).

monitor the situalion.

as repojgded from its COVID-19 recession,

»
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SUPPLEMENTARY INFORMATION REQUIRED BY THE BUREAU OF INTERNAL REVENUE

Presented below and in the succeeding page are the supplementary information which is required by the
Bureau of Internal Revenue (BIR) under its existing revenue regulations io be disclosed as part of the
notes to financial statements. This supplementary information is not a required disclosure under PFRS,
The information o taxes, duties and license fees paid or accrued during the taxable year required under
Revenue Regulations (RR) No. 15-2010 are as follows:

(a) Output VAT

Tax Base OQuinut VAT
Sale of goods and services:
Taxable sales 6,160,608,9588 739,273,079
Zero-rated sales 2,352,820,959 -
Sales to government 1,040,268,2865 124,832,194
Exempt Sales 128,273,447 -
9,682,071,680 864,105,273

The Company's VAT zero-rated sales were determined pursuant to Saction 106A(2)(a), Zero-rated VAT
on Export Sale of Goods.

The tax bases are included as part of Revenues in the 2022 statements of comprehensive income. The
tax bases for certain portions of Revenues are bassd on the Company's gross receipts for the year; hence,
these may not be the same as the amounts accrued and reported in the 2022 statements of comprehensive

income.
(b} Input VAT

The movements in input VAT in 2022 are summarized below.

Balance at January 1 17,159,313
Current year’s domestic purchases/payments of importations for:
Imporiation of Goods Other than Capital Goods 195,073,249
Domestic purchase of servicas 314,188,591
Goods for resale/manufacture or further processing 181,142,794
Capital goods subject to arnortizatiar 5,364,678
Capital goods not subject to amortization 354,159
Add (Deduct) adjustment;
Deferred input tax on capital goods exceeding P 1 Million, beg 5,122,156
Deferred input tax on capital goods exceeding P 1 Million, end (2,892,798)
Input Tax allocable to Exempt Sales (8,555,061)
Total available input VAT 705,949,781
Add:
VAT Payments 119,143,671
Creditable Valus-Added Tax Withheld 39,516,868
Less: Ouiput VAT (864,105,273)
Balance at Becemnber 21 505,047

The outstanding balance of Input VAT as of December 31, 2022 is presented as current portions under
the Prepayments and Other Assets account in the 2022 statements of financial position.

{c) Taxes on Imporiation

In 2022, the total landed cost of the Company's imported inventory for use in business amounts
P 1,625,616,242,

(d) Excise Taxes
The Company did not have any transactions in 2022 which are subject to excise tax.
(e} Documentary Stamp Tax

In 2022, the Company paid P 4,674,362 for documentary stamp tax {DST) pertaining to loans obtained
from locaf banks and issuance of shares during the year. ~
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() Taxes and Licenses

The details of the Taxes and Licenses account in 2022 are as follows:

Municipal license and permits 72,107,101
Documentary stamp tax 4,674,362
Realty tax 440,445
Miscellaneous 47,523

77,269,231

The amount of taxes and licenses is shown as part of Operating Expenses in the 2022 statements of
comprehensive income.

(g) Withholding Taxes

The details of total withholding taxes in 2022 are shown below.

Compensation and benefiis 179,859,451

Expanded 76,145,857

Final withholding taxes 16,684,219
272,699,627

(n) Deficiency Tax Assessment and Tax Cases

As of December 31, 2022, the Company does not have any final deficiency tax assessments from the BiR
nor doss it have tax cases oulslanding or pending in couris or bodies outside of the BIR in any of the open

taxable years.
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Form No. 5
Computation of Net Financial Contracting Capacity (NFCC)
The computation of a prospective bidder's NFCC must be at least equal to the ABC
to be bid, calculated as follows:
NFCC = [(Current assets minus current liabilities) (15)] minus the value of all
—_ outstanding or uncompleted portions of the projects under ongoing contracts
including awarded contracts yet to be started coinciding with the contract to be bid.
Amount
Current Assets Php 10,765,342,328.00
Minus: Current Liabilities Php 8,289,128,751.00
/\ - .
Multiplied by 15 Php 37,143,203,655.00
Minus: Value of all outstanding or
uncomplete'd portions of ’fhe pr(_)jects Php 776,625,906.73
under ongoing contracts including
—~ . awarded contracts yet to be started
NFCC Php 36,366,577,748.27
Submitted by:
Trends & Technologies, Inc.
Name of Supplier / Distributor / Manufacturer
Wilfredo N. Aguilar
N gnature of Authorized Representative

Date: October 12, 2023




TRENDS & TEGHNOLOGIES, INC.

(A Wholly-Owned Subsidiary of Trends Group, inc.)

Statements of Financial Position
As at December 31, 2022 and 2021
(In Philippine Peso)

ASSETS Notes 2022 2021
Current Assets
Cash and cash equivalents 4 1,474,698,646 3,948,627,051
Trade and other receivables, net 5 6,906,036,897 4,208,833,831
Contract assets 122 4,100,502,582 1,560,630,386
inventories, net 6 1,128,475,368 1,326,175,624
Prepaid income tax 08,887,934 150,479,844
Prepayments and other current assets 7 56,740,901 86,969,421
Total 40,765,342,328 11,281,716,157
Non-Current Assets
Property and equipment, net 8 136,445,980 106,462,645
Right-of-use asset 8 49,898,674 63,430,445
Investment in subsidiary and equity securities 9 §64,118,778 665,830,072
Contract assets 12.2 241,236,136 446,504,259
QOther non-current assets 7 217,293,671 201,875,242
Deferred tax assets, net 16 5,011,819 1,231,952
Total 1,314,804,758 1,485,334,615
TOTAL ASSETS 12,079,347,086 12,767,050,772
e ]
e ——
LIABILITIES AND EQUITY
LIABILITIES
Curvent Liabilities
Trade and other payables 11 7,264,501,564 8,184,352,120
Contract liabilites 12.2 359,203,577 741,726,284
Lease liabilities 8 16,388,718 16,388,718
Loans payzble, current portion 10 649,034,892 336,768,551
Total 8,289,128,751 8,279,235,673
Non-Current Liahitities
Coniract liabilites 122 308,218,696 68,886,447
Lease liabilities 8 46,301,683 59,317,806
Loans payable, non-current portion 10 77,556,372 368,390,587
Defined benefit liability 15.2 65,871,074 65,176,619
Total 497,947,825 561,771,459
TOTAL LIABILITIES 8,787,076,576 9,841,007,132
EQUITY
Autharized - 2,500,000,000 common shares @ P1 par value per
share 18 2,500,000,000 2,500,000,000
Share capital 18 1,875,000,801 1,875,000,001
Additional paid-in capital 18 124,375,000 124,375,000
Revaluation reservas 9,15,18 186,205,351 182,702,450
Accumulated profits 4,098,690,158 743,966,189
TOTAL EQUITY P e —— 92,270,510 2,926,043,640
;Lz 0 79,347,086

TOTAL LIABILITIES AND EQUITY

{se a:cnmpanyi Jotes to ﬁnancll statements)
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LBP-HOBAC-ITB-GS8-20230725-01

Form No. 8
B REPUBLIC OF THE PHILIPPINES
ciryor  Ciy of Makat ; S.S.
BID SECURING DECLARATION

Project Identification No.: LBP-HOBAC-ITB-GS-20230725-01

To: Land Bank of the Philippines
LANDBANK Plaza Building
1598 M.H. Del Pilar corner Dr. J. Quintos Streets
1004 Malate, Manila

I, the undersigned, declare that:

1. | understand that, according to your conditions, bids must be supportied by a Bid
Security, which may be in the form of a Bid Securing Declaration.

2. | accept that: (a) | will be automatically disqualified from bidding for any procurement
contract with any procuring entity for a period of two (2) years upon receipt of your
Blacklisting Order; and, (b) | wili pay the applicable fine provided under Section 6 of
the Guidelines on the Use of Bid Securing Declaration, within fifteen (15) days from
receipt of the written demand by the procuring entity for the commission of acts
resulting to the enforcement of the bid securing declaration under Sections 23.1(b),
34.2, 40.1 and 69.1, except 69.1(f), of the IRR of R.A. 9184; without prejudice to other
legal action the government may underiake.

3. lunderstand that this Bid Securing Declaration shall cease to be valid on the following
circumstances:

a. Upon expiration of the bid validity period, or any extension thereof pursuant to your
request;

b. I am declared ineligible or post-disqualified upon receipt of your notice to such
effect, and (i) | failed to timely file a request for reconsideration or (ii) | filed a waiver
to avail of said right; and

¢. 1 am declared the bidder with the Lowest Calculated Responsive Bid, and | have
furnished the performance security and signed the Contract.

IN WITNESS WHEREOF, | have hereunto set my hand this day of f G ArT 773 at
Makati City, Philippines.

count Manager
Trends & Technologies, Inc.
Authorized Representative
Affiant




LBP-HOBAC-TB-GS-20230725-01

SUBSCRIBED AND SWORN to before me this § § 01 m%y of , in Makati City,
Philippines. Affiant is personally known to me and was identified by me through competent
evidence of identity as defined in the 2004 Rules on Notarial Practice (A.M. No. 02-8-13-
SC). Affiant exhibited to me his Passport, with his photograph and signature appearing
thereon, with no. P3957268B and his Community Tax Certificate No, 25816214 issued on
January 31, 2023 at Bacoor City, Cavite.

Witness my hand and seal this dayof __ 016 OCT 2073

S. of 202

NAME OF NOTARY PUBLIC

Serial No. of Commission

Notary Public for until

Roll of Attorneys No.

PTR No. , [date issued], [place issued]
IBP No. , [date issued] [place issued]

Foder gy ATTY. PAMELA CAGILI A. BARREDO
S v Notary Public for and if @ City of Makati

;": , Appointment No. M-041 (2029-2024)
nid o pinT e i Unti 31 Dacembar 2024
‘g < gg{ﬁ?,gpl;':f; S Roli of Altarneys No. 76508; 5 May 2022
Y T PTR No 9582131/12 January 2023(Makati City
W o i 1B No. 278BI5/9 January 2023/Pasig City
23/F Trafalgar Plaza Building
105 H.V. Dola Costa St., Saicedo Villaga

Makati City, Phiiippines 1227
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LBP-HOBAC-ITB-GS-20230725-01

Schedule of Requirements

The delivery schedule/contract period expressed as weeks/months/years stipulates
hereafter a delivery/performance period which is the period within which to deliver the
goods or perform the services in the project site/s.

Description

Quantity

Delivery Period

Two (2) Years Shared Cyber
Defense Solution for the
Insurance Cluster

1) Bureau of Treasury

2) Government Service
Insurance System

3) Social Security System

4) Philippine Deposit
Insurance Corporation

Phase 1:
» Threat Intelligence
» Security Monitoring and
Management
« [ncident Response

Phase 2:
= Vulnerability Management

1,600
endpoints

4,400
endpoints

8,000
endpoints

1,200
endpoints

Phase 1—one hundred twenty (120)
working days from the issuance of
Notice to Proceed;

Phase 2 — ninety (80) working days
from the issuance of Notice to
Proceed.

Commencement date will be from the
receipt of Notice to Proceed by the
winning bidder. The vendor must
provide a project schedule, which
should present the project milestones
and deliverables at each milestone.
License subscriptions will start upon
contract implementation.

Conforme:

TRERILS & TECHMOLOGIES ML -

WILTRE

Name of Bidder

M. AGUILAR

Signafure over Printed Name of
Authorized Representative

ACCOUNT MAMAGER AMD AUTHORIZED PEPRESENTATIVE

Position

Page 37 of 64
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L BP-HOBAC-ITB-G5-20230725-01
Revised 10-03-2023

Technical Specifications

Specifications Statement of Compliance

Bidders must state below gither .
“Comply” or “Not Comply” against
2ach of the individual parameters of
each Specification preferably stating
the corresponding performance
parameter of the product offered.

Statements of “Comply” or "Not Camply®” must
. be supporied by evidence in a Bidders Bid and
" cross-referenced 1o that evidence. Evidence
. shall be in the jorm of manufacturer's un-
cemended sales lilgralure, uncondisional
- statements of specification and compliancs
Issued by the manuigcturer, samplas,
independent test data etc., as appropriate. A
. statament that 1s niot supported by evidence or
" is subseguentiy found to be contradicted hy
. the evidence presenled will render ihe Bid
under evaluation liable for rejection. A
statement either in the Bidders statement of
compliance or the supporting evidence that is
found o be Talse either during Bid evaluation,
. post-gualificabon or the execution of the
» Contract may be regarded as fraudulent and

render the SBidder or supplier Gable for
prosecution subject to the applicable Jaws and !
B issuances. ‘
Two {2) Years Shared Cyber Defense Solution Please state here eliher
for the Insurance Cluster “"Comply" or “Not Comply” |
1. Burzau of Treasury 1,600 endponts | +CcOMPLY
2. Govemnmenl Service .
Insurance System 4400 endpaints | - comeLy
| 3. Social Seeurity Bystem | 8,000 endoomnis T CoMmPLY
4. Phitippme Deposit .
Insurance Corparation 1200 enfp oints | -compry
Phase 1. -comeLy
= Threat Intelligence - comPLY
a Security Monitoring and Managemant - comPLY
= |ncidant Response - copPL
Phase 2 coprLY
° Vulnerability Management " compie

ILFEEDO . RCULBR
- ACLOUNT MPNRGER

' TRENDS @ TECONDLEEIES, INc -

- - pt——



LBP-HOBAC-ITB-GS-20230725-01
Revised 10-03-2023

- [ Notes: )

1. Technical specifications and  other
requirements per attached Terms of fcoMPLly
Reference (TOR) — revised Annexes D-1 to
D-25. !

The documentary requiremenis enumerated in - co meLy
ltems 3.11.C and D of the TOR shall be submitted
in suppori of the compliance of the Bid to the
technical spacifications and other requiremenis. ‘

&

Non-submission of the above requirements : comeyy
may result to post-disqualification of the bidder.

—_ J—

PLEACE SEE ATTACH DETHILED TOR ReCPONSE
Conforme:

TRENDS € tsrrnoLostes, 1NC-

Name of Bidder

R ~

WILFRED . AGULA R
— Signg{ure over Printed Name of
uthorized Representalive

ACCOUNT MPARDCER € AuTiorRED REPRBENTATIVE
Position




SHARED CYBERDEFENSE SOLUTION
- (REBIDDING)
Terms of Reference (Insurance Cluster)
—
Version Mumber :@ 4.4
Date 1 27 Septermber 2023
Author +  Dovernment Service insurance System
o Bureau of the Treasury
Social Security System
Philippine Deposit insurance Corparation
~~—  BHARED CYBERDEFENSE SOLUTION 1

Teme ¢f Roforence {insurance Clusler)
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1. Name and Description of the Project

With the continued evolving nature of cybersenurity risks, the Secretary of Finance has mandaled various agencies
under the Depariment {o establish a cost-effective defense strategy that will add 8 layer of defense for the agencies
to shield their respective [T systems from potential cybersecurity threats, along with other possible risks and date
breaches in the digital landscape.

For this Terms of Reference (TOR), It will cover the Insurance Cluster composed of the Bureau of the Treasury
{BTr), Gavernment Service Insurance System (GS18), Saclel Security System (S88), Philippine Depesit Insurance
Corporation (PDIC).

2. Project Objective and Scope

The proposed Commun Cyber Defense Solutien shalf reguire the vendor to provige a two {2} ysar subscription for
the provision of Security Menitoring and Management, Vulnerability Managemenl, Threat Intelligence, and inciden!
Response. This Is primarily focused on the National Institute of Standards and Technology (NIST) Cybersecurity
Framework ~ |dentify, Protect, Detect, Respond and Recover.

The Approved Budget for the Contract {(ARC) shall be the upper limit or celling for the proposal, and shali cover all prajesct
costs, including, bul nat limited io the following:

o Subscription cost that will ke based on the number below:

Agency ! Sarvers DesktopsiLaplops | Total
BTr | 150 1450 1600
GSIS | 400 ' 4000 2400
888 200 7800 8300
PDIC 82 1118 1200

= The project shall include project management, consulting, requirements validation, customization, training,
mtegration. training, production deployment, syslem integration, ehange management and other aut-of-pocket
expenses (e.q., ransportaiion allowance, per diem, etc.);

» The Shared Defense subscription shall commence immediately after the Phase 1 implementaiion of the
project.
e Fost Go Live support starting from the implementalion date; and

» All applicable faxes, service fees and charges {e.g.. fund transfers fees, foreign exchange differance)

SHARED CYSER DEFENSE SOLUTION 2
Tenwg of Reference (Insurance Clusler)

Raed By -2



The proposed Common Cyber Dafense Solution for the Insurance Cluster shall be progurad in one lot which

shall consist of sublots per agency. Likewisg, this shall be the basis for awarding peragency.

The pricing shall be uniform for all agencies in the cluster.

Qther Requirements

During proguremnent, the bidder is required o submit respedlive proposals for all the agencies concemed.

3. Functional and Non-Functional Requirements

The vendor shall respond to 2ach requirement stated herein. Failure to conform o any of the specificaiions shall be
sufiicient grounds for disqualification.

8

Functional Requirements

. The service provlder shal! prowde a cloud- based SOC far lndmdual ag;ncx% thn comuleie

Security Information and Event Management (SIEM) and Security Orohestration,
Automation, and Response (SOAR) solution that allows far two-way integration with the
agencles dala sources, capture of near real-time log data, and must perform correlation
betwaen data Sources dunng tnvest(gaﬁan whlch shall alsc: be accessxble by the indeual

. The seevice pravider shall set up a cluster level SOC dashhaard o have an integrated and

high level overview of the cluster agencies security posture.

3. The SOC through the SIEM, shall detect and monitor threats, correlate with threat

intelfigence sources, gensratg alerts, conduct investigation, and escalata lickets o the
agencies on a 24x7 basis, using the Securily Operations Center {SQC) platform, inclusive of
the security toois 1o be provisioned for the agencies.

. Therg must be a proper onboarding and integration petiod betweer: the service provider and

the agencles prior to full SOC aperalion to ensure completeness of SOC visibility and
familiarization with the agencies processes and network behavior.

5. The SOQC salution shel have its own ticketing toal for incident ticket generation.

P

. The SQC solution, thraugh the SIEM, shall classily security events based on the following

risk rating matrix containing the following wnformatlon. The reporl mathod shall be thru call
andfor 2-mail:

NOTE * PLERSE C£€ ATTACH DEtAILED DR RESPONCE

SHERED CYBER DEFENSE ROLUTION a
Termns of Réferance firsurancs Clistas)
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s Impact: Severity of the security event to cnncal assets

o Priority: Based on the impact and severity

s Nalure of threat

o Potential business impact

= Remediation recommeandations
*Response Time: How saon the secunty incident rust be ackrnowledged by fhe service
provider
*Raport Time: How soon a reference numbsr/ problem lickel must be created by the service
provider and received by the agency. The Report Time is included in the Response Time.

Monthly manitering service management:

The service provider shall conduct regular meetings with the agencies {T stakeholders to
review SOC performance and discuss the overali IT security posture of the sgencies,
including fine-iuning of configurations and provision of best praclices advice, 1o aid in
comtinuous improvement. Regular written reports musi also be available ta track the stalus
of cases and the assistanie needed. Monthly reports shall contain, but not limited to:

¢ SLAPerformance

« Comelated Events Overview

s Corretated Events Graph Distribution Qveriime

o Carrelated Events and Rules Triggered Summary
o Summary of Incidert Ticket per Use Cases Ingident Management

. The service provider shall ensure Rexibiity and scalability of the agencies SOC platform and

shall ingest and process all events sent by the agencies for the SIEM and SOAR
requirements including its surrent and future needs.

The service provider shall facilitate SOC security briefing at least ence & month for the

agencies io presem thelatest iocal and m:.emahona! news and updates in Cyber secunty

T

_______

‘1 ThP service prov:uer shall supply Managed Detectu:an and Response services, lnc{udmg the

Endpaint Protection / Endpoint Detection and Respense (EDR) licenses required for
supported gndpoeints. Supported endpoints refer to Windows endpuints, Windows servers,
major Unix and Linux distributions, MacQOS, Mohile devices. that is still under support or
extended support by the manufacturer.

SHAREDR CYEER DEFENSE SCLUTION
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' 2. The solulions provider must be capable to deploy he endpoint technology to workstations
and servers, including Windows, Mec, Uinix and Linux assets, using the agencies or the
solutions providers deployment tool, and must support bath physical and virual
environments.

(2

. For non—sunparled systems, other means of mnmtonng must be performed»

such as netwnrk

4, The solution shall detect and prevent atacks or-premise, for supporied and unsupported
endpolints, including agency deployments in public clouds, if any, such as, but not limited ta
Amazon Web Services (AWS), Azure, Oragle Cloud and Google Cloud.

5. The solution shall be capable to block malicious indicators of comproniise {JOCs) and
behaviors of compromise {(BQCs) autamatically with expert review of detections by analysls
1o ensura there is always human oversight on technalogy.

6. The solution shall allew custom enforcemant polisies to neutralize sophisiicated malware and

lateral movement utifizing “iving off the land” lechnigues that can potentially svade standard
detections. however, ensuring that these custom policies doss nol impede business

operations.

7. Update of Indicatars of Compromise {IOC) and watchlist repasitory, whenaver
applicable

'*j.fAEZWafgenﬁcnfand“Detesﬂun :-5‘.5 i'-, fff»: o
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including the setup of relsvant dashboards such as but not limited to, attacks, threats,
endpoinis at risk.

1. The solution shall have integration wuh 1he SlEM for cenlral momtonng and analy&s,

2. The solution should wiilize signatura-based and/or signature-fess detection techniques lo
pratect agamsl known and unknown attacks.

'
[——

. 3. The salution should have Machine Leaming and Behavioral Fattern Indioator of Attack {IOA)
detection capability.

4. The selukon must be able to detect and prevent the following:
» expoilation behavior using 0As and no signatures.
e ransomware behavior using Behavior I0A patterns and no signaiures.
s file-iess maiware using Behavior [OA pallerns.

mabkwvare-free tradecrafi using Behavior 10A pattems.

BIOS level altacks

Privilege Escalation

Exfiltration

" @

SHARED CYBER CEFENSE SOLLITION
Tenns of Reference (nturance Qlusier)
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« Connection o malicious command and control destinations

pracedure {TTP) againsl the MITRE ATI‘&ACK framework

The solution must be able io enrich a delected event with its own threat intelligence
and nat any third-party (ntelligence including mapping of the technique, tactic and

ft‘Huntmg»andReSponse - .{.;;,-_ ;‘2;"; ::7".:5

. Tne sarvice provider must provide 24\4? Munaged Threat Hunting Semce suppprted b,f

experienced and cerifled analysts or incident responders for the remate response on
endpoint meidents/events

. The service provider must have pre-built threat hunting applications and gueries

3. The service provider must be able to gel context from indicators such as IP's, URL's,

domains, or hashes using the tools within the plafform, including associated avents with
unique vistbility including account creation, login activity, loca! firewall modiiication, service
madification, sources of remote operations (including scheduled task creations, registry
changes, WMIC execulion, among oihars)

. The solution shall be ahle to isolate "at-risk" endpaints, Including the bloeking the launching

of susplclaus or malicious applications.

. The solution shzll allow blacklisting and whitelisting of hashes manually through the solution. |

. The solution shall provide remote response by administratars, analysts, or incideni

responders such as containment, deleling files, Killing process among athers without the need
ior additionat 100ls or agenis.

f

e~ ¢

A.&Secunqnnfomaﬁon and EventManagement (SIEM) S ,'f/.';; i ERRS g e

The solution ==hail provlde o0l cause dnalysls of gl identified malicious ach\n‘y

we

1. The solution shall provide individusl agency, web-based dashbaards far accessing thelr’

agency infarmation about alerts, alacks, track remediation on incidents, generate and exract
reports which can be presented near real-time or over a time period, The agencies musl be
able 1o request customized dashboards and ad-hoe reporis from the service providar.

i 2. The solution shall be capable fo support collection of different types of metadata (e.g., logs,

security evenls, nehyvork fiows, among others) from date sources and shall include log
cornpression and industry standard encryption al resl and in transit to ensure security of
capiured data from disclosurs 1o disinterested parties.

The data sources ingested by the solution shallinclude at least the events from perimeter
securily iools, active directory logs, endpoini pralection, and endpoint detection and
response tools, including events from sensors that may be deployed by the splutions
provider, if needed.

SHERED CYBER DEFENSE SOLUTION §
Tenns of Referance {surance Clusten)
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4. The maxmum aggregate daily data Ingestion shall be as follows:

Agency Daily Event Log Aggregate Size iﬁ Gigabyles (GB)
87r 17 GB
GSIs 24 GB
£8s 48 GB
PDIC ' 15GB

5. The service shall have content packs thal are prebuilt conhigurations for common security
use cases Ihal provide sels of rules, alarms, baselines, views, reports, varigbles, and

watchlists,

- The service shall provide advanced security capabililies, such as User and Entity
Behavioral Analytics (UEBA), natively within its own platiorm.

[>3)

- The solutien musl integrate with the global threat intelligence subseription service for data
ennichment to quickly identify attack paths and past interagtions with known bad actars and
increase lhreat detection accuracy while reducing response ime.

~

[ar]

. The soluiion must be able ta generate and send actionable items io the aulomalion and
orchestration tool as well as generate and send alerts {0 both service provider and agency
analysts and incident responders.

8. The service provider shall ensure the availability of the ingested raw logs twelve (12)
manths with cempretiensive searchability. The logs, including evidences of security
incidents, should be lamper proof and macde available for legal and reguiatory purposes, as
required.

The logs beyond the retention period shall be archived and given monihly to the agencies
in an agreed formst.

10. Tha service provider shall ensure that the data ingested from the insurance cluster is
hot shared or disclosed to or accessed by parties not mentioned in the contract unless
explicitly granted perrission by the cluster.

:Security Orchiestration, Autimation and Résponee (SOARY - .. %

1. The solution must be able to integrate with the SIEM and fully erchestrate security
operalions and provide security tsams with case management, automation, and
investigation within a single pane of glass

2. The solution must have visibility into the security operation provided via dashboards, KPIs
and cuslomizable reporting

3. The solution must be able io suppart machine dnven and analys! led respanse to remediate
threats in a consistent and auditable manner

SHARED CYBER DEFENSE SGLUTION 7
Tems of Reference (Insurance Clystar)
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4. The solution must rander alerts, cases, query reports, and events into clustered and
contextualized threat starylines with 2 high degree of visualization

5. The solution must be an open architeciure that allows for easy cannectivity and integrations
to any existing system, bringing them all tagether into a single, rontextual language,
Integration with other solutions can either e oul of the box or customized.

6. The seluflen must he able to accelerate security Incident processes by aulomating or seml
automating warkilows

~£L £ A

7. The solutan must be nglude aut of the box or customizable playbooks of best
praciices to scale operstions, drive consistency in response and meet
compliance requirements, Playbooks deployed shalt include at Jeast:

« Phishing entichment and response

» {alware endpoint response

= Login Ancmalies {muliiple failed logins, unusual activily such as login
attempts owtside office hours, elc)

« Unusual browsing activity

»  Web asttack profiting and blacklisting

8. The solution should provide pre-set and customizable KP1 metrics to monitor threat
response efficacy and leam perlarmance.

. s C T e .
N :

give immediate global visibility into where the Agency IT system might be vulnerable to the
latest Internet threats and how to protect them.

1. The solution provided must be a cloud based service, integrated within the SIEWM, thal shall

2. |t should be able to continuausty identify threats and monitor unexpected changes In the
network before they lum into breaches. The solution can be agentless or agent-based if
continuous manitoring is required on specific systems.

' 9. The solution shauld be able to scan systems anywhers in the Agency environment, from ths
same console’ \whether the asset is on the perimeter, the internal network, or cloud
environments (such as Amszon Wab Services, Oracle Cloud, Microsoft Azure or Gaogle
Cloud) with the abiiity o creale custom reports showing each audience just the level of delail

it neads lo see.

4. The solution should be able to identify and priaritize critical vulnerabilities and risks to-engble
the agencies to prioritize ihe remadiation of the highest business risks using rend analysis,
zero-day and patch impact predictions.

5. The solution should be able to track vulnerabilitﬁ' data across hosts and time, lo give a betler
understanding afihe agencdies securily posture. The repors can be changed througl existing
pre-bullt templates, without the need to rescan. The reports can be generated on demand or
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scheduled automalically and then shared with the aporopriate recipients onling, inPDF or
csyY

B. The solution should be adle to automatically gather and analyze security and compliance
data in a soalable backend, with provisioning additional capahilities as easy as checking a

box.

. The solution should be able to proactively address polential threais whenever new
vulnerabilities appear, with real-iime alerls to notify the agencies Immediately, without the
nesd to schadule scan windows or mansge scanhing credenttals,

-~

8. The solution must be able to conduct a confinuous compromise assessment, which shall
include at the minimum:
s Identification of the specific vulnsrabiiilies, at risk, andfor compromised assets
» Evaluation of seanned asseis and identification of possible vulnerabliity finkages

CXS %,

1. Vulnerability Assessment and Penetration Tesling (VAPT) shall be performed an nually onan
agreed schedule and scope with he agencies. The VAPT scope may include network
infrastruciure, applications {e.g.. public-facing web and mobile applications), Application
Pregramming Interfaces {AFIs), endpoints, hosts and databases, including member service
systems cr kiosks, authenticated and unauthenticaied testing, if any and ameng others.

2: - Thé'sBops of VAPT shall Be dt feast (e Tallowing:

Adericy Seope
b BT TEdtiFnalrasouress: Up 1o 80 [Piaddresses

o

GSIS 20:Extemel esdlrces, Zobile Aops. uplo 80 P ddresses
558 ' Ss, | mobleapiup S0P AHERSEE |
POIC B Exiemaliesources; its 8010 ddrsses |

3. The service provider shall deliver and maintain 2 vulnerability database with relevant software
version upgrades and security policy update recommendations, inclusive of changes le
exisling and new vuinerability and threat signaiures.

4. The service pravider shall provide onlinz reporiing and metrics capability:

o VAET resultsidata {including risk, remediation status, and data compromised, i any}
and access to historical test result and trend analysis delivered via the service
nrovider's portal shall be accessible to lhe agencies. This would aise Includa
handheiding with tha agencies concemed 1o properly remediate/mitigate
vulnerabilities, findings, and observations.

4]
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. The service grovider shall have predefined fieldsftemplates for the generalion of reports, such

as, huf not limited to:
s VAPT Repori (i ., Executive Summary, Conclusion for Management Area, antl
Specific Action Plans)
e Security Profiling Resuits (including reports frem automated scanning 1ools)

e« [Detailed observations and recommendations

. Common Vuhierability Staring System values:

s The service provider shall use CYSS v3.0 or later for risk ranking and priorilizing
security vulnerabilities.

s The sarvice pro"aider shall be capable to generate muiti-format reporls, including
exporting of report data in PDF, Microsoft Excel, XML, C8Y, and HTML.

. The service provider shall periorm Host discovery and Operating System {O8) fingerprinting

functionalities for the following, but not imited to:
s Windows (all versions)
o Linux and other Unix flavors (all versions)
o Network and securily relaled equipment, whesther software or hardware-based
s User profile seitings
s Advancad password analysis

. The service provider shall perform common service discavery and fingemrinting

functionalities for the fallowing, whather an-premise or cloud-based:
« Application servars
¢ Authenticalion servers
+ Backdoors and rempte access services
o Backup applicationsftools
+ Datgbase servers
a  Achive Directory, Lightweight Directory Access Protacol (LDAP)
o Domain Nams Systems (DNS)
a  Mail servers and Simple Mall Transfer Protacols (SMTP)

o Nelwark File Systems {NFS}), Network Basic Inpui/Oulput Systern {NetBIOS) and
Common Internet File Systems (CIFS)

a Network Time Protocels (NTP)

¢ Remote Procedure Calls

= Rouling protocols

= Simple Network Monitoring Protocot (SNMP)

o Telecommunications Network {Teinet), Trivial File Transfer Proloco! (TFTP), Secure
Shell {(88H)

= Virual Private Netwark (VPN)

v Web and mobile applications

e Web servers
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G Thisat lntalligenice .

1. The solution shall deliver threat intefligence on the following:

o

Brand protection - company names{damain

Social media pagas

External Internet Protocol {IP) addresses

Wabsite and mobile application moniloring

V(P e-mails

Sector monitoring Financial, Govemment, insurance, and Healthcare

Society for Woridwide Interbank Financial Telesommunication (SWIFT) codes

Credit cards

GitHub

Custom gueries

25 Site take downs for each agency during the duration of the confract(i.e., phishing,
sacial media sites, and others) howsver, should the agency need additional
{akerinwns, this will be provided by the service provider at no additional cost.

Seraping databases nat contain large amounts of dala found in the deep and dark
weh

Third party queries

]

Invastigation

e

Threat library

2. The threat intelligence solution must, at minimally, harvest data from the lollowing open,
technical and zlosad sources lypss:

Mainstream Media {including news, information security sites, vendor researeh,
blogs, vulnerabitity disclosures)

Social Media

Forums

Paste Sites

Code Repositories

Threat fists (including spam, malware, malicicus infrastructure}

-4

Dark \Web {including muttiple tiers of underground communities and marketplaces)

&

Qriginal research from in-hause human infelligence analysts

3. The solubions provider must be able to:

\(‘4\4\4\4%*\4{\4 ~L L]~ |~ Nl e e e g L
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e Detect and take down servers launching phishing altacks

e Take down of fake appilcations that impersonata legitimale ones from app stores.

= Take immediate action on the agencles behalf and provide all the context to
execule rapid lake-down of malicious servers, websites or social media accounls.

The solution shall be capable o detect leaked Personally Identifiable Information (Pils)
and the agentles information from the deep and dark web, social media, and other forms
of Instant messaging platiorms and provide recommended action plan.

. The threat intelligencs solution must be able to Identify fraudulent social media acoounts

that are impersonating the agencies and its executives

- _The solution shall monitor the domains and 1P addreszes that have bad reputation,

s~

The service provider shall consume internal and extemnal thraat inlelligence Into its threat
analysis process.

. The sarvice provider shell deliver weekly Inlelligence summary reports on the latest cybar

lnreats, including delecled information on the intention to target agencies or other
government industries, raajar activist campaigns, and indications of activiam against the
agencies. financial and health seclor, and the government.

~ i < | <

- The service pravider shall provide a special report ar notice & the agencies immediately,

should there be any information or detection of targeted atiacks against the agencles, the
governmerit or the sectors of the concerned agencies,

[ B - RN p
Y . .y .k I A

Résqonse: .

e

': ) ﬁmm - *

. The service provider shall review ihe agencies Incident Response Plan {IRP), which

would guide the agencles on the creation, envancement, and documentation of incident
response playbooks, policles, and guldelines, such as, but not limited to:

= [Escalalion process

* Incident containment process
o Incident sradication process
¢ Incident recovery pracess

» Incident identification process
° Process flaw

. The service gravider shall act as the Incident Response (IR) Manager and facilitate the

six (B} phiases of IR. The service provider musl be on-call and will conduct the IR
activities onsite, as necessary (i.e., in cases of breach). The IRs per agency shall cover
200 accumulated hours per year. Beyond the required 200 hours, the agencies shal|
shoulder the cost. In casa the 200 hours allotted for IR IS not iully or not consumed, it
ean be converted io other sesvices, such as training among athers, that the provider can
render for information sequrity.

The service provider shall conduct an annual, or as needed, IR readiness training to the
agencies Computer Security Incident Response Teams {CSIRT), including IT security
awarensss frainings to both technical and non-technical audiences of the agencies. The

SHARED CYBER DEFENSE SOLUTION 12
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réédlness tralnihg shall include best praclices recommendation in isolation, cantainment,
and remediation activities of the security incident.

4. The service provider shall conduct an annual, or as needed, incident response drili or
simulation exercises with the agencies-CSIRTs to improve detection and internai
readiness ior cyber security incidents. This will include internal and extemnal incident
commurications, reduced impact on operation continuity, reporting to regulators (e.g.,
NPC, DICT), CSIRT readiness, blus team capabllity, labletop exercises, among others.

~L

5. The Service Provider shall map security playbook and runbooks for applicable security
use cases 1o guide client on their Incident respanse.

8. The service provider shall deliver technicay assislance to the agencies CSIRTs during
emargency (successiul) breach response.

7. The Service Provider shall have a fagility lo reseive client's reported incident {via
authorized point of contact from client) for incidents not captured on the moniforing tool.

o

The service provider shall defiver netwark/firewalliweb applications breach responss.

- The servive pravider shall identiiy, cleznse or cantain malicious code, mahvare, spyware,
and system-file hacks.

pe]

10. The servige provider shall deliver raot cause analysis to identify the intrusion vector and
pravide mitigating procedures to address network and syslem vulnerabilities.

11. The service provider shall identify indicators of compromise arxl sean the netwark to
search ior other related infecied systems.

12. The service provider shall deliver insider threat investigation, as needed.

13. The servine provider shall deliver employee misconduct invesligations, as needed,

14. The service provider shall deliver incident and investigalion reports.

15. The service provider shall have a ceriified and regenlly trained (al least in the past 12
mienths) in-house cyber securily forensics speciaist, to suppert advanced investigation.

~L~L~L~4~4~L~4~L~L ~£ | ~£

16. The service provider shall assist in the Tollowing:
s Incident handling preparation and execution
e Crisls rmanagemsnt
e Breach communication .
e Forensic analysis including preservation of evidence for chain of custody
requiraments
e Remadmalion

17. The Service Provider shall rate the prioritization and saverity of security incidents and
sreate a service tickat as per agreed Service Leval Agreement {SLA).

SHARED CYBER DEFENSE SOLUTION 13
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Service Level Agreement (SLA}

1. Acknowladgement SLA - The Acknowledgement SLA Percentage shall be computed
per month bese on the total number of missed hours exceeding the Acknowledgement
SLA guarantee of fifteen {15) minutes per incident

| serviceLevelTargat |

Deucription

Acknowledgemani SLA of 15 minutes from the ime
oR% incident is detected by SIEM ar from the time the
Client provides s proof of comproniise {FOC}
! incident repar, whichever comes first, up to the
crealion af service licket,

request is reported based on severity level.

2. incident Response SLA - Time to respond or provida request from when incident or

Referanes

Fram the greation of service tickel
up o Irizge. Triage Is when the

SOC L2 Ingidems Resporder
communicales with the client o

Priornily Level Incident Response Tima
P1 - Cataslraphic Within 50 minutes
P2 - Critical : Within 95 minutes
P3 -~ Marginal Within 120 minutes
i P4 - Negligible Within 180 minutes

further investigate and provide
' recommendation on how 1o
i coniain, remediaie, and recoyer |
from the segurily incident. :

Targeﬁ Respanse Time % per Month

Incid'ent Priarity 1and 2 Jang4 )
»>=00% >=80% Sum of the number of incidents

: meeting raequired Response Time
for all days i the month :

SHARED CYBER DEFENSE SCALUTION
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Neonfunctional Reguirements

1. Al credentials with the service provider shall be stored in a monitared cenlral
management systam. These are leased to the agencies once strong authentication has
been implemented and for the specific task far which it was authorized.

2. The service provider's solution shall be accessed through a centralized portal, which
enforces session limeouts, mandates the use of multi-faciar authentication (MFA), and
provides anomaly detection for rnanitoring user behavior,

3. The service provider shall maintain logical access controls which are role-based,
including principles of least privilege and segregation of duties.

+. All passwards must have a minimum of fifteer (15) characters. Passwords must be
changed every ninety {30) days and cannot be the same as the prior three (3) passwards.
The service provider's system must mask passwords when antered and store password
files separalely fram the application system data. Only encrypted hashes of passwords
mzy be siored and Iransmitted.

S. All aceess from the service provider's managed andpoints fo sensitive resources shall
be done via VPN configured with MFA. Oppartunistic Transport Layer Security (TLS} is
configured by defaull for e-mail. Remote hardware is managed by comprehensive
enterprise management software that allows for maintenance and access coniro}

managemernt.

8. The service provider shall provide physical and environmental contrals at the primary
and secondary sites for this project.

7. The agencies dats shall be logically separated by using unique tagging to ensure
segregaiion of data from the other agencies. The agencies should retain as the legal
owner of lhe data processad and managed by the service provider,

B Training il Oifir Regu

Rt R T e oY

irgmeiits. ;L

——d s e 9% e
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1. The service provider should facilitate at least once a year GContinual Service
Impravement {CSIy workshop with dlient for possible improvement of service through
process, people and technology.

2. The service provider should previde securily advisories with the client for the
cybersecurity news and updates like the latest viruses, irojans, worms, or other maliclous
pragrams.

3. The service provider shall conduct an annual cyber security maturity assessment (i.e., people,
process, end technology) on each Govemment Agency based on the NIST or CIS Controls.
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svider's Qualification and Requirements . © . -
S requirec

Noto! Subrilssiorvef dozdments shailbe durirg the subiissjon ofbids... "
1. The service provider musi be a certified/authorized reseller of the brand(s) being offere
and shall submit a valid, cerfification from the manufacturer(s).

2. The servics provider must submit the following certifications:

a. Far Gloud based Security Operations Center {(S0C), ihat this 1s hosled in &
provider categorized as a leader either in the latest Forrester Wave™: Public
Cloud Development And Infrastructure Platforms repori ar Gartner Magic
Quadrant for Cloud Infrastructure and Platform Sarvices;

b. For Endpoint Detecilon and Response (EOR), that solution is categorized as a
leader either in the latast Bomester Wave™ report for Enterprise Detection and
Responsa or Gartier Magic Quadrent for Endpoint Protection Platforms;

c. For Security Information and Event Management (SIEM). the solution provided
is categorized as a leader in the latest Fomester Wave™ report for Security
Analytics Platforms or Garlner Magic Quadrant for Security Information and
Event Management (SIEM),

3. The service provider must have 24 x 7 x 365 lecal tachnology operation center {(SQCINOC
facilitiesinfrastruciure and service), with a peol of at least 20 [T or Information Security
refated cerfified onsite suppert engineers within Matro Manila. Alist of the support engincers
shall be provided with their required gualificatlions, ss stated in item D. Parsonnel
Qualifications | Reguirements.

4. The servige pravider must have sales and technical offices Jocated in the Philippines.
The service provider should submit the st of therr sales and technical offices In the
| Philippines, including the complete address and contact details. This is subject for actual
; site visit to the facility.

5, The SOC can be provided on the claue or within the premises af the service provider.
Shoutd the Security Operations Center (SOC) with their SOC analysts be on premise,
they should be housed in a Data Center with TIA-042 Rated 3 Facility Celficalion or
any egulvalent third party assessment indicatling the capability of the SOC to provide the
required security, scalabfiity, stability and high performance. The proof of compliance
shall be submifted.

8. However, if the service providers SOC will be implemented through 2 cloud service

| provider (CSP), the SOC platform must be guaranteed with at least 99.9% uptime or

" availability. The proof of compliance shall likewise be submitted.

7. The service providers SOC Analysts must have at least ane or more of the following
certifications: Cerfified Ethical Hacker (CEH). CyberSec Firsl Responder, Informatian
Technology Infrastructure Library (ITIL), or any relevant praducl cerlification to the
security producis of the platform offerad by the Service Provider.

8. The service provider must be atleast five (5) years in Security and {CT Industry and must
have more than three (3) years of expertence in providing SOC services. The-Service
pravider mus! have a SOC 2 Type || Aftestation Report or 130 27001 cariification for
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| Managed ICT Services or similar, done at leasl in 2021, to ensure controls related to \/
security, availabilily, pracessing integrity, confidentiality and privacy are in place.

9. The prospective bidders shall be required during the pest qual evalualion to demonstrate.
the salient features of thie proposed Shared Cyber Defense solution at the Project Site 7’
or viag online,

0:iPersonnel QualificationsiRequirements: I B R W | s
1. The service provider must have at leas! Two (2) local Ceriified Engmeer on 2ach of the.
iollowlng securily tools below:
‘ » SOAR
o SIEM \/
o \ulperability Management
The certifisation must be the same with the brand that is being proposed.

2. The service provider must asslgn a dedicated local S0C Manager that oversees the
SOC and conducls regular momthly service performance review and reporiing {0 cient's
management. A monthly service performance report shall be submitted and discussed
by the SOC Manager. It shall contain the following:

s SLA Performance
o Correlated Events Overview
« Correlated Events Graph Distribution Over Time \/
s Caorrglaied Events and Rules Triggersd Summary
® ciummary Os |ncxden1 Ticket per Use Cases Incident Management
158! Sviderimust alsoassign & dedmated ijec:t Manager that will e
", g - . - h N >‘
nsiteirany agancy. by:scheduls, i nedass:

3. Tha service provider must submit the following for afl the persnnnel to be assigned 1o the
cluster, and failure to submit the any of the requiremenl below s subject for
disqualification.

¢ Resume/CV of the Proposed Persannel \/

« Company D

o Certificate of employment

4, The service prowder must bave a dedicated 24x7x365 team ass;gned to the cluster,
i composad of al least:

e 2-Tier 1 analyst who will be responsible for the following tasks:
1. Monitaring via existing SIEM/Analytics Platform 7’
2. Funneling of alers {noise elimitation)
3. Incident Validation
4, Case Msnagement
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: 5. Threat Containment {Using Existing EDR or agreed process) — With
guidance from L2 and up
6. General Communication
7. Weekly Summary Reporis
e 4-Tier 2 analyst who will be responsible io conduct further analysis and decides
on & strategy for cantalnment.
Proactive Searcheas/ Threat Hunting
Qualification of incident Priorily/Saverity
Investigation via SIEM/Analytics Platform and other accessible sources
Rule Tuning
Ad hot Vulnerabilily Advisary & Research
Threat Containment (Using Existing EDR or agreed process)
Incident Response/Recommendations
s 1-Tier 3 senior analyst who will be rasponsible lo manage critical incidents. Tier
3 analysts are also respansible for actively bunling for threats and assessing the
vulngrabilily of the business.
Manage High Severily Triage
Incident Response and Forensics Capabililies
Threat Containment (Using Existing EDR or agreed process)
Reporing and Past Incident Review
Use Case Development
Tireat Searches
New Correlation Rules

¢ 1-Tier4 analyst or the SOC manager, who will be in charge of sirategy, priorities
and the dirsct management of SOC staff when major security incidents oceur.
The SOC manager will also be respansible for the management of the MSOC

operations for the agency and cluster.

Nennw e

NomR @

. The service provider should ensure that there will be allernate personnal deployed io

ot

clusler should the primary personnel be ynayallable for wihalever reason. Yy
proy tiealloWet o Audment the dedicated personmel with foreignsum)
pattners (hibrid) s 1oRg a5 ihe minimum statfing regdirementare mel

5. Qualifications Y

« Prolect Managar:
e Must be with the service provider s organization at least one (1) year before the
bid opening
» Has handled project management for at least two {2} financial corporations or
should have at lsast lwo {2) successful project irmplementations of at least Php

26/ In amount in the lasl two (2) years,

« Must provige & list of projects handled in the lasl 5 years, indicating the
Project Name, Praject Duration {Start date and end-date) and Contact
Persen with details for verification.

« MMust nave a valid project management certification
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o S0C ManagerTier 4 Analyst:

Must be with the sarvice providers organization ane (1) year before lhe bid
opening

Has performed and managed three (3) engagements within the last five (5) years
comparable to the proposed engagerent

Must have at least five (5) years active IT securily experience

tust have at least three (3) years SIEM or system and network administration
axperience.

Has any two (2) of the following unexpired professional certifications: Cenlified
Information Systems Auditor (CISA). Certified Information Security WManager
(CISK3), GIAC Securily Essentials (GSEC), GIAC Continuous Monitoring
(GMON3), GIAC Cerlified Detection Analyst (GCDA), GIAC Web Application
Penetration Tester {GWAPT), BIAC Inciderit Handler (GCIH), GIAC Cerlilied
Forensic Analyst (GCFA), GIAC Ceriified Intrusion Analyst (GElA), Cisco
Cerified Network Associate (CCNA), Information Technology infrastructure
Library (ITIL), Certified Ethical Hacker {CEH), Computer Hacking Forensic
Investigater (CHF1), Certified Network Defense Arghiiect (CNDA), CyberSec First
Responder (CFR), CompTIA Security+. Cerified Vulnerability Asssssor (CVA),
Offensive Seaurity Certified Professianal (QSCP), Cerlified Information System
Security Professional {CISSP), Giobal Information Assurancg Certlfication
{GIAC) Fenetration Tester (GPEN), GIAC Exploit Researcher & Advanced
Penetration Tesler (GXPN), EC-Council Licensed Penetration Tester {LPT)
Master, Ceriifled Penetration Tester (CPT), Cerlified Expent Penetralion Tester
{CEPT), Certified Mobile and Weh Application Penetration Tester (CMWAPT],
CompTIA PenTest+, Certified Payment Card Indusiry Security Implementer (CPISI).
or other sesurity-related cerlifications.

¢ Team Lead/Tier 3 Analyst:

pust be with the service provider's organization one (1) year before ihe bid
opening

Has functioned as lead in the performance of three {3} engagemants within the
last five (5) years camparable to the proposed engagement

hMust have at least five (5) years active 1T security experience

Must Nave at lzast three (3) years SIEM or system and nelwork administration
Experiense

Has any two {2} of the following unexpired professicnal ceriifications: CISA,
CISM, GSEC, GMON, GCDA, GWAPT, GCIH, GCFA, GCIA, CCNA, ITIL, CEH,
CHFI, CNDA, CFR, GompTIA Securily+ CVA, OSCP, CISSP, GPEN, GXPN, LPT
Master, CPT, CEPT, CMWAPT, CompTIA PenTest+, CPISI, or other security-
related cerifications.
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! = Team iMember/Tier 2 or Tier 1 Analyst:

]

Must be with the service provider's organization one (1) year hefore the bid
apening

Has performed ifree (3) sngagemenis within 1he last five (5) years comparable
tn the proposed engagement

Must have al least three (3) years active [T security exparience

Must have al least three (3) years SIEM or system and network administration
experence

Has at least one (1) of the following unsxpired professional cerlifications: CISA,
IS, GSEC, GMON, GCDA, GWAPT, GCIH, GCFA, GCIA, GCNA, ITIL, CEH,
CHF1, ONDA, CFR, CompTIA Security= CVA, OSCP, CISSR, GPEN, GXPN, LPT
Master, CPT, CEPT, CMWAPT, CompTIA PenTestt, CPISI, or other security-
refated ce;ﬁﬁcaﬁaﬂs.

WOTE: PLEACE CEE ATTACH DETAMLED TOR RESPONCGE
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&. Delivery Time/Completion Schedule

The Project must be implemented by phases. Phase 1 - Threat Intelligence, Security Monitoring and Management
and Incident Response ., 120 working days from the issuance of the Notice o Praceed, Phase 2« Vulngrability
Managernent, 20 working days from the issuance of the Notice 1o Proceed . Commencement date will bz from the
racelpt of Notlce To Proceed (NTP) by the wirming bidder. The vendor must {herefore provide a project schedule
which should present the project milestones and deliverables ai each milestone. License subserptions will start
upon implementation.

All deliverables shall become the property of the goncerned agencies.

5, Payment Milestone

The Sendce provider shall be pald upon receipt of its deliverables, based on the submitted Project Schedule and
issuance of the Cerlificata of Acceptance from the Insurance Cluster. The Service Provider shall be paid based on

the following milestones:

Milestone | Percentage of the !
N N Total Contract Price

Year 1: . B

{Upon implemantation of Threat intalligence, Securily Monitoring & | 18% {
Managament. and Incident Response {or the Insurance Clusier !
{Phasg 1} i :
After Phase 1 and upon implemeniation  of Vulnerability 15%
Manzggment for the Insurance Chuster (Phags 2] ;
Aftor Phase Z and upon full implemeniation of the Shared Defense 20% ’

Solulion and Insurance Cluster issuance of Ceriificate of |
Completion and Acceptance of the Lizense subscription covering .
the first 12 months {1st Year}
Year 2:
Two (2) semi-annual payments ai 25% each 50%

TOTAL 100%

NOTE" PLERSE goF ATTACH DETAILED DR RESPONSE
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SHARED CYBER DEFENSE SOLUTION Project

Bureau of the Treasury:

NAME
Mr. David Andrei P. de Mesa

SIGNATURE
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Govemment Service lnsurance System:

NAME

Mr. Jonathan Pineda

SIGN’Q}TURE
7/
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Social Security System:
NAME SIGNATURE
Ms. Jocelyn Dela Pefia (\.\ﬁlf
]
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~Remediation recommendations

“Response Time: How soon the security Incident must be acknowledged by the service provider
“Report Time: How soon a reference number/ problem ticket must be created by the service
provider and received by the agency. The Report Time Is Included In the Response Time.

Complicd (Y/N) Remarks
I. Functional Reguiroments
A. Security Moniforing and Managoment
A3 Securlty Operations Center (SOC)
. Trends vill deploy cloud-based SOC solulions that Include Splunk (SIEM) and Google Chronicie SOAR. Furthermore, TRENDS will also
1. The servica providar shall provida a eloud-based SOC for individual agencles with complete Securly dsploy Growdstrike (EDR), ExtraHop (NDRJ), Threat Inteligence Platform, and Vulnerablily Management Platform. These cloud-based
{information and Event Management (SIEM) and Security Orchestration, Automation, and Response solutions will be Integrated by Splunk to enstra realdime caplure of log data and late among data during I taation
(SOAR) solution that allows for two-way integration with the agencles data sources, caplure of near real v
time jog data, end must perform corrolation between data sources during investigation which shall also .
be accessible by the individual agencles. The licenses for the SIEM and SOAR solution shall be These platforms will be accessible by individual egencles through SIEM and SOAR.
subscribed per agency during the term of contract. Refer to Bil of Materials
Trands will leverage on the SOC plalform’s dashbord In creating cluster-level SOC out-of-the-box an other dashboard femplate to have an
2. The service provider shall set up a cluster level SOC dashboard fo have an inlegratad end high levet v Integrated and high level overview of the cluster agencles sacurity posture.
averview of the cluster agencles securly posture.
Pleasa see document: TRENDS_REFERENCE MATERIALS_v1.0_TLPGREEN.docx, paga 26 - ANNEX 21 SAMPLE SOC DASHBOARDS
3. The SOC, through the SIEM, shall detect and monitor threats, comslate with threat inteliigence 2:'"::. S(?nc‘ ;e::é ;m:f:g"ﬁ? SIEM pla\lform and ?lher s'ecudlg: glullons g ll[:;zgvisloned for the agencies, will provide a 24x7 manitoring
sources, generate alerls, conduet investigation, and escalate tickets to the agencles on o 24x7 basls, v PP ’ ‘ ' ¢ .
;‘:r"l‘ﬁg'gf:;:g‘y Operations Center (SOC} plelform, inclusiva of the security tools to ba provisioned Ploasa sco documont: TRENDS_INCIDENT MANAGEMENT PSPG_y1.0_TLPGREEN.docx, paga 4 - 1.1 Ovarview, page 12 - Idenlification
. of Incident .
Trends will conduct Glienl Onboarding to establish the service delivery procossos and to ensuro completaness of SOC visibility and
familiarization with clienls’ processes and nelwork behaviors.
4. Thera must be a proper onboarding &nd int fon period ¢ the servics provider and the Once the s:rl]t:‘llun llas Pleu?:,l‘ Ellrgplsmen'led. ;Tt?(lj:ovg: ::tnducl p y and p, develop use cases, create playbooks and
agencles prior to full SOC operalion fo ensure compleleness of SOC visibilily and femiliarization with the Y P *
agencles processes and neltwork behavior. Flease sea document: TRENDS_Project Menagement Program Plan for Govt Insurence Cluster_v1.0
Please sea document: TRENDS_REFERENGE MATERIALS_v1.0_TL.PGREEN.docx, page 18 - Annex 14 - Sample Onboarding
Presenlation
8§, The SOC solulion shall have its own ckating tool for incident ticket Trands shall use the provided case to capture and lrack incld and facilltate rouling to appropriate reselving groups.
Y Please sea document: TRENDS_REFERENCE MATERIALS_v1.0_TLPGREEN.docx, page 17 - Annex 43 - Ticketing Tool
6. The SOC solution, through the SIEM, shall classify securty events based on the following risk Incldents may be assessed for ifs priorily calegorizalion (as per defined response prionily level based on business rules with the client during
rating matrix containing the following Information. The report method shall be thru call and/or a-mail: the Service On-Boarding process). Assassment shall be mado by the Incl Manager in viih tha SLA,
Please see document: TRENDS_REFERENGE MATERIALS_v1.0_TLPGREEN.docx, page 3- Annex 2 - Asset Valuallon & Categorizetion
(excarpt from Operations Integration Docament)
Please see document: TRENDS_JNCIDENT MANAGEMENT PSPG_v1.0_TLPGREEN.docx, page 15-16 - Section 6.10.3. Priorily
Escalation & De-escelallon
For the Impact, Urgenct, and Priority Crileria, please see document: TRENDS_INCIDENT MANAGEMENT PSPG_v1.0_TLPGREEN.doc,
- Impact: Severily of the securily event lo crilical assels page 26 - Annex 1 - TRENDS Operaficns Canter Impact Crileria, Urgsncy Criteria and Priority Matrix
- Prority: Based on the impact and severity Y
- Nalura of threat Forthe SLA, pleass see document: TRENDS_INCIDENT MANAGEMENT PSPG_v1.0_TLPGREEN.docx, page 27 - Annex 2 - TRENDS
- Potentlal business impact

Operations Center Incldent Response & Update Timo

For the repert mathod, Trends follows Incident Reporting Procoss, please sea document: TRENDS_INCIDENT MANAGEMENT
PSPG_v1.0_TLPGREEN.docx, page 16 - Seclion 6.10. Common Procadures

Trands follows Typical Incldent Handling Procedure for Inf 1 y please see document: TRENDS_INCIDENT
MANAGEMENT PSPG_v1.0_TLPGREEN.docx, page 17 - Typical Incident Handling Procedura for information Securily Incldent
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7. Monthly monitoring setvice mar 1l
The service providar shali conduct regular fings wilh the agencles IT staket {o raview
SOC performance and discuss the overall IT securily posturs of the agencles, including fino-tuning of|
configurations and provision of best praclices advice, to 2id In continuous improvement. Regular
written reports must also bs availeble to track the status of cases and the assistance needed.
Monthly reports shall contain, but not limited to:

- SLA Performance

-Conelated Events Overviaw

- Conelated Evenls Graph Distribution Overtime

~ Comelaled Events and Rules Triggered Summary

- Summary of Incident Ticket per Use Gasos Incident Management

Trends will assign a dedlcatsd local SOG Manager {hat will averses the SOC and conduct regular monthly service performance review and
reporting to cllent's management. The monthly service petformance report which contains the status of cases end the assistance nseded
from the client, Wil be submilted and discussed by the SOC Manager. The monthly service performance report will includs the following:

- SLA Performance

- Corelated Events Overview

- Camrelated Events Graph Distribution Overtime

- Correlated Events and Rules Triggered Summary

- Summary of incldent Ticksr per Uss Casas Incident Managemsnt

Trends shall conduct regular meetings with the agencies IT stakeholders fo review SOC performance and discuss the overal iT securily
posture of the agencies, including fine-tuning of configurations and provision of best praclices advice, to afd in conlinuous improvement. The

thly servics performance report v/l be discussed dusing this regular meetings.
Please see document: TRENDS_Project Management Program Plan for Govt Insurance Cluster_v1.0, docx

Please see document: TRENDS_REFERENCE MATERIALS_v1.0_TLPGREEN.dock, pags 16 - Annex 12 - Sample Monthly Reporls

8, The service provider shall ensure fiexibility and scalability of {he agencias S§OC platform and shal)
ingest and pracass all events sent by the agencies for the SIEM and SOAR requirements including
its cumrent a2nd [uturo nosds.

The praposed SIEM and SOAR platforms of Trends are cloud-hased sofutions vhich are enhlrently flexible and scalable to accommadate
multiple tenants, and each clients can easlly expand and increase logs procass and data ingestlon. For this solution, the current license

subcriplion and data ingestion are based on the required 2 years for SOAR and data ingestion license described in the SIEM portion section
on the maximum aggregate dafly data ingestion table;

Referto Bill of Matorials,

Splunk Cloud Platform {s built to scalo {o your data analytlcs needs, ranging from GBs to PBs and beyond. Designad {o facilitate sudden
bursts in data volume, Splunk Cloud Fiatform allows you ta incrementally upgrade capacily while retaining sectrily by design.

Refer to page 1, Face the Unexpecled wilh lhe Slablllly and Resillancy of Reslliency of Spiunk Cloud Platform.pdf
Source: hllprllmvw splunk.comfen_us/bi or {he-ur d-wilh-the-stability-and-resillency-of-splunk-cloud-platform.htm!

Deploy, malntaln and scals with ease. Chronicle SOAR is designed for fast initial time-to-value and eass of scaling as you grow. Pre-
packaged use casss, an iniuitive playbook builder, and puwerful playbaoolk Ifecycle. management enable tsams fo hit the ground tunning and
enstre that overtime SOAR | in value, not complexit

Refer to page 1, datashest-chronicle-soar.pdf
Source: hitps:/iservices.google.com/ihffiles/misc/datashest-chronicle-soar.pdf

9. The sefvice provider shall facilitate SOC security brisfing at least oncs a month for the agencles ta
present the latest local and intemational news and updates in Cyber securily,

Trands /|l also pravide regular email advisory and intelligence summary reports on the tatest local and Intsrnational news, tatest cyber
threats, and updates in Cyber security space, Including detected information on the Intention to target agancles or other govemnment
industries, major activist campalgns, and Indications of activism against the agencles, financlal and health sactor, 2nd the govemment.

During monthly service performance review, Trends will facilitate SOC security briefings fo [T and GxOs and key dacislon-makers lo discuss
the intelligance summaty reports and to share emerging tochnolopy trends and the rieks fated with it, now rogulations, complexity and
sophistication of threats, requirement for companies to cyberresillent among othiers.

Please see document TRENDS_Project Management Program Plan for Govt [nsurance Cluster_vi.0

Please see document: TRENDS_REFERENCE MATERIALS_v1.0_TLPGREEN.docx, page 19 - Annex 15 - Sample Securily Brisfing
Presentation
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A:2 Managed Detection and Rosponse

_...A2.1 Doployment and Manngoment

1. The service provider shall supply M: 1 Delecti -and:‘- services, including the

p The single, lightweight agent can be downisaded and Installed for Windows, Mac and Linux lo deliver complete p tion without Impacli
Endpolnl Pmlecllon ! Endpolnt Detection and Resp (EDR} 1i required for supported resources or productivity.
endy rafer to Windows endpolnts, Windows servers, major Unix and
Linux dIslnbuuons MacOS, Mobile devices, that is sfilf under support or extended support by the Refer{o page 2, Crnwdstnkes Platform Simplifies Deployment and Enhances Security.pdf
manufacturer.

: hitps:/iivay C h-center/crowdstrike-falcon-uses-p platf Implify-deploy h
See list of supporiad Windows OS vorsions.

Refer {o page 1, C - dy

PP

2 hitps:/fww. dstrik {

p g system.pdf

See list for the supporied Linux versions.

Refer to pages 1-4, Whatis CrowdSlrike FAQ CrowdSlnke « Linux.pdf
Source: hl|ps.l/\wnv

See list for the supported macOS versions,

Refer to page 1, Crowdstrike - Supponed macos operatlng system.pdf
Source: hilps:/iny,

I k.

Falcon for Mobile - Providing moblle endpolint delection and responsa (EDR)
for [0S and Androld

Refer to paga 1, crowdslrike-falcon-for-moblia-data-sheelLpdf

For other oparating system typas that ara not menfloned above, monitoring, detection and response shall be cariad out by the Network
Detection and Responsa system.
It can discover and Idenlify any davice that communicates on the network and Identify whether the Falcon agent is installed on the device by
ohserving network traffic, helping cuslomum snsure complete coverage, and sacurity detoction and response capablliiies —aven for

or unmar

Refer lo page 2, crowdslrke-extrahop-data-sheat.pdf
Reler lo Bill Of Materials.

2. The solutions pravider must he capahle to deploy the endpoint technology fo warkstations and
servers, including Windows, Mac, Unix and Lintx assels, using the agancies or tha solutions
providers deployment tac), and must support both physical and virtual environments.

The singls, lightweight agent can be downloaded and Instalied for Windows, Mac and Linux to deliver complete protection without impacting
resources or productivity,

Refer to page 1, CrowdStiike's Platform Slmpﬁfes Dapl nt and Enh ity.pdf
Source: https:/iwww.crt {: '..un-uses-powedul -platfarm-simplify-deployment-enhance-security/

3. For non-supported systems, other means of monitoring must be performed, such as network
detaction and response {NOR or similar) toot shall be provided.The NDR shall use a standard
network Interface which may be 1G or 10G. Tha service provider, howaver, is
expacted to make the necessary adjustment during the actual project
implementation with the member agency. For the NDR with throughput 5G and
ahove, a dual power supply unit (PSU) shall he required,

Reveal(x) 36D can discover and idenlify any device that communicates on the network and
tdentify whether the Falcon agent is Installad on the davice by observing network traffic, helping
customers ensurs complele covarage, end sacunly detection end response capebilities —
even for ur dor ble

Refer lo page 2, crowdstrike-extrahop-data-sheet.pdf

For Reveal (x) 360 nstwork interface
EDA 1200 - 1Gbps

Refer to page 1,3, NDR-network Interface-datasheet.pdf

Refer to Bill of Materials,

Page 3 af33




) )

4. The solution shall detect and prevent altacks on-premise, for supported and unsupported
endpolnts, Including agency dsployments In public clouds, if any, such as, but not imiled to
Amazon Web Seivices (AWS), Azurs, Oracle Cloud and Google Cloud.

Falcon Prevent offers powerful and comprehensive pravention capabilities. Falcon Prevent can stop execution of malicious cade, block zero-
day exploits, kill processes end confaln command and contral callbacks.

Refer to page 8, Comprshensive preverition. pdf

Ritpsdfonivi,

P q

CrowdStrike works in all types of data centers, including on-prem, hybrid, and cloud. Falcan also works in multiple cloud platform

tenvironments, including Amazon AWS, Google Cloud Plafform and Microsaft Azure. The Falcon sensor also supports Windows, Linux and

macOS$ at the kemel [evel, on bare metal or as a VM, wilh minimal Impact.

Rofer to page 1, Detect and Pravant alkacks pdf

: hitps: llwww Jlech-cent tall-falcon-datacenter/

Reveal(x) 360 can discover and identify zny device that communieates on the network and
Identify whether the Falcon agent is Instafied on the device by observing networlk iraffic, helping
customers ensure : , and ily detection and response copabillties —
oven for unmanaged or unmanagaahle devices.

Refer to page 2, crowdstrike-exirahop-data-sheet.pdf

5. The solution shall be capable to biock malicious indicators of comp! (I0Cs) and behaviors
of compromise {(BOCs) automatically wilh expert review of dotoctions by analysts to enstire there
[s always human overslgh! on technology.

Falcon Prevent prolects endpoints against all types of aliacks, from commodity malware o sophisticated atiacks — even when offiine.
- Machine leaming and artificial intelligence prevent known and unimovmn malware, adware and potentially unwanted pragrams (PUPs)
- Behavior-based Indicators of attack (IOAs) prevent sophisticated altacks, Including ransomvrare and fileless and malware-free attacks

Referto Page 2, Data-Sheet-Falcon-Prevent pdf

Falcon Insight uses Indicators of altacit ({0As) fo attomatiozlly idenlify attacker behavior and sends priorilized alerts to the Falcon user
Interface {UI), eliminating ime-consuming research and manual searches.,

Rafer {o Page 1, FALCON INSIGHT- ENDPOINT DETECTION AND RESPONSE.pdf

Falcon Compiete Expertise.
Provides expert security analysts to manage, menltor, respond o and remediate threats.

Refer to page 2, crowdstrike-falcon-complete-data-sheat.pdf

Indicators of Compromise Explained

Refer to pages 9-13, What are Indl of Compromisa_ 10C Explained - CtowdS(rike,pdf
Source: hitps:ivawv,crovidstrik Y ity-1014ir f-comp /
6. The solution shall allow custom ¢ policles to sophisticated malware and Custom 10As enable yau to define unique behaviors to blocik.
lateral movement utiiizing "iving off the fand” ¢ iques that can polentlally ovade standard

detections, howaver, ensuring that these custom policies does nt;t impede business operations.

Refer fo Page 1 of Custom I0AS - Prevent.pdf

Custom I[ndicators of Attack are usod to croate organization specific rdes in addition fo the proteclions provided by CrovdStrike. These
addltionat dstections and preventions cen be defined based on specific fools and expecied behaviors to further enh the value of the
Faleon plafform for your organization,

Refer te Page 1 af How to Create Cuslom Rules with CrowdStriko,pdf
: hitps/fvanw, crowdstd ftech-center/custom-loas/

Ifyou're living off the Iand, there ere a few different methods you can use to survive, but you need to use what you find where you are. You
do not have the option to bring in supplies fo malntain yourseif, if you are looking for someone living off ths land, you must hunt — as they
have blended into thek new environment.

Having techniques in play to detect and respond to ongoing attacks quickly is just as important as prevention. Here are a few options
organizations can use:

- Stopping "Sllent Faflure"
~ Account Monitoring

~ Applloation !nventary
-Asset lnventnry

Refer (o pags 1, Living off the land (echnlque.pdf

hitpsi/iennwy. iblog/going-beyond-malware-the-fise-of-living-off-the-land-altacks/
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7. Update of [ndlcators of Compromise (I0C) and walchiist repository, whenever
applicable

[0C ¢an be uploaded through APIs,
Industry-leeding threat intelligence Is buit Into the CrowdStrike Security Cloud to actively block malicious activity.
Refer to Page 1 of Builtin Threat Intelligence. pdf

As part of the CrowdStike AP, the "Cusfom JOG APJs" aliows you to retrieve, upload, update, search, and delete custom Indlcalors of
Compramnise (I0Cs) that you want CrowdSlrike to [dentify.

Refer to page 1, How to Import 10Cs Info the CrovdStrike Falcon Platform.pdf
Sourco: hitps:ifenivi.c log/l loc-and-threat-feeds/

{rike.comft or

S22 PYivEntionand DelytHorn i -

v

T puiw,

1. The solution shall have integration with the SIEM for central mon!loring and analysls, including
the sstup of relevant dashboards such as but not limited to, atfacks, threals, endpoints at rick.

e I s ]

B o - iy et - Lalid . - -
Using Falcon Host in conjunction with the Felcon SIEM Conneclor offers a fast, simple and refiabls way to optimize the collsction of ralevant

sacurily events across hundreds of thousands endpolints. The lightweight Falcon Host Sensor will perform the olherwise hard vrork of
collacting the data from distibuted endpoints with no additional Infrastruciure deployment. Falcon Host Sensors will send that data from your
environment info the Cloud. Then, ths Falcon SIEM Conneclor will seamlessly pull that data from the Cloud to your SIEM.

Refer to Page 1, falcon-SIEM-connector-datasheet pdf

The CrowdStrike App leverages Spiunk's ability (o provide rich visualizalions and drill-downs to enable customers fa visualize the data that
the Crawdbtrite OAuth2 based Technioal Add-Ons provide, Datails about delections, detaction events, Incldents, poiicy and group
crealions/modifications/deletions end Intelligence Indicator information

Referto page 1, Splunkbase CrowdStrike App.pdf
Bource: hilps://splunkbase.splunk.com/app/5094

2. The selution should ulifize signalure-based and/or signature-less dotoction techniques to
protect against known and unknown atlacks,

Faleon Prevent simplifies operalions with signalureless pr fion and soft as-a-service (SaaS) delivery. It also has Machine learning
and adificial Intelligence {o prevent knovm and unknown malware, and behavior-based indicators of attack (I0As) which prevent sophisticated

{ , Including rar and fileless and malware-free altacks.

Refer lo Page 1-2, Signalureless based altack protection.pdf

3. The solution should have Machine Learning and Behavioral Pattem [ndicator of Attack (10A)
delection capability.

Felcon Prevent protacts endpolnts against all types of attacks, from ity mah to sophist
-Machine leamning and arificlal intelligence prevent known and unknown malware, adv/ar
and potentially unwanted programs (PUPs)

- Behavior-based Indlcators of attack {IOAs) pravent sophisticaled altacks, including ransomware
and filsless and malware-fras allacks

ted attacks — even when offline.

Refer fo Page 1, Machine L.eaming and Behayioral Patiem Indicator of Alfack ({OA) detection,pdf
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